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• Hacktivists

• Anonymous

• Unintentional/intentional insiders

• FedEx (S3 bucket)/Jiaqiang Xu/IBM

• Competent individual hackers

• Phineas Fisher

• Organized Criminal Groups

• FIN7, FIN4, Carbanak, Cobalt

• Nation state proxies

• Syrian Electronic Army (SEA)

• Nation states

• Foreign intelligence services (FSB or SVR) or militaries (PLA or GRU)

Threat landscape
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• Definition of Threat

• an expression of intent to do harm, i.e. deprive, weaken, damage or destroy;

• an indication of imminent harm;

• an agent that is regarded as harmful;

• a harmful agent’s actions comprising of tactics, techniques, and procedures (TTPs).

Cyber Threat Intelligence
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• Definition of Intelligence

Cyber Threat Intelligence
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• Information about threats and threat actors that provides sufficient understanding to 
mitigate a harmful event in the cyber domain 

• The purpose of intelligence is:

Cyber Threat Intelligence
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Threat Intelligence “Pyramid of Pain”
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Incident Response Process
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Preparation

Preparation

Incident Response  Threat Intelligence

Building Malware analysis Skills Building Threat analysis skills

Facilitating Communication and 
Coordination

-//-

Acquiring Tools and resources -//-

Study Attack kill chain Study attack kill chain
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Intelligence Concerns

NOW

FUTURE

PAST Analysis of what has happened

Utility: where previous behavior is 
an indicator of future behavior.  

Analysis of what may happen.

Utility: where we can usefully 
reduce uncertainty to better 

forecast an outcome.

Utility: where we can respond 
more effectively with clarity in the 
knowledge of what is unfolding in 
front of us.  
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Intelligence Concerns

NOW

FUTURE

PAST Analysis of what has happened

Utility: where previous behavior is 
an indicator of future behavior.  

Analysis of what may happen.

Utility: where we can usefully 
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forecast an outcome.

Utility: where we can respond 
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knowledge of what is unfolding in 
front of us.  

Our profession as been 
historically getting this far
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Intelligence Concerns

NOW

FUTURE

PAST Analysis of what has happened

Utility: where previous behavior is 
an indicator of future behavior.  

Analysis of what may happen.

Utility: where we can usefully 
reduce uncertainty to better 

forecast an outcome.

Utility: where we can respond 
more effectively with clarity in the 
knowledge of what is unfolding in 
front of us.  

In reality we are never ‘perfect’ at 
any one of these.  In reality we achieve results 

that are ‘toward’ these 
points.  Regardless our goal should 

always be to reach them
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Forecasting
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Forecasting

• Warnings and Indicators:  Pre-cursor activities that might indicate future intent. 

• Human Intelligence (HUMINT): information gathered from the planning activities of a 
campaign from those with the intent

• Pattern extrapolation: if see a sequence in attacks emerging, it is reasonable to 
assume an increase in threat for similar organizations
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Better guesses 

Vulnerability

Impact

Li
ke

lih
o

o
d

Threat

Know what info 
assets you hold 

where

Measure how an 
attacker views your 

business

Forecast current 
and future threat 

environment

Capability Intent

Opportunity
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Playbooks



www.digitalshadows.com17

Detection and Analysis

Detection and Analysis

Incident Response  Threat Intelligence

Identifying Malware Incident 
Characteristics

Identifying IOCs

Identifying Infected Hosts Applying IOCs

Malware behaviour Related malware study

Malware impact Related malware evidence
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Detection Methods

People and Process

Network and  Computer 
Artefacts

• Netflow
• Whitelisting
• Intrusion Detection Systems (IDS)
• Endpoint detection and response (EDR)
• Security Incident Event Monitoring (SIEM)

• Awareness (People Spidey Sense)
• Process Controls
• Human Pattern Identification
• Hotline and reporting
• Customer Reporting Hotline (Support)
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• Forensic artefacts observed on a network signifying an intrusion

Indicators of Compromise
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• Forensic artefacts observed on a network signifying an intrusion

Indicators of Compromise
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• TTPs are the “patterns of activities or methods associated with a specific threat actor 
or group of threat actors”

• Tactics: WHAT

• (Initial Access, Execution, Persistence, Privilege Escalation, Defense Evasion, Credential Access, 
Discovery, Lateral Movement, Collection, Exfiltration, Command and Control).

• Technique: HOW

• (Initial Access: Drive-by Compromise, Exploit public-facing application, Spearphishing attachment, 
Supply chain compromise etc.)

• Procedure: more HOW (tools, scripts, commands)

• Sqlmap, havij tools for “exploit public-facing applications” used to automate SQL injection 

Tactics Techniques and Procedures (TTPs)
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• “This cyber threat framework captures the tactics, techniques, and procedures 
adversaries use to select a target, obtain information, and launch a campaign.”

TTPs - Mitre PRE-ATT&CK
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“MITRE’s Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK™) is a 
curated knowledge base and model for cyber adversary behavior, reflecting the various 
phases of an adversary’s lifecycle and the platforms they are known to target”

TTPs - Mitre ATT&CK
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• Data Enrichment 

• Free services: Virus Total, Domain tools, Passive Total, OTX

• Commercial Services: Shadow Search, Recorded Future

• Threat sharing platforms: MISP, STIX

• Objective: Provide context to the investigated data – IOCs

• An extensive list here: https://www.prodefence.org/most-important-cyber-threat-intelligence-tools-
list-for-hackers-and-security-professionals/

Analysis 

https://www.prodefence.org/most-important-cyber-threat-intelligence-tools-list-for-hackers-and-security-professionals/
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• Shadow Search: an example of an advanced Threat Intelligence investigation service

Advanced Search and Investigation



www.digitalshadows.com26

• Cyber Phantom: Incident response automation, IOC investigation use case

Automation
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Containment

Containment

Incident Response  Threat Intelligence

Stopping the spread Apply identified malicious IPs and URLs

Prevent further damage Apply public threat lists 

Disabling services

Disabling connectivity
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Ransomware
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Public recommendations
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Specific guidance
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Tools
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Port 445 EternalBlue/DoublePulsar exclusive to WannCrypt?
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Sharing
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Post Incident Activity

Incident Response  Threat Intelligence

Lessons Learned

Improve the process
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A Process for incident management

PREPARE

Risk 
Assessment

Threat 
modelling

Asset 
Identification

Response 
Playbooks/
Runbooks

DETECT

Indicators / IoC

Tools, Tactics, 
Techniques and 

Procedures 
(T&TTP)

Motivation and 
Capability

Detecting 
Digital Assets

ANALYSIS

Enrichment

Reversing

Sharing & 
Community

Putting it back 
(MISP)

Iterative 
Investigation

CONTAIN

Stopping the 
spread (how did it 
get in) - blocking 

actions

Blocking Methods 
of propagation

Detecting other 
instances of issue

ERADICATE

Takedowns

Disabling 
communication

Killing it

Patching it

REVIEW
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• CTI – We already do it/ did it, part of the entire Incident Response process

• BUT there are new opportunities and innovation

• It’s part of forensic discipline, but trying to get earlier in the chain

• It applies well to the earlier stages of the incident lifecycle and best focused

• Indicators can be useful, but ephemeral, fragile and incomplete

• TTP’s can have longer lasting value but require much more effort to acquire and 

develop

• Sharing and clear communication is at the center

• This will continue to develop

Conlusions - Takeaways
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