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"Intro to threat modeling

“Threat modeling is the key to a
focused defense. Without threat
modeling, you can never stop playing

whack-a-mole.”

— Adam Shostack : 7Threat Modeling: Designing for Security.
Wiley, 2014. ISBN 978-1118809990



What is thread modeling

« Threat modeling is a process by which potential threats, such as structural

vulnerabilities can be (from a hypothetical attacker’s point of view ):
- identified,
- enumerated,
- and prioritized

* The purpose of threat modeling is to provide defenders with a systematic
analysis of the probable attacker’s profile, the most likely attack vectors,
and the assets most desired by an attacker.

« Threat modeling answers questions like:
- “Where are the high-value assets?”,
- “Where am | most vulnerable to attack?’,
- “What are the most relevant threats?’, and
- ‘Is there an attack vector that might go unnoticed?”.



_~=p|ow threat models are

« Threat modeling methods are used
- to create an abstraction of the system;
- profiles of potential attackers, including their goals and methods;
- Catalog(s) of potential threats that may arise
* There are many threat modeling methods that have been
developed.

* Not all of them are comprehensive;

- some focus on the abstraction and encourage granularity while others are more
people-centric.

- Some meth-ods focus specifically on risk or privacy concerns.

« Threat modeling methods can be combined to cre-ate a more
robust and well-rounded view of potential threats.



_~=Methodologies to be
discussed
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- Property Violated Threat Definition

Spoofing identify

T Tampering with data

R Repudiation

Information disclosure

D Denial of service

E Elevation of privilege

Authentication

Integrity

Non-repudiation

Confidentiality

Availability

Authorization

Pretending to be something or someone other than
yourself

Modifying something on disk, network, memory, or
elsewhere

Claiming that you didn’t do something or were not
responsible; can be honest or false

Providing information to someone not authorized to
access it

Exhausting resources needed to provide service

Allowing someone to do something they are not
authorized to



This method is easy to adopt but can be time consuming

STRIDE’s main issue is that the number of threats can grow rapidly as a system
increases in complexity.

STRIDE has been successfully applied to cyber-only and cyber-physical
systems.

Microsoft no longer maintains STRIDE, it is implemented as part of the
Microsoft Se- cure Development Lifecycle (SDL) with the Threat Modeling Tool,
which is still available

Microsoft developed another similar method called DREAD, which is also a
mnemonic (Damage potential, Reproducibility, Exploitability, Affected users,
Discoverability) with a different approach for assessing threats.

- It assigns one of three values (0, 5, 10) to the first four categories and one of four values (0, 5, 9,
10) to the last category, which “allows for an average value to be calculated to represent the risk
of the entire system.



The Process for Attack Simulation and Threat Analysis (P.A.S.T.A) is a risk-centric threat modeling
framework developed in 2012 by Tony Uceda Vélez. It contains seven stages, each with multiple activities.

Stage Il - Definition of
the Technical Scope (DTS)

Stage lll - Application
Decomposition and
Analysis (ADA)

Stage IV - Threat
Analysis (TA)

Stage V - Weakness
and Vulnerability
Analysis (WVA)

Stage VI - Attack
Modeling &
Simulation (AMS)

«DO 1.1 - Document the business requirements

«DO 1.2 - Define the security/compliance requirements
«DO 1.2 - Define the business impact

«DO 1.4 - Determine the risk profile

«DTS 2.1 - Enumerate Software components

«DT2 2.2 - Identify Actors & Data Sinks/Source

«DTS 2.3 - Enumerate System-Level services

«DTS 2.4 - Enumerate 3rd Party infrastructure

«DTS 2.5 - Assert completeness of secure technical design

«ADA 2_1 - Enumerate all application use cases and risk functions
«ADA 2.2 - Document Data Flow Diagrams (DFDs)
«ADA 2_3 - Functional and Archietcural Decomposition Analysis

«TA4_1 - Analyze the overall threat scenario

«TA 4.2 - Gather threat information from internal sources/feads
«TA4_2 - Gather threat information from external sources/feeds
«TA 4. 4 - Update the threat libraries

«TA 4.5 - Map threat agents to assets targets

«TA 4.6 - Assignment of the probabilistic value to threats

«WWVA 5_1- Review/correlate existing vulnerabilities

«WVWVA 5.2 - Identify weak design patternsin the architecture
«WVA 5_32 - Map threats to vulnerabilities

«WVWVA 5 _4- Provide Threat-Vulnerability

«WVA 5_4- Conduct targeted vulnerability testing

«AMS 6.1 - Analyze the attack scenarios

«AMS 6.2 - Update the attack library and the control framework
«AMS 6_32 - Identify the attack surface and enumerate attacks
«AMS 6_4 - Assess the probability and impact of each attack
«AMS 6.5 - Derive a set of cases to test existing countermeasures
«AMS 6.6 - Conduct attack driven security tests and simulations

RAM 7_1 - Calculate the risk of each threat

RAM 7.2 - Identify countermeasures and risk mitigations

RAM 7_3 - Calculate the residual risks

r{AMelZ_At - Recommend strategies to manage risks to acceptable
=



« LINDDUN (Linkability, Identifiability, Non-Repudiation, Detectability, Disclosure of
Information, Unawareness, Non-Compliance) is a threat modeling method that focuses on
privacy concerns and can be used for data security

* One of the strong features of the LINDDUN method is its extensive privacy knowledgebase
and documentation. The LINDDUN method is labor intensive and time consuming. It suffers
from the same issues as STRIDE—the number of threats can grow rapidly as a system
increases in complexity.
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The Common Vulnerability Scoring System (CVSS) is a method that “capture[s] the principal
characteristics of a vulnerability, and produce[s] a numerical score reflecting its severity”

A CVSS score is computed based
on values assigned by an analyst
for each metric.

The equations used for this
process are not clear, but all
metrics are explained in the
documentation quite exten-
sively.

The method is widely used,
despite some concerns related to
the non-transparent score
calculations and possible
inconsistencies produced by
different judging “experts” .
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Attack Trees

» Using attack trees to model threats is one of the oldest and most widely applied techniques on
cyber- only systems as well as cyber-physical and physical systems
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As a threat modeling method, Persona non Grata (PnG) focuses on the motivations and skills
of hu- man attackers. It characterizes users as archetypes that can misuse the system and
forces analysts to view the system from an unintended use point of view

When used, PnG can help visualize
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Security Cards

Security Cards is a technique that centers on identifying unusual and complex attacks. It is not a formal
method but more of a brainstorming technique.

This method uses a deck of 42 cards to facilitate threat discovery activities: Human Impact (9 cards),
Adversary’s Motivations (13 cards), Adversary Resources (11 cards), and Adversary’s Methods (9 cards).

Impunity - S ;
Adversary's Resources Human Impact Adversary’s Motivations | Adversary’s Resources Adversary s Methods

What kinds of impunity might the the biosphere * access or * expertise attack cover-up

adversary have? How might impunity

for their actions make adversaries emotional well- convenience » a future world indirect attack

free to execute more frequent, longer-

lasting, or more obvious attacks on your being curiosity or boredom impunity manipulation or
system? u . . . . . . aguigs .
' financial well-being desire or obsession inside capabilities coercion

@ Example Related Concepts personal data diplomacy or warfare inside knowledge multi-phase attack
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The Hybrid Threat Modeling Method (hTMM) was developed by the Software
Engineering Institute in 2018. It consists of a combination of SQUARE (Security
Quality Requirements Engineering Method), Security Cards, and PnG activities.

The following are the main steps of the method:

|dentify the system to be threat-modeled.

Apply Security Cards based on developer suggestions.

Remove unlikely PnGs (i.e., there are no realistic attack vectors).
Summarize the results using tool support.

Continue with a formal risk assessment method.



=~ = Quantitative Threat

Modeling Method

» This hybrid method consists of Attack Trees, STRIDE, and CVSS methods applied in
synergy.

« The first step of the Quantitative Threat Modeling Method (Quantitative TMM) is to build
component attack trees for the five threat categories of STRIDE.
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=== Quantitative Threat

Modeling Method

After that, the CVSS method is applied and scores are calculated for the components in the
tree.

0.0



« The Operationally Critical Threat, Asset, and Vulnerability Evaluation
(OCTAVE) method is a risk- based strategic assessment and planning
method for cybersecurity

« OCTAVE has three phases:

- Build asset-based threat profiles. (This is an organizational evaluation.)

- ldentify infrastructure vulnerability. (This is an evaluation of the
information infrastructure.)

- Develop a security strategy and plans. (This is an identification of risks
to the organization’s critical assets and decision making.)



OCTAVE evaluates activities, not continuous processes. It is primarily designed for large
organizations.
The downsides of OCTAVE are that the process requires a significant time commitment,

and the documentation is large and vague
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Conclusions

Threat modeling can help make your product more secure
and trustworthy.

Choosing what method is best for a project requires thinking
about:

- if there are any specific areas you want to target (risk,
security, privacy),

- how long you have to perform threat modeling,

- how much experience you have with threat modeling,
how involved stakeholders want to be,

- and ..more.
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