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Abstract— This paper was developed within the framework of the course "Maritime Informatics".
Shipping is starting to look at blockchain – a decentralised system to ensure consensus and data-authenticity that was originally developed for bitcoin transactions. Although the technology is still in its early days, it could be harnessed by the shipping industry in various ways and revolutionise how trade is performed. Major companies have already launched blockchain-based trade platforms and everyone is looking forward to what comes next, in the specific domain of research for the years to come.
Keywords—blockchain, technology, shipping, maritime, contract, smart ports, challenges.
I. Introduction
In many ways, the shipping industry remains rather traditional, with a number of the processes involved being time-consuming and document-intensive and the use of paper documents still prevalent – to name a few, memoranda of agreements for ship sale and purchases, charterparty agreements for ship employment, bills of lading, port documents, letters of credit and other documents for the carriage of cargo. The fact that these arrangements, at times, involve an extensive chain of parties only increases the risk of human error and very occasionally, fraud.
The initial push into the industry has seen large operators collaborating with technology companies to gauge how blockchain technology can help them in the future.

For example, Maersk has teamed up with IBM to set up a company to disseminate blockchain technology throughout the shipping industry by, for example, tracking freight and replacing all paperwork with digital records, in the hope that it will create considerable benefits for all stakeholders along the supply chain.

MOL and Sumitomo Mitsui Banking Corporation are also collaborating with IBM and together they are trialling cross-border trading to see whether or not operations can be more efficient when blockchain encryption technology is adopted.

The expectation is that blockchain technology will create a platform not anchored down by endless paperwork and complex transactions but instead fully digitalized thus enabling more fluid freight movement and reduced costs and resource waste.

According to Tradewinds, in excess of US$4bn worth of goods are shipped yearly and the costs incurred by the documentation attributed to such goods is in the region of US$800m; it is this substantial cost that the blockchain ecosystem aims to erode.

The potential savings will ultimately have to be weighed up against the potential risks in any digitalised system in relation to fraud or hacking.[1]
II. What is blockchain 

A summary concerning an introduction into blockchain should start by stating that it is complex and combines many new concepts. It really is a totally different game compared to what is currently known. Therefore one cannot explain it briefly nor clarify blockchain by comparing it to something familiar. Having said that, an effort will be made to give a general peek into the world of blockchain in this summary. Blockchain is a new type of database. The reason why there is such a call for this new type of database is because it solves the previously unsolvable double spending problem without a middleman, opening up a range of new possibilities. In this database the data is saved in a block, which in turn is linked to other blocks in a chain creating the blockchain. To secure the blockchain a system called proof-of-work is used. In short this means there is so much work (i.e. processing power) needed to find a block, it is virtually impossible to alter the blockchain afterwards. Blockchain does have some important aspects to keep in mind. For instance what is saved in blockchain can never be removed or altered. Depending on the cause, this can either be a major advantage or disadvantage. [2]

When people talk about blockchains, at the broadest level, they mean a network of databases spread across multiple entities that are kept in sync, where there is no single owner or controller of the data. The databases tend to be append-only, that is they can be written to, but historical data can’t be altered without broad agreement from the participants of the network.This means that a user or system administrator in one entity can’t alter data held on a blockchain without agreement from the other participants. Historically, when multiple parties need to rely on the same data, we have used golden sources of data, held and controlled by trusted third parties. A classic example is the use of a clearing house that is the golden source of data about a trade between two entities. Blockchains can empower groups of parties to agree on events without needing the third party, such is the promise of this new technology. [3]


Fig.1 How does blockchain work ? [4]
III. HISTORY OF BLOCKCHAIN TECHNOLOGY
A.  The start
It is widely believed that the first implementation of modern day blockchain technology came from Satoshi Nakamoto. In 2008, a person or group of people identified as Nakamoto published a paper, “Bitcoin: A Peer-to Peer Electronic Cash System,” which hypothesized a direct online payment from one party to another without the use of an intermediary third party. The paper described “an electronic payment system based on cryptographic proof instead of trust". The paper sought to solve the problem of double spending. That is, the very nature of digital currency allows it to be easily duplicated and spent more than once. The resulting uncertainty was fatal to the adoption of the technology. The Nakamoto paper solved this problem by linking every transaction to the transaction preceding it in a tamper-resistant manner. The tamperresistant manner described by Nakamoto was the public ledger. With this ledger, a network can examine the transaction history of an electronic coin that a user submits for payment, and can confirm that the coin has not already been spent, thereby preventing the “double spending” problem. [5]
Bitcoin is a virtual monetary unit and therefore has no physical representation. A Bitcoin unit is divisible and can be divided into 100 million “Satoshis,” the smallest fraction of a Bitcoin. The Bitcoin Blockchain is a data file that carries the records of all past Bitcoin transactions, including the creation of new Bitcoin units. It is often referred to as the ledger of the Bitcoin  System. The Bitcoin Blockchain consists of a sequence of blocks where each block builds on its predecessors and contains information about new Bitcoin transactions. The average time between Bitcoin blocks is 10 minutes. The first block, block #0, was created in 2009; and, at the time of this writing, block #494600 was appended as the most recent block to the chain. Because everyone can download and read the Bitcoin Blockchain, it is a public record, a ledger that contains Bitcoin ownership information for any point in time.

 The word “ledger” has to be qualified here. There is no single instance of the Bitcoin Blockchain. Instead, every participant is free to manage his or her own copy of the ledger. There is no central authority with an exclusive right to keep accounts. Instead, there is a predefined set of rules and the opportunity for individuals to monitor that other participants adhere to the rules. The notion of “public record of ownership” also has to be qualified because the owners of Bitcoin units usually remain anonymous through the use of pseudonyms. 

To use the Bitcoin system, an agent downloads a Bitcoin wallet. A Bitcoin wallet is software that allows the receiving, storing, and sending of (fractions of) Bitcoin units. The next step is to exchange fiat currencies, such as the U.S. dollar, for Bitcoin units. The most common way is to open an account at one of the many Bitcoin exchanges and to transfer fiat currency to it. The account holder can then use these funds to buy Bitcoin units or one of the many other cryptoassets on the exchange. Due to the widespread adoption of Bitcoin, the pricing on large exchanges is very competitive with relatively small bid-ask spreads. Most exchanges provide order books and many other financial tools that make the trading process transparent. 
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Fig. 2 How does Bitcoin works? [6]

For a virtual currency to function, it is crucial to establish at every point in time how many monetary units exist, as well as how many new units have been created. There must also be a consensus mechanism that ensures that all participants agree about the ownership rights to the virtual currency units. Within the Bitcoin system the number of participants is substantially large, and network participants can remain anonymous. So, there is a consensus mechanism that allows the Bitcoin system to reach an agreement. This consensus mechanism is the core innovation of the Bitcoin system and allows consensus to be reached on a larger scale and in the absence of any personal relations. 
The Bitcoin creators’ intention was to develop a decentralized cash-like electronic payment system. In this process, they faced the fundamental challenge of how to establish and transfer digital property rights of a monetary unit without a central authority. They solved this challenge by inventing the Bitcoin Blockchain. This novel technology allows us to store and transfer a monetary unit without the need for a central authority, similar to cash. 

Price volatility and scaling issues frequently raise concerns about the suitability of Bitcoin as a payment instrument. As an asset, however, Bitcoin and alternative blockchain-based tokens should not be neglected. The innovation makes it possible to represent digital property without the need for a central authority. This can lead to the creation of a new asset class that can mature into a valuable portfolio diversification instrument. [7]
B.  The Evolution 

While blockchain initially garnered interest because of its ability to be anonymous, such as in the case with cryptocurrencies like Bitcoin, the real appeal of the technology may be due to the complete transparency afforded by it.
Indeed, many have found that the underlying blockchain technology has applications in an ever increasing number of applications in nearly every industry. For example, in 2013, Ethereum introduced blockchain in the form of “a decentralized platform that runs smart contracts.” It explained that blockchain “enables developers to create markets, store registries of debts or promises, move funds in accordance with instructions given long in the past (like a will or a futures contract) and many other things that have not been invented yet, all without a middleman or counterparty risk.” While Bitcoin is simply a currency, Ethereum “is a ledger technology that companies are using to build new programs.” It is one of the first expansions of blockchain technology outside of currency. [5]

IV. KEY ATTRIBUTES OF BLOCKCHAIN TECHNOLOGY
A.  Decentralization 

Decentralization is completely different from centralization. It provide more security and exibility than the centralized application. Quick decision making is required and therefore many organizations opted for decentralization. In the centralized environment everything is done in the same location. Where decentralized environment works in different location. It has the ability to provide both efciency and innovation. Efciency deals with saving cost and time ,should provide a better result. Innovation provide new idea. That should be a new benets. 
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Fig. 2. Network Comparison  [8]
B. Trust 

In Blockchain technology each block contain information about the previous block. It will provide an authentication mechanism during the transaction. There is no third party communication. Instead of this that will use a public ledger. All transaction should be automatically recorded in this ledger 

C. Transparent 

In blockchain stored data are transparent and also immutable. That is why blockchain are trusted. [8]

V. MAIN BLOCKCHAIN SECURITY FEATURES
At this point, somebody may be wondering if blockchain is really such a secure system. After all, ledgers are nothing  new. And, since these interactions unfold in a digital environment might make them vulnerable.
These perspectives are rational. However, they ignore the most crucial ingredients for blockchain’s security. In fact, it’s reservations like these that are partially responsible for the wide fluctuations in Bitcoin’s price.
Now, let’s break down the main features that make blockchain technology so secure to illustrate why there may not be any issues with blockchain security:

A.
Blockchain technology relies on a ledger to keep track of all financial transactions. Ordinarily, this kind of “master” ledger would be a glaring point of vulnerability. If the ledger was compromised, then it could lead to a system breakdown. For example, if someone altered a record, then  they could steal a limitless amount of money. Or, if they merely read all the transactions, then they could gain access to sensitive private information. In the blockchain, the ledger is decentralized. This means no single computer or single system has control over the ledger at any one time. It would take an incredibly sophisticated, coordinated attack on thousands of devices, simultaneously, to gain this type of access to the main ledger.

B.
Another tenet of security is the chain itself. The ledger exists as a long chain of sequential blocks. Each chain represents another piece of the overall puzzle. Structurally, these records date back all the way to the system’s launch. This means anyone who tries to alter a transaction would first have to alter all transactions leading up to that transaction, and do so accurately. This makes the hypothetical tampering process much more complicated. Also, it greatly increases the overall security of the system.

Plus, there are more security features that help blockchain stay safe:

C.
It takes more than just two users to agree that a transaction is sound. Even in most modern payment processing systems, there are only a few links in the chain of verification. There is a buyer, seller, and maybe a couple of third parties (bank or credit agency). In the blockchain model, there are hundreds to thousands of distinct nodes. Each node has a complete copy of the digital ledger. These can independently work to verify the transaction. If the nodes don’t agree, then the transaction is canceled. This system keeps the ledger tidy. Additionally, it makes it nearly impossible to commit a fraudulent transaction.

D.
The cryptographic keys used in blockchain exchanges are also marvels of modern cybersecurity. Each cryptographic sequence is long, complex, and virtually impossible to decipher unless you have the authorization to view it. The two-key system makes transactions even more secure. And it does so without sacrificing the transparency that makes the system so unique.[9]

VI. OPPORTUNITIES FROM USING BLOCKCHAIN IN SHIPPING INDUSTRY 

There is no arguing that the concept “Blockchain” once only voiced in cryptocurrency circles is now transitioning to many industries, shipping being one of the largest, and perhaps the one that will be most impacted by the technology as well. According to the World Shipping Council, Cargo transported by the liner shipping industry represents about two-thirds of the value of total global trade, equating to more than 4 trillion US dollar worth of goods.

Understanding the sheer size of this industry is one thing, getting one of the oldest and traditionally more conservative industries in the world to embrace change is certainly another. The large-scale logistics industry trend toward “digitization” is the subject of many headlines of late, but the underlying technology behind the move towards digitization is multi-faceted and complex, and Blockchain is certainly one of the key areas which will be employed by the industry during this transformation. [10]
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Fig.3. Blockchain’ s Opportunities [11]

To summarize the key take-aways for implementing Blockchain technology in shipping industry, here are some of the benefits:  

A.
Reduced paperwork 

 Paperwork is the necessary evil of the global supply chain, where stakeholders including beneficial cargo owners (BCOs)/shippers, ocean lines, ports and terminals, 3PLs, customs brokers, and other logistics organizations still rely on large volumes of paperwork to be generated, authorized, and distributed to a number of different global locations across the trade lane. In a 2017 study noted in Seatrade Maritime News, Maersk Line findings when analyzing a shipment of avocados from Mombasa to Rotterdam, involved 30 parties, 100 people, 200 information exchanges (of which some were electronic, others on paper, some were hand-written delivery notes). [12]. This can in many cases more than double the physical transport costs of a shipment. Distributed ledgers all authenticated digitally allows to significantly reduce the bureaucracy and complexity of the shipping process.  In early 2018 a consortium of several organizations including AB InBev, Accenture, Kuehne & Nagel among others tested a Blockchain solution in the ocean shipping industry. Real shipments were used and the group concluded that Blockchain maritime solutions reduce the need for printed shipping documents by up to 80%. So not only can Blockchain streamline and automate the distribution of shipping documents drive better efficiency, but a secondary benefit is to create a more green and sustainable supply chain.
B. Visibility and Efficiency 

The idea of transparency in the shipping industry is a widely discussed topic and the number of advocates is certainly increasing but there are still many critics that see transparency as something that will both impact their operational procedures and in the end profitability.   The idea that everyone in the supply chain will be able to look at data that cannot be altered and is fully transparent will definitely be a significant competitive element in the years to come. In addition, because Blockchain is transparent it has the opportunity to improve efficiency through the real-time monitoring of cargo capacity and bottlenecks in the supply chain. First adopters and first movers like Shipchain (shipping process optimization) and Blockshipping (container transaction optimization) are already making this possible.  

C. Reduction of Fraud and Theft 

All transactions on a Blockchain are immutable and transparent to everyone on the network. This transparency is a deterrent to unlawful fraudulent acts such as product diversion, or fraud such as double brokering plaguing certain industries. These same features tend to improve security and reduce load loss and theft. A Blockchain also enables the secure transfer of titles or Smart Properties which may be part of the Smart Contract.
D.
Counterfeit Reduction and Authentication 

Blockchain could be a very useful technology to not only trace the origin of goods, but also to help solve the global counterfeit dilemma, costing companies billions of dollars each year and more important, risking brand integrity. From high-value items like pharmaceuticals, electronics, to fashion and designer items, Blockchain is an ideal solution to the traceability problem since it enables the existence of a single version of the truth, an immutable database of goods from product through distribution. Imagine not only authorities being able to enforce compliance of to human rights abuses such as child labor, or the use of raw materials from embargo areas, but it may allow consumers to validate authenticity of high value goods or freshness of produce as well. 
E.  Enabling Performance and KPI Measurement 

New business conditions where information is the most important resource impose new approaches in measuring performances of organizations, related to traditional performance measurement system which evolved just financial and accounting indicators. One of the newer approaches refer on measuring performances of organizations via KPI. KPI are financial and non- financial measures that organizations use to reveal how successful they were in accomplishing long lasting goals. In order to constitute effective system of performance measurement it is very important to have defined and standardized all processes within the organization. [13]


By having an open, comprehensive, and transparent record of shipping history, organizations will have the capability to measure the past history of logistics service providers.  Though the use of analytics operating on the Blockchain data, over time the performance of all logistics service providers can be more accurately measured and will drive accountability and improved supplier performance.
F. Smart Contracts 
 Once of the most innovative features of Blockchain is the ability to have “Smart Contracts”. The cryptocurrency Ethereum introduced the idea of software embedded in certain Blockchains implementing Smart Contracts, so the benefits extend just beyond database like features such as network security, cargo tracking, and traceability, but some legal and financial transactions as well. Smart contracts have the potential to significantly reduce costs and reduce or eliminate intermediaries. Smart Contracts can be automatically validated, signed and enforced through rules on the Blockchain. In the future if Blockchain is combined with other technologies such as Artificial Intelligence (AI) or robotics, it has the potential to allow a high level of automation in our industry.
 G. Secure Payments 

On average a U.S. Fortune 100 company has more than 60 days in outstanding payments, when the majority agreements specify payments within 30 days. This results in cash flow implications associated with these payment delays. While most of the payments themselves are electronic, the delays are a result of intra and inter company manual processes, many which require human verification.  Smart Contracts and the premise of visibility and an unalterable distributed ledger allows for risk free transactions and secure exchange and payment through Crypto Currencies, thereby greatly speeding up payments. Bitcoin inventor Satoshi Nakamoto had a vision of a global currency, not backed by any national government, not subject to political factors or manipulation, and immune to fluctuation in exchange rates.  Rapid settlement of payments is a key feature in a secure Blockchain, and transaction information is transparent and accessible by both buyer and seller.  

However, Bitcoin as well as other cryptocurrencies have not been adopted as a common global means of B2B financial transactions. Instead, the popularity to date of these cryptocurrencies has been more driven by crypto enthusiasts, market speculation, capital controls avoidance, and persons seeking “anonymous” transactions in gray markets (even though to their surprise the Blockchain is the perfect record keeper of transactions). The result has been unprecedented volatility which is not good for crypto as a useful trading currency. 

In addition, needless to say this would also disrupt major industries such as banking as well as raise government concerns relating to national monetary policies and economics, so there is considerable resistance. However, there is still good hope that a global trading currency may someday become a reality, but we have yet to see a cryptocurrency appropriate for this use.  Specific to ocean supply chain, progress in this area has been made by companies such as 300Cubits and their TEU token used as a deposit to book space on shipping line vessels – its concept of having the lines use a token for free that then generates value on the secondary market is quite an interesting idea. 

Nevertheless, the benefits of the Blockchain in most of areas of the supply chain are independent of the currency used for actual payments, and in fact greatly facilitates efficiency for the traditional payment systems.
H. Weather Forecasting
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Fig. 4 Hyper-local weather observations [14]
· HOW UNPREDICTABLE WEATHER IS.
To predict the weather, we need to measure the weather. If you want to know what the weather is tomorrow, it’s imperative to know what the weather was today and yesterday. Knowing the average weather on a particular day of the year is also useful. Collecting data every day can project patterns and trends, and help uncover an array of atmospheric works. Weather data includes any facts, numbers or images about the state of the atmosphere, including temperature, wind speed, precipitation, humidity, pressure and cloud coverage to name a few.

· HOW TECHNOLOGY HELPS US TO PREDICT THE WEATHER
Since the dawn of time people have struggled with weather changes. Today,we have smart and connected sensors to help us be more informed. A decentralized model for a weather data exchange network that uses blockchain technology to safely market, transact and reward participation. It facilitates formal verification using mathematical technique to validate the code administrating transactions, and elevates the security of the most sensitive or financially weighted trades An introducing an ecosystem with digital currency (WXB) that powers authenticated trades in an reimagined marketplace style platform for weather data and services called WeatherBlock. It is a democratic platform that connects data owners and data consumers with tokenized transactions aligned with economic incentives for data mining, contribution and facilitation outlined in the business model section These days, wit the some amazing ways to collect various weather metrics. weather block high-tech equipment that can measure everything with amazing accuracy ranging from industrial to personal applications. And, we can measure it from all sorts of locations: the ground, the air, and even space. It is extremely helpful to have environmental sensors deployed in different places of the atmosphere. The more data we have the better, but that is precisely the challenge on the ground. [15]

I. Smart Ports

Ports, just like all other players in the supply chain ecosystem of cross-border trade often indeed still work in a paper-intensive environment with several stakeholders, traditional communication methods and a high number of transactions and interactions, slowing down operations and efficiency.


Those are all reasons why there are ample blockchain initiatives and collaborations in supply chain management, logistics, transportation, smart port projects and so forth.So, it’s no wonder that in recent years there has been an increase of blockchain initiatives, partnerships and consortiums in the scope of the usage of blockchain in maritime logistics.


The number of smart port projects with a blockchain component keeps increasing. In several ports and port cities, such as Hamburg to name just one, blockchain has become part of the broader smart port approach.

The leading European ports are experimenting with blockchain technology to reduce costs associated with paper-based cargo documentation and customs payment. Blockchain stores data in multiple location, accelerating processes and reducing the risk of data tampering. Blockchain can be used to create tamper-proof custody records and  replace paper-based bills of lading, thus helping shippers, shipping lines, ports, terminals and customs authorities save hundreds of dollars per container in labor and processing costs. In Antwerp and Rotterdam the ports are experimenting with blockchain technology for container security and tracking freight. [16]  
VII. SMART CONTRACT’S ANALYSIS

Smart contracts are agreements that utilise the blockchain to automatically and securely execute obligations when certain conditions are met. Like other blockchain-based technologies, the smart contract is designed to function without reliance on a centralised authority. [17] 

 
A smart contract is to be self-executing and self-enforcing. Smart contracts operate on a straightforward ‘if this, then that’ Boolean logic. There is no definition (legal or an industry agreed term) of smart contracts yet. This has resulted in confusion as to what one means when one refers to smart contracts. [18] Although, one such description that performs this job well is the following : “A smart contract is an automatable and enforceable agreement. Automatable by computer, although some parts may require human input and control. Enforceable either by legal enforcement of rights and obligations or via tamper-proof execution of computer code.” [19]
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Fig.4. How smart contracts works [17]


Whilst the idea for operation of a smart contract was formulated by Nick Szabo [20] in 1996, it is through the rise of cryptocurrencies and blockchain technology, particularly Ethereum, that the process of smart contracting today has been made possible. 


Ethereum is a distributed network formed by thousands of nodes (computers running the Ethereum software) globally. Whereas Bitcoin records the creation and transfer of bitcoins in its global ledger, Ethereum, in addition to recording the creation and transfer of Ether , stores computer scripts (so-called “smart contracts” and “decentralized applications” (“dapps”)) and records their state [21] .

Anyone can create an Ethereum contract. Once deployed, that script will exist, permanently and publicly, in the Ethereum blockchain (with a copy stored on every node in the Ethereum network) .
The distributed nature of Ethereum makes it very difficult, if not impossible, to prevent or otherwise interfere with (a) people creating Ethereum contracts, (b) users accessing or interacting with the data on Ethereum contracts and (c) the automatic execution of each Ethereum contract exactly in accordance with its code.
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Fig.5. Centralised vs. Distributed Databases [17]


Ethereum contracts can be implemented in various Turing complete scripting languages. To prevent contracts that loop infinitely, which would waste the resources of the Ethereum network, the Ethereum platform charges a small amount of Ether per computation.


Ethereum allows for any service that is currently centralised, to be decentralised. Consider all the industries currently controlled by intermediaries: banking, payments, insurance, and real estate are obvious ones, but blockchain technology can even be used for voting systems, IoT applications, music sharing, forecasting and supply chain management.[21]

Current applications on Ethereum include: 
· Uport, which allows users to control who can access their data and personal information.

·  BlockApps, which provides tools to create private and public industry-specific blockchain applications.

· Weifund, which provides an open crowdsourcing platform that enables contributions to be turned into digital assets.

· Augur, which is an open-source prediction and forecasting market platform.

· Provenance, which makes supply chains more transparent for consumers by tracing what raw materials go into products.

Various industries have started using Ethereum in their blockchain applications. Microsoft’s Azure, a recently-launched blockchain-as-a-service platform, uses many distributed ledgers in its service offerings, including Ethereum[20] In fact, in January 2016, eleven banks including Barclays, UBS and HSBC used the Ethereum protocol through Azure to test out a bank-to-bank platform. This simulation allowed banks to settle transactions to each other almost instantaneously, as opposed to several days or weeks (depending in the asset class) required under current systems. Proponents claim that blockchain will be commercially used by banks to transfer real assets in the next couple of years.[22]

Other Notable examples of implementation of smart contracts are:
· RootStock (RSK), which is a smart contract platform that is connected to the Bitcoin blockchain through sidechain technology. RSK is compatible with smart contracts created for Ethereum. 
· Ripple (Codius), smart contract development halted in 2015
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Fig 6. Examples of use cases for smart contracts [17]


It is foreseeable that using the capabilities discussed above, smart contracts can be utilised in various transactions, reaching from simple financial agreements to complex structures such as wills.


Allegedly, smart contracts are to eventually remove the role of courts as enforcement agents, since they are to be self-enforcing by their very nature. This means that when it comes to smart contracts coded on a public blockchain, parties will no longer have the avenue of resorting to litigation. Once the smart contract is coded, the machinery for its execution is unavoidably set in motion. The parties’ opportunity to affect the transaction expost will be cut off.


Whilst the above may be true for smart contracts on a public blockchain, the situation for smart contracts coded on a private blockchain is slightly different. In these situations,

parties who dispute the outcome of a pre-coded event on the smart contract will need to bring their disputes to the owner of the private blockchain instead. This is likely to mean that the role of the judiciary in these matters will be reduced to perhaps merely interpreting if the smart clause in dispute was coded accurately, governing the intention of the parties

at the time of entering into the smart contract.


While the potential benefits of smart contracts are substantial, the potential problems are significant as well. Werbach and Cornell state in their paper that, “[t]here is a Frankenstein dimension to a smart contract: An instrument that fuses something innately human (entering into and enforcing agreements) with something mechanical, derived from scientific experiments. Science fiction authors since Mary Shelley have warned of the consequences of such cyborgs. Perhaps the benefits of smart contracts will exceed the costs. Perhaps the benefits can be magnified or the costs minimized. We should, nonetheless, carefully assess the both sides of the ledger.” [23]

Werbach and Cornell argue that the advent of smart contracts in the least, illuminate foundational issues in the law of contract itself. They opine that the intent of contracting is not to merely (i) ensure the legal enforcement of the promissory commitments or moral obligations between parties or (ii) enable transactional activity, by creating a system of voluntarily binding oneself through opting into predictable consequences for breach. The foregoing is too simplistic and does not capture the spirit of the law of contract. In their view, the purpose of the law of contract is as follows: “Contract law does not exist to alter our reasons going forward—though it surely does that—but rather it exists to adjudicate the justice of a situation ex post. Its basic function is to decide whether one party has wronged another party by failing to perform a promised action. That is, contract law is a fundamentally remedial institution, not aimed at creating new reasons but aimed at resolving disputes, taking the reasons as already given. When one views contract law in this way, then it is apparent that smart contracting doesn’t even purport to do what contract law does. The two have fundamentally different objectives. Smart contracting functions to ensure action. Contract law functions to recognize and remedy grievances.”


So, what then would contracts look like going forward with the blockchain technology? The authors of the ISDA and Linklaters [18] article have set out a useful formulation of two different models of smart contracts going forward: 
· “External Model” In the external model, the legal contract would remain in its present form (ie, a natural human language document), but, external to the legal contract, certain conditional logic elements of the legal contract would be coded so the required actions happen automatically when the relevant conditions are satisfied. The code would not be part of the legal contract; all it would do would be to provide a mechanism for the automatic performance of a contract written in a natural human language. If there were any difference between what happens when the code executes and what the legal contract requires, the legal contract would take precedence. In the external model, therefore, the code would not itself legally bind the parties and would not remove legal ambiguity. Accordingly, the parties would need to be comfortable that the code accurately reflects their obligations in the natural human language legal agreement. In many respects, at least for lawyers, the external model is only a small step further than the operational mechanics derivatives counterparties already have in place. Indeed, there are areas where such automation already takes place – for example, daily collateral flows are already automated in the manner described above in certain margining arrangements. That is not to belie the potential impact a widespread adoption of the external model might have operationally, but merely to note that it would likely be a fairly inconsequential step for lawyers. In the external model, therefore, it is not the contract itself that is ‘smart’, but rather the code building blocks that would accompany it and would be used to execute it.
· “ Internal Model”. In the internal model, much of the legal contract would likely remain in its present form but, critically, with certain conditional logic elements of the legal contract rewritten in a more formal representation than the current natural human language form. A computer would then take that more formal representation and execute the conditional logic automatically. The written contract would, as a result, look like a hotchpotch of approaches. Certain clauses would be drafted in natural human language, as is the case today. But other clauses would effectively be set down on the page in some form of code, or other formal representation. Alternatively, instead of setting down the code or formal representation within the written contract itself, the written contract could refer to an identified piece of code stored elsewhere and could state that such code is to be given legal effect between the parties.”

In realistically assessing the reach of blockchain technology in the future and its potential to replace lawyers/judges, one firstly must appreciate that areas of law such as crime, tort, family, medical law, human rights, conflicts of law etc. are not governed by contracting principles and are not likely to fall into the ambit of smart contracts. 


Even when it comes to civil law areas that are governed by contracting principles, not all contracts could be rendered codeable, and even if they could, not all clauses in a particular contract could be made codeable, or that it would be desirable to do so (see Levy). Contracts are deeply social tools as well as legal ones. Smart contracts fail to take the social complexities that accompany contracting into account. In fact, they are not designed to do so and therein lies their limitation. 


As stated succinctly by Werbach & Cornell, “[s]mart contracts are just one example of a larger trend of computerized technologies purporting to displace or replace human decision-making. In areas such as hiring, financial decisions, and copyright enforcement, algorithmic systems are touted for their speed, efficiency, and reliability, in contrast to mistake-prone and potentially biased humans. And indeed, the benefits are considerable. Yet it quickly becomes clear that the machines are prone to their own errors and biases. And the introduction of algorithmic systems creates challenges for legal and practical accountability. As a result, both legal scholars and computer scientists are developing techniques to promote fairness and transparency in these decisions. A similar dynamic can be expected for smart contracts.” [24]

Entire smart contracts are difficult to develop and therefore, what we are looking at in the foreseeable future is ordinary contracts with smart clauses for the codeable provisions, and micro-smart contracts for digital economy and the Internet of Things. 


The future of blockchain and smart contracts undoubtedly looks exciting, especially in light of current advances made in this area in countries like China, with Alibaba launching a blockchain technology initiative to protect product authenticity and improve the integrity of its supply chain, and Tencent building its own blockchain platfor . 


A smart contract today may not be too different from the technology which have been employed by banks for decades now to net off liabilities and to manage broker account reconciliation etc. Industry players are constantly on the lookout for greater operational efficiencies and it is undeniable that blockchain technology helps achieve that aim, especially in areas such as retail, banking, land leases and administrative functions. Though currently blockchain and smart contracts are in their nascent stages, there is great potential for this technology to create positive waves and we should be carefully observing this promising space.

VIII. CONCERNS RAISED BY USING BLOCKCHAIN


Many issues need to be discussed in view of the challenges in bringing the blockchain technology into practice. 


A. Security and privacy. 


Each ledger is cryptographically secured so that people are prevented from tampering with current and past transactions. Such a tamper-proof record of transaction has become a source of trust in all the data on transaction history embedded in a certain computerized network. Unlike cryptocurrencies (represented by Bitcoin), whose owners do not behave as individuals within the network, other kinds of blockchain applications are not immune to the possible outflow of personal or confidential information. In the words of a Deloitte report, many such applications “require smart transactions and contracts to be indisputably linked to known identities, and thus raise important questions about privacy and the security of the data stored and accessible on the shared ledger”. Another concern relates to the decentralized nature of blockchain; the network lacks its centralized oversight function and it thus has no effective troubleshooter which should work in the event of contingency, thus reducing the resilience of the entire system. In other words, each participant could suffer directly from some external shocks.

B. Scalability

The problem of scalability is also a point of discussion with regard to the challenges of blockchain. By doing away with centralized processing, blockchain-driven networks make transactions happen in a highly efficient manner. This nonetheless means that individual nodes – computers collected to the network – always and simultaneously perform the common tasks of validating and relaying transactions, without having or relying on the host computer. The creation of a new industry-wide ecosystem making the most of the distributed leger technology represents nothing but the expansion of the given network with an increasing number of (new) participants – nodes and their users, which will place further stress on that network when it processes transactions. This may cause delays in transactions, reduced performance and increased fees and charges (associated with the ‘rewards’ for processing). In a nutshell, such a duplication of effort as reflected in the ‘usability’ of networks casts a shadow over the potential for blockchain applications to be developed for use at large scale.[25]
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C. The Need for Standardization 

 For the adoption of Blockchain implementations to be successful, stakeholders will need to agree on standard and open APIs for their data interfaces. One such initiative is Blockchain in Transport Alliance (BiTA) which was formed to create a forum for the development of standards and education for the logistics industry. As of this writing thousands of companies have applied for membership in BiTA. Brian Reed, executive vice president of supply chain and global strategy for FreightWaves, who was among the founders of BiTA stated "Like EDI [electronic data interchange], everyone has to speak the same language. With all different technical standards, without an underlying agreement on the standard message, we’re no better off than today". Time will tell if large organizations such as Maersk and IBM, founders of the Blockchain venture TradeLens, or industry organizations such as BiTA, or a collaboration of both types, will drive the much-needed standardization required for industry adoption. [10]

D.
Implementation Cost, ROI, and Legacy Integration 

 Blockchain implementations may require large scale developments and many companies are reluctant to make these investments without seeing proven ROI first. Experienced Blockchain software developers command a huge premium in the market, and memories of the 2008 shipping downturn are still quite vivid for many to take the recent prosperity of our industry for granted. In addition, organizations will not replace their legacy systems, but Blockchain systems must be integrated into these ERP platforms. Finally, there will be a recurring cost for post-implementation change management and training as well. 
E. To Decentralize or not to Decentralize? 
 A great deal of the value of Blockchain comes out of the idea to decentralize the networks, however many of the early implementations by large corporations still propose centralized architectures. There may be economic, competitive, and loss of control challenges for these organizations to agree to decentralize their networks, and at the same time make them transparent to the public.  Unfortunately, decentralization is one of the core benefits at the very root of Blockchain. At the same time there will be a plethora of smaller and more agile organizations who have nothing to lose and everything to gain though a distributed and decentralized architecture, so over time the market will decide if the trends of the establishment will outweigh the benefits of implementations truer to the original vision proposed by Satoshi Nakamoto.
IX. CONCLUSIONS

Blockchain will not be the only technology to reinvent the next generation supply chain, but will be a critical capability dovetailing with other emerging tech such as e-platforms, advanced analytics, IoT, AI, autonomous vessels, robotics and delivery automation, and cybersecurity to enable the supply chain of the future. In a 2018 study by Boston Consulting Group (BCG) referenced , Blockchain was among the “Seven Digital Trends which will transform Container Shipping”. [26] When Malcolm McLean invented and patented the first global shipping container in 1956, it is unlikely he envisioned the impact of his idea. In the same way it may be difficult for us to understand the potential impact of the fusion of Blockchain with other key technologies to create a futuristic supply chain. In the BCG study, Blockchain was projected to have a disruptive impact in operations, commercial, and support functions – more impact areas than any of the other technology areas.
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How real is a future where all the use cases are tackled with a single platform? If so, could a platform owned by a technology company or a shipping line really gain wide use due to the competitive nature of business?  To what extent will data be shared and how quickly this will happen remains to be seen, but competition will definitely move transparency in the right direction.  Blockchain is still in its infancy and there is lots of room for more players with more novel approaches to utilizing the power of Blockchain. What seems to be a prerequisite is that in order to gain further traction once the concepts have all been proven out is to have more neutral parties run the Blockchain. Only then will enough supply chain stakeholders join enabling a standard platform. It’s better to say A standard, not THE standard could result in multiple competitive standards, just as Bitcoin and Ethereum. There is far too much at stake in Blockchain for there to only be a single dominant player.  In this case there could be several platforms that will battle it out for the next decade until a few victors emerge with enough market share to take a significant piece of the industry solving different deficiencies in the supply chain today.
In spite of all of the barriers, almost none of these are unique to Blockchain and history shows that the companies who embrace the vision and are agile enough to implement new technologies to improve their businesses will be the winners in the end. Blockchain is no exception - the benefits are real and here to stay.  In the shorter term it appears that shipper-based applications may emerge first as they are faster to adapt due to their competitive environment and may require less standardization.  Shippers will also be the ones paying the bills and putting pressure on the rest of the ecosystem.  Blockchain applications in cold chain including food and pharma, and reduced shipping paperwork will have more traction earlier as the goal has very tangible benefits and quicker return on investment to participating stakeholders.

On the other end adapting crypto currencies as methods of payment, especially because of the perceived volatility, will require much more trust and stability before adoption will take place at any significant level. Still it is very intriguing to think that in ten years from now… there could be a global standard for financial payments in shipping in a currency or currencies that likely don’t even exist yet.
Finally, There is no doubt that Blockchain is a disruptive technology, but it is also in its infancy of adoption in its life-cycle. It would not be the first time in history that companies were skeptical about the longevity and sustainability of an emerging technology.  Especially of late, for every article about how Blockchain is the greatest invention since the Internet itself, there are people that note the real-world challenges of the scalability of huge Blockchain data structures and other constraints, to suggest that we may be in a “Blockchain bubble”. While first movers are eager to tout benefits and make substantial investments, the conservative nature of the shipping industry may decide to let some time pass to see how things shake out first before jumping in head first.
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