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Acodreio IIinpogpoploxdv Zvotnpdrev otn Novtidio

EIZATI'QI'H

YKOmOG TG mapovoas epyaciag elvar va mapovoldoel pe 660 1O dvvATOV
AmTAOVGTEPO TPOTO TNV CMUAVTIKOTNTA TG Acpdielag evog [TAnpopoplakod ZvuoTipatog
Kol KOT' ETEKTACT TNV EPAPUOYT TG 6TOV (OTIKO Ydpo TS NovTidiog.

210 TPOTO KEPAALO yiveTan pio GOVTOUN avapopd otig £vvoles g NowTidiog kot
g Navtihakng Emyeipnone.

Y10 0e0TEPO KEPAAOLO YIvETOL OVAADON ®©C TPOC TIG £VVOIEC, TN OOUR, TIC
Katnyopleg Kot TEAOG TO TAEOVEKTAHOTO Kot peovektnuoto &vog TIAnpogoprokod
2VOTHUOTOG.

¥ ovvéyela avaivovtot to [TAnpogopilakd Zvotipote oto ¥dpo ¢ Navtidiog,
o1 Katnyopieg toug kot 1 eEEMEN Tovg, kKabdg Kot ot chyypoveg avdykes pog NavTIAMaKkg
Emyeipnonge.

Téhog ot0 TéTOPTO KEQAAOMO OVOADETOL 1 Ooo@AAel &vog [IAnpoeopiokov

ZVGTALOTOC, YIVETOL EKTEVIG OVAPOPH GTOV TPOTTO GYESOGUOD Kol VAOTOINoNG kKafdg Kot
GTNV EPAPLOYN TNG O L VALTIALOKT emtyeipnon pe Bdon to mpdtumo I1SO 27001.

AEEEIX KAEIAIA: Novtidio, Novtihokr Enyeipnon, [TIAnpopoprokd Xvotnua,
Acpdiera, KuBepvoaneiln, Ilpotvrna Acpareiag, 1ISO 27001.




KE®AAAIO 1: NAYTIAIA - NAYTIAIAKH
ENNIXEIPHXH

1.1 Opwopdg - 'Evvora tng Navtidiog

Aéyovtag «vavtimokn Bopnyovion 1
YEVIKOTEPOL  «VOLTIAMOY», EVVOOOUE OAEG  TIC
dpaoTNPLOTNTES oL ouvvdEovTal Ko
vroonpifovv 11 OoAdooleg  PETOQOPES
aviportov kot ayobov. Ilpdokertor Yo
OVOTOGTOOTO GTOWKEID TV EPNVIKOV debvav
EUTOPIKAOV  GUVOALOYDV TG  avBpomdTNTOC.
[Mioia dtpopmv THT®V, peETaPéPovV avOpdTovg,
Enpa Kot vypd @opTio. CLGKEVAGUEVE 1 GE YOUA
popon, kabng emiong oynuarta, (oo K.6. og dha
o MAQTN Kot pAkn g yng. To ovuvoro twv
EUTOPIKOV TAOI®V T omoio, épovv T onuaio
evog kpdrtovg omotehovv to Epmopikd Nowtiko
OV KpATOLG ovTov.

XP1OUYLOTOLOVUE TOV OPO «VOLTIAI KOl
oOtav avaeepopaoTe oty Bt T Agrtovpyia Tov
mlolov, Tov givol M emMOTAUN KOl 1) TEXVN TNG
dwkvPépynone  (Yéopupa) kol TG TPOMONG
(UMyovng) oAl Kot TG GOPTMONS TOL, DGTE Vo
mAéel pe ao@dAielo amd éva onueio ce GALO.

H Aé&n «vavtidio» vmodnAdvel kot T
VOLTIMOKN Blopnyovia pog xdpog mov givat to
oOVOAO TOV JPOCTNPOTATOV YOP® OATd TIG
Oordooteg petagpopés. Kot guowkd amoxololue
«maykocpo  voutidio»  Oheg T  gBvikég
Blounyavieg o1 omoieg  Aetovpyolv Ko
eEAEYYOVTOL HEG® VOLTIMOKNG vouobesiog mov
Oeomiletar oto0 Aebvy Novtihakd Opyaviepod
(IMO - International Maritime Organization). O
Opyavioudg eivar texvikog topéag tov OHE,
€0pevEL 61O Aovoivo Kat el LEAT] TOV KPATN TTOL
ynoilovv Awebveic ZvuPdocelg, Koodweg Kot
Kavoviepotg o tpeic khprovg topeic:

(o) Exmaidevon kot ITiotomoinom
VOUTIKOV

(B) Aocodrern oavOpomvng Long ot
[leprovoiog ot Odlocoo (emiPaivovrec-mhoio-
QopTio)

(y) Ipoctacic 100  Baidoociov
[eppdArovtog amd T POTOVGT TOV EUTOPIKOV
mhoimv

Ta molepikd mloio dev vLOKEWTAL OTN
vauTiMokn vopobeoia. Ot Boldooieg peTapopég
OTOTEAODV OVOTOCTOGTO HEPOG TOV EPNVIKDOV
OEBVOV gumopkdV cLVOAAAYDV TTov givor 1 (O
n ™y {oNg Tov KOGUOV, OTMC OVUPEPEL KOL T
Idputikn Arakrpuén EBehovtikng Aéopevong g
HELMEPA mov vréypayov ‘EAAnveg vavtucol
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Kol mloloktiteg to 1982 otov Ilepaid.
Tao méve ard 60.000 eumopucd TAoio TG
TOYKOGULOG VOLTIAING petapépouy o 99,6% tov
EUTOPEVUATMOV LE OCQAAEW. GTOV TPOOPIGUO
TOVG UE TO YOUNAO KOoToG. To eumopikd mhoio
glval T0 TAEOV OMOTEAEGLOTIKO, OUKOVOUIKO KOl
mepPoAloviiKd OUMKO PEGO  PETAPOPES oL
eEaxorovBel va drabétel n avBpomonTa.

1.2 Aopn xon Igpipairov Asttovpyiog pog
Navtiuaxig Emyegipnong

Mo va emttevyBel o KokdTEPOG SuVATOG
GUVTOVIGHOG, Ol VOUTIMOKES EMXEPNOES givorl
0PYOUVOUEVES GE APOPO TUAILOTA TTOV TO KOOEVQ,
€xel avolafer kot OSopopeTikd aAAG  g&ioov
onpavtiko épyo. O aplBuodg kot 1 EMAVOPOOT TV
tunuatov  egaptdtar  Pefaimg téc0 amd 1O
uéyebog g emyeipnong 000 KOl Ao TIC
eMAOYEG TNG va avabétel kdmoteg Aettovpyieg g
oe  efotepwkodg  ovvepydreg  (managers,
TPAKTOPES).

Trehiyn Mog VOUTIMOKIG ETLYEIpNoNS

I'evikny Awed0vvon (General Management)

To KEVIPO EMYEPNCEDV Ko
OTPOTNYIKOV  OTOPACE®Y NG  VOLTIAIKNG
Etoupeioc. Aiver katevBoveelg, cvvrovilel kot
ovuvepyaletar pe  OA0  TOL  TUAUOTO  TNG
emyeipnong. Kabopilet tig oyéoeig g Etoupeiog
Ue TOV €LPUTEPO VOUTIAMOKO Y®po (KpdTtog
onuaiog, tpaneles, ACPUAGTIKOVS OPYOUVICUOVG
KA). ‘Exet emkeaing éva Eumelpo oTtéleyog, Toh
umopel va givar kou 0 1610 O TAOLOKTATNG,
TAOCIOUEVO  amd  EMTEAEI0  HE  GQAIPIKN
AVTIANYT TOV VOUTIMOKOD YMDPOV.

Tuqua emyeipiocov(Operations department )

Aocyoleiton  pe MV OMOAN Kol
OTOTELECUATIKN AglTovpyid TV TAOlOV NG
Etoupeiog obpemva pe 1¢ ocopPatikés tovg
VROYPEDCEL omévavtt otovg NavAiwtés. H
mapokolovdnon tev  mholwv  yivetow  pe
EMKEPOANG EVOL EUTELPO OTEAEYOG, KOTA Kavova
A’ mholapyo E.N.

Teyviko Tpufqua ( Technical department )

‘Exer v euBovn g mopakorohonong
NG KOANG AEITOLPYIOG KOl TNG GLVTAPNONG TOV
mholov dote avtd vo givol mivio og TANPN
emyepnolakny erondtto.  Ilpwtootatel oTIg




VOULTNYNOEL,, TOVC OEEQUEVIOUOVC Kol TIG
emokevég Tov mAoimv g Etoipeiag.  Exet
EMKEPAAG ovvibog £évav  TOAD  éumelpo
Novmyo 1 A punyavikd E.N., Tov Apyunyoviko
KOl OTEAEYOVETAL OO VOLTNYOLS, TEXVIKODS KOl
unyovikovg E.N. d1apdpav eldikotnTmv.

Tufqpa vavidoeov (Chartering and brokering
department )

Acyolettar pe v ovalnmon VOLA®V
yio to mholo amd N debvr]  voavioyopd.
Yredeyovetar omd oteAéyn efedikevpévo o€
Oéuato vovAdoemv mov  TEpAauPavouy Kot
mhotdpyovg E.N.. Ymépyovv Opmg wor peydlo
VOVTIKE YpoEio, TOL aGY0A0VVTOL OTOKAEIGTIKA
LE TIC VOVADGELG TAOIOV S10(pOPOV ETALPEIDY, TA
OTOKOAOVUEVE, VOwAouesITIKE ypaeia. TToAdég
VouTIMOKEG eToupeieg cuvepyaloviat pe avTd.

Tunpoe Iowwtnrog kor Acadsiog (Quality
and Safety department)

To tuqua avtd kobiepmbnke omd T
péco g dekoetiog Tov 90, TpokeEvVoy va
TPOOVTIOL Ol  KOVOVEG TOWOTNTOS Kol Ol
dwdkacieg mov opilet o Awbvig Kodikag
Acoarlovg  Awyepicewg (ISM Code) tov
AeBvovg  Novtihiokov  Opyovicpod  (IMO).
Yreleydvetal Kuplog amd GTOUO LE YVAOGELS OO
Oheg TG Opaotnpotnteg ¢ Etaipeiag,
CUUTEPIAAUPAVOUEVOV KOl EUTELPOV TAOLIPY DV
Ko pnyovikov E.N.

Tunpoe as@oricemv ( Insurance and claims
department )

Acyoleitan pe TNV AoQOMOTIKN KAALYM
kG0e mlolov kol TV emPoavoéviov ce avTod
koOdg xor pe TN Olekmepaimon OA®V TV
VoBécemV TOL £YOLV GYEOT UE TNV OCQAAION
( dexdwknoelc amd kol TPog Tpita pEPM ).
Yreleydvetal and VOUKovg eEEIKELIEVOVS OE
Oépata voutikod Skaiov Kol VOUTAGQUAIGE®V
kaOd¢ kot omd mhotdpyovg E.N.

Nopké Tpfqpa (Legal department)

Yuvovtator  Kopiog  oTic  peydAeg
VOUTIMOKEG EMYEPNOEIS KOl GTEAEYDOVETOL OO
ST YOPOLS EE10IKEVIEVOVG OE BEpATO VONTIKOD
dkaiov.
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Tuqua apopundsidv (Purchasing department)

‘Exet v gubbvn tov epodiacpod twv
mholov pe TpoPIa Kot Kabe €l00vg avol®doiua
VAKA KOBDG Kol OVTOAAOKTIKG. ZTEAEXDVETOL
ocuviBog amd mAoiapyo 1 pnyovikd E.N. kobng
KOl om0 OTEAEYN EUMEPO GTO YDOPO TOV
TPOUNOELDV VOUTIKOV KO GAADV DVAIKDV.

Tpuqpa ainpopdrov ( Crew management 1
Marine department )

‘Eyxer ™ onuavtikny guBbvn g emhoyng
aflopatikoy Kot mAnpopdtov  yul v
enavOpwon TV TAoioV. Exel emikepolng oyedov
whvto éva mAoiopyo E.N. kotd kavove moAoid
otéheyog NG eToupeiog, HE  EUMEPIO  OTN
dwyelpton  ovOpdmvov  Suvopkov,  TOV
Apywanetdvio ¢ Ertapelog, Onwg kowvadg
OTOKOAEITAL.

Tuqpa ypappoteiog - Aoyrotnpiov

Acyoleitor pe T dlekmepainon NG
aAAMAOYPOOIOG KOl  TNG  EMKOW®VIOG NG
gtopeiog pe ta mhoia Kot pe GALOVS 0PYOVIGLOVG
KOl ETOPELEC.

To AOY1oTIPLO aoyoAEiTOL ue
OIKOVOUIKEG dPOCTNPIOTNTEG OV OPOPOLY TNV
etoupeio, To ypagpeio TG Kou Ta Aol pE TO
TANPOUATA TOVC.




KE®AAAIO 2: TIAHPO®OPIAKA
YYXTHMATA (I1I/X)

2.1 Opwopog

Qg minpooplakd cvotmua (Information
Systems - IS), opileton éva ocbvoro amod
dwdkaoiec, ol omoiec amookomovv oTlg €&Ng
eVépPYElEG:  GLAAOYN,  Eyypaomn,  ovéxinom,
eneepyacio, omoOnkevon Kol AVAALON TOV
mAnpopopidv. Ot dadikacieg ovtég, dev etvan
LOVOGT|LOVTES, OAAG ovagépovtal TOCO GTO
avBpodTvo duvapkd, 660 KOl GTNV EPOPLOYN
TOV VTOAOYIOTIK®V cuoTnudtev. To cvuotiuata
vt meptlopPavouy Aoyiokd Kot VAKO HEPOG,
evd TOMAES  @opég vmootnpilovv kol TO
TNAemkovoviokd okélog. Ta tedevtaia ypovia,
0 TOUENC TV TEYVOLOYLDV KO TNG TANPOPOPIKNG
éYel omMueEldogl TOAD peydAn mpoodo, e
OTOTELECUO, O EPYOOLOKOG TOMENC KOl Ol
gpyaciec  mov  mpaypatomoobvtol  omd 1O
avBpodmvo dvvapuko, va gival oty TAstoyneio
TOVG avtopatonompéves. H avtopatomoinon tng
mopoy®yng kabopiletar Aowtdv oe peydro Padud
amod TNV ovAmTuEn Oyl HOVO TNG TEXVOAOYiNG,
OALG KOl TV TANPOQOPLIKADY GCUGTNUATOV.

Ta TANPOPOPLOKA GLGTHLOTA,
amoTELODV VOl EPYOAEIO 7OV YPMOIULOTOIEITOL
onuepa oxeddv  amd «kabe emyeipnon 1
opyaviopo. T va @tdoovv o610 ompeio ot
emyelpnoelg  va  Bewpodv  amapoitnm TV
eQOpUOYN TANPOPOPLOKDV GLOTNUATOV,
OMIOTAOVETAL OTL O OVIOYOVIGHOG HETOED OVT®V
elvar oAb peydrog. TIpokelévou ot entyelpnoelg
va  emPuocovy  péoa  oe v éviova
avTOyOVIoTIKO TepBaiiov Ba Tpémel va mpofovv
O€ EVEPYELEC Y10, TOV GYEOIOGO KL TNV EPAPUOYN
evog  aptie.  €EOMAMGUEVOL  TANPOPOPLOKOV
GUGTNLOTOG.

Ta TANPOPOPIOKA GLGTHLLOTO OTOTEAOVY
T0 MECO YO TNV OPUOVIKY  Guvepyosio
avBpodTIVoL duvapukov, dedouévev, dlodKAGIOV
KOL TEYVOLOYIOV TANPOPOPIOS Kol ETIKOIVAOVIDV.
nuepa To TANPOPOPLOKE. GLOTNHLLOTO,
S10A0KOVTOL MG EOIKEVOT] TOCO GE TPOTTVYLUKO
0G0 KOl LETATTUYLOKO EMimedO.

‘Eva. kaAd oyedlacpuévo mAnpoeoplokd
ocvotnuo, T0 omoio Oa eeoppootel pe TOV
Bédtioto dvvard tpomo kot Ba vrootnpiel oTo
aptio TIg Aettovpyieg Kabe emyeipnong, Oa mpémel
va TapgyeL Kot TIC okoAovbeg Tpobmobéceic:

e Vapén KaAd oplopévev SLodIKaCIOV
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®  GMOTAOC TPOGOLOPICUOS TOV OVUYKAIWV
dedouévav

®  KUTAAANAN KOTAPTION TOV AVOpOTIVOL
duvapkon

o Vmopén KOTAAANAOL LALKOD

e JdwbeciudTTa KATAAANAOL AOYIGUIKOD.

2.2 TIampogoproxd Zvotipato faciopéiva 6
H/Y

H swoayoyn tov H'Y ota mAnpogopiaxd
GUOTHMOTA €YIVE OTO UESO TNG OEKOETIOG TOV
1950 o éxtote, emektdOnke pe AYYlIDOELg
pvOuovc. Avtd elye oav  omOTEAEGHO TN
dnovpyia GUGTNUATOV KAVAOV vo,
eneEepydlovtal tepdoTio dyKo dedopévav. Ta
UNYOVOYPOENUEVE  TANPOPOPLOKE  GUGTILLOTOL
OV  XPNOWOTOOVV  CYLEPE Ol  EMYEPNCEIS
Beopovvtol mo a&omoTo POV Ol AEttovpyieg
toug ektedovvion pécw H/Y. Me tov Opo
"Mnyavoypoaenuévo ITinpopopiokd Zdotnuo
gV EVVOOLUE TANPN  OLTOUATOTOINGM  TOL
KOKAOL gpyacidv. Ommg mpoxvmtel amd TOV
0pWGUO TOV TANPOPOPLOKOV GUOTHUOTOS, €VOl
TANPOQoplokd  chotTUo  amoteleital  amd
Unyovinuato, ovlpdmovs, TPOYPOUUOTO KoL
dwdwaociec. 'Etor eved opiopéveg  epyocieg
EKTEAOVVTOL OO TO MUNYGvNuo, LIApPYovV Kot
KATOLEC TTOL EKTEAOVVTOL OO TOV GvOpmTO e
Baon PéPara ovykekpiuéveg odnyieg. Asgv Oa
wpénel vo Egyxvaue OTL 0 avOpdTIVOG Voug
amotelel TNV KOplon  popeny  eme&epyaciog
dedopévov TV XEPOYPOPOY  TAPOPOPLOKDV
GUCTNUATOV, TO OTolo TOpPd TNV IAYYLO
AVATTUEN TOV UNYOVOYPUPNUEVOV VTEPTEPOVV
£VOVTL OVTOV KUPLOG OTNV KPLTIKY  IKOVOTNTO.
Ewwotepa o1l mepmtdoelg  ekeivec TV
ATOPACEMY TTOL OTaLteiTaL Kpiom, T0 avOpdITIVO
ULOAS givol VOVTIKOTAGTOTO.

2.3 Ao} evog IIanpopoprokod ZueTipatog

2.3.1  Ovavlpomor

H emroynmuévn 1 Oy epopuoynq wot
Aertovpyla €vOG TANPOPOPLOKOD  GLGTILOTOC,
e€aptdtorl Katd kbplo AOYo amd Tov avOpOTIVO
nmapdyovta. Kdatt tétolo elvar coapég amd To
YeYovog 0t1, o1 GvOpwmol- ypnoteg, eivol avtol
ov Ba Bécovv oe Aertovpyio TO TANPOPOPLUKO
ovoTnUo kol Bo cuveyicouy TNV omPOCKOMTN
Aettovpyia tov.




ZNUELOVETOL OTL, TO AVOPOTIVO SLVOLULKO
OV TEPLYPAPETUL ®G KAOOPIOTIKOC TOPAYOVTOG
™m¢ Aertovpyiog evog TANPOPOPLOKOV
GUCTIUOTOC, €lval TO GUVOAO TOL EPYOTIKOV
duvapkoy mov €xel otnv odbfeon g «dabe
emyeipnon. o mapddeypo, t0 GOVOAO TOV
avBpdTov mov pmopel va cupPfdriovv  oTIg
Kafnuepwég  Aettovpyieg oG emyeipnong,
umopel va givar: ot YpNoTES, Ol OLOYEPIOTEC, Ol
vrevbuvol Aettovpyiog, ot mpoictdpevor, GAAOL
VILAAANAOL, KAT.

Yvvoyilovtag, 1M KOAN  cuvepyacio
avOp®OTOLV KOl  VTOAOYIGTIKOD  GUGTNUOTOS
mpoodlopilel TNV OMOTEAEGUOTIKOTNTO  TNG
Aertovpylog (oG emyeipnong mov y¥pNoLOToLEd
T, TANPOPOPLUKE GUGTHLOTAL.

2.3.2 Ovdowdkaocieg

O1 dwdikacieg omoTeEAOVV TO GUVOAO TV
EVIOADV Kol odNyuidv 7mov divoviar omd Tnv
dwolknon plag emyeipnong, oto  avOpdTvVo
duvapkd, to omoio emepPaivel pe omOLOONTOTE
TPOTO OTNV EPAPUOYN KOl TNV AgLTOVPYio, TOL
TANPOPOPLOKOV GUGTNUATOG,

Oa mpémel vo onuewdel 611, o Pabuog
TOALTAOKOTNTOG TV JadIKACIOV PeTABAAAETON
avaAioyo pe 1o €160C TOL GLOTHATOC,

2.3.3 Ta dedopéve (Data)

O1 Bdoeig dedopévev amoteAovV Evav
axoun Pacikd mapdyovta 6tov omoio otnpileton
n OTOTELECLLOLTIKN Aettovpyia TOL
TANPOPOPLOKOD GLGTHUOTOG. XTNV Oovcid, pia
Baon oedopévav sivar pio opyovopuévn GLALOYN
amo ovoyeTilopeva dedopéval OV
YPNOYLOTOOVVTOL ad OAEG TIC EQPOPUOYEG TOL
opYOVIGHOV 1] TNG emyeipnonc.

Me v ypnowonoinon tov Pacewv
dedopévav, pia emyegipnon eivor oe Béon va
doporicel évav kabokd TpoOTO omodnKevoNg
Tov  dgdouévav e Ta odedouéva  Tov
amoOnkevovion o€ o Pdon  dedouEvav,
katapepifovtor pe tétolo Tpdmo, MOTE Vo eivon
TPOCTEAAGILO, OO SLOPOPOVS ¥PNOTEG KOl YN
SLAPOPEC EPUPLLOYEC.

Ocov apopd To TAEOVEKTNUOTO, 7OV
TaPEYOVIOL OO TNV YPNOLOTOINoN UG Paong
dedopévav omd pio emyeipnorn, TO KLPLOTEPO
glvan 6t1, 0 YOPOG amodNKeVoNE 6TO dioKO KUOBMG
0 ypOVOC Yoo eVNUEPWOT T®V  OEdOUEVMV
LELOVOVTOL CTUAVTIKAL.
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2.3.4 To hoywspuké (Software)

To Aoywopkd eivor T0 GOVOAO TOV
evioA®v mov pubuilovv v Aertovpyia €vOg
VTOAOYIGTIKOD GLGTIUATOS Kot KoBodnyovv tov
VTOAOYIOTH VO, EKTEAEGEL OLAPOPEC OlEPYACIEC.
Amotehel ONAadn £va GOVOAO TPOYPOUUAT®V KOt
Swdikactdv mov cvpuPdAlovv oty Aettovpyia
TOV TANPOPOPLAKOV GUGTHLLATOG.

2.3.5 To viaxké (Hardware)

O vikdg eEomhopds, meprrappdvel o
€0 TOV TANPOPOPIOKAOV GUGTNUATOV TOV
umopovv va, dnpovpyndovv yio TNy KdAvym Tov
Aewwovpylidvy  KGBe  emyelpnong Kol - OVAKEL
ouvnbmg og po amd Tig akdAoVOEG Kot yopies:

e SCMS: Xvomuata Alaygiptong Alvoidag
E@odiacuod

e DSS: Xvotmparta YrootpiEng Amodgacng

e OAS: Zvotmjuata Avtopatonoinong
I'pageiov

o TPS: Zvotmparta Encséepyociog Zuvaliaydv

e ERP: Xvomuarta Evdo-eniysipnolakon
Yyedoopov
ESS: Zvotiuota vroothpiEng Aloiknong

o KMS: Zvomiuota Awayeipiong I'vibong
MIS: Alowntikd Xvomuoto
[TAnpo@dpnong.

2.3.6 To Aiktvo (Network)

Q¢ diktvo opiletar évo cvvoro Omo
AVTOVOLOVG 1] [N SLOCVVOEDEUEVOVC VTTOAOYIGTEG.
O vmoAoyiotég Bewpolvtor  Sracvvdedepévor
otav givar og 0éomn va avtaAra&ovy TANpoPopieg
petalhd tovg Kol avtdvouol Otav dgv LVIAPYEL M
SuvaToOTNTO KATOL0G VTOAOYIOTNG VO EAEYEEL T
Aerrovpyia KGmTolov GAAOL.

2.4 Koatnyopieg [Iinpogoprokdv
Tvotnpdtov

Ta TANPOPOPIKE. GLOTNHOTA,
KOTATAOoOVTOL  OTIS  akOAovOEG  KatTryopiec,
avaAOYyo UE TO  EMIMESD OPYOVOONG  HLOG
eMElpNONG 1 EVOG OPYOVIGUOV TOV KOADTTOVV:

Yvomipote Asttovpyikov Emmédov:
TO, GLYKEKPIUEVO TANPOPOPLOK( GULGTILLOTOA,
glvar  oyedlacpéva  ywoo  To.  OTEAEYN  piag
EMYEIPNONG N EVOC OPYAVIGLOD KOl CLUPBAAAOLY
OTNV  TOPOKOAOVONGN TOL  GLVOAOL TV
OpUCTNPIOTHTOV TOL EKTEAOVVTOL GE KOOMUEPIVN
Baon. Opiouéveg amd TIC OPOCTNPIOTNTEG TTOV




TapaKoAovLOOVVTOL  HEG®  TOV  GLOTHUATOV
AETOVPYIKOL €mMMESOL €ival, Ol TOANCELS, Ol
elonpaelg, otv katabéoelg, m pobodocia, o1
TIOTOTIKES AMOPAGELS , 1 PON TOV VAIKOV G€ €val
€PYOOTACIOKO Y(DPO, KAT. Me v avimtuén
GUGTIUATOV AEITOVPYIKOD EMTEOV, EMOUDKETOL
amo TNV Jl0iKNoY TNG EMXEIPTONG VO OVTAOLVTOL
mAnpoeopiec mov Oa AmOVIOUV GOE TPEYOVGESG
epotoelg kar Bo mapakoiovBodv T pon TV
GUVOAAXLY®DV TOV OPYAVIGUOD.

Yvotipote Emmédov I'voong: 1o
GULOTILOTO ETTEDOL YVOONG, GYESAlovTaL TPOg
70 €£E10IKEVEVO TTPOCOTIKO Uiag emyeipnong N
evog opyaviopod. O AdOYOG KOTOGKELNS TMOV
CUYKEKPILEVOV  TANPOQOPLOK®DY  GLUGTNUATOV
glvar 011, ovuPfdriiovy otV o@opoimon VvEag
EMUEPNUATIKNG YVAOONG Kol TOV EAEYY0 1TNG
YPOPELOKPATIOG, TPOG OPEAOG TNG EMLYEIPNONG.

Yvotipoto Atoikntikov Emméoov: ta
OCUYKEKPIUEVA,  CLOTHUOTO  €ELANPETOLY TNV
napakolovlnon, tov  €heyxo, TV ANfyM
OTOPAUCEDMY Kol TIG OLOIKNTIKEG dPUCTNPLOTNTEG
TOV pecainv otedeydv. Emmiéov, ta cuotiuota
OOKNTIKOD  eMumédOv,  €KOIOOVY  TEPLOSIKES
avagopés kol Oyl GUECES  AEITOVPYIKES
TANPOPOPIEC.

Yvotipote Xrpatnyiked Emaédov: ta
GUOTILOTOL GTPOTIYIKOD EMITESOV
YPNOUYLOTOLIOVVTUL OO TO OVATEPO GTEAEYN Midg
emyeipnong kol divovy  GE  ovTOVG TNV
duvatdétnta.  vo  wopakoilovbhoovv kol va
aviipetonioovy  otpatnykd  {nmmuoTto Kot
Thoelg, 1060 péoa otV EmMyeipnon 600 Kol GTO
eEmtepkd TePIPAALOV TNC.

2.5 ITheovekTipota - MEWOVEKTROTA
Iinpo@oprokav XvotnudTmv

O oyedwopds, M  avamtvén Kot M
VAOTOINGN TOV TANPOPOPLOKDV GLOTHUATOV
mopovotdlel apketd mAgovekThiuata. Qotdc0,
mwpo amd TG OeTIKEG EMMTOOES 7OV AVTA
QEPOLV, dwmotdvovtal Ko oplopéVa
LELOVEKTN LOTAL.

‘Eva TPADTO TAEOVEKTI LI TV
TANPOPOPLOKAOV GUOTNUATOV &givol OTL, €yovv
BonOnoet ok Tov dvBpmmo va eEeiyBel otov
EPYOCLOKO TOL YMOPO KOL VO OTAOTOWGEL TIG
kaOnuepvég Tov dradikacies. o ovykekpiuéva,
1N €PAPUOYN TANPOPOPLOIKADOY GUGTNUATOV GE pia
enmyyeipnon, olvel v dvvatdTNTO GE OLTH Va
AaPer mAnpoopieg yio evoeydeves EAAETYELS Kot
vo mpoPel oOTIg omopaitnTeg EevEPYElES, VA
petpnoet Tig mpoundeiec mov €xel 6TV omobnkm
T0VG, KA. EmumAéov, pécm Tmv TANPOPOPLOK®Y

Acodreio IIinpogpoploxdv Zvotnpdrev otn Novtidio

GLOTNUATOV, Ol EAEYYOL TTOV TPAYLLOTOTOLOVVTOL
glvar ToyvTaTol Kot aKkpiPels, v TopaAAnAa, TO
KOOTOG EIVOL TOAD HKPOTEPO GE GUYKPIOT| LE TOV
mopodoctakd Tpomo epyociag. Emmpdcbeta, ot
EMYEPNOCELS EVNUEPOVOVTOL GE £YKALPO YPOVO
Yo TG OAAOYEC TOL TPEMEL Vo KAVOLV 1 v
EQOPUOCOVY  HECHD  TOV  TANPOPOPLUKADV
cvotudtov. H diayeipion tov mopoctoTikdy,
g amofnKne, ¢ 410iknong Tng Topay®yNS, Ta
TioAdy givor pia Swdikacio mov otnpileTon
OTOKAEIGTIKG GTO TAT|POPOPLOKA GUGTHLLOTAL.

Amd Vv GAAN TAELPd, Ol OPYNTIKEG
gmmIOoel; omd  tov  oyedoud TV
TANPOPOPLOKADY GUOTNUATOV, TEPLYPAPOVTOL (OC
ekng:  Otav  éva  mnpoeoplokd  cHoTUL
ypnowonoteitar o mepPiAlov  pe  TOAAOVC
YPNOTEG, M €MIOOCN TOL UEIDVETOL oucOnTd.
Emiong mn onmuovpylo tov  TANPOEOPLOKOV
GLOTNUATAOV EYEL EMPEPEL KO KATOEG OPVNTIKES
EMITMGELS 6TOV avBpmmvo mapdyovta. Mia and
avtég eivar Ot ekleimovv TOAAG mopadoctokd
emoyyéipato eoartiog g oduvapiog Tovg va
aKoAoLONoOVY TV OAUOT®OT  TEXVOAOYIKY
eEEMEN kol Kot eméKTOoN TNV €QAPUOYN VEWOV
TEYVOLOYIOV. AVTO £x€l GOV OMOTEAEGUO TNV
ouveyn ovénomn TV TococTdv avepyiag. Emiong,
Slokpivovtal SVCKOMEC OTNV KOW®VIKOTOINGM
TOV OTOU®V OTIS GUYYPOVEG KOWMVIES, KOOGS pe
TV ¥PNON TOV VTOAOYIGTIKOV GUGTNUATOV
OTOLOVAVOVTOL OO TOV KOWMOVIKO TEPTYLPO.
Téhog, oNUEIDVETAL OTL, OPLOUEVE TATPOPOPLOKA
GLOTAKOT Eival SOVGKOAO VO EQPUPUOCTODY GTNV
TPA&N, VD EVOEYOUEVN SLOKOT TNG AELTOVPYiog
TOVG, pmopel  vo  madoEL  ONUAVTIIKEG
SpaoTNPOTNTEG KOl VO TOPUADGEL OAOKANPESG
KOWOTNTEC.




KE®AAAIO 3: TIAHPO®OPIAKA
YYXTHMATA XTH NAYTIAIA

3.1 Ietopukn} avadpopr] - EEEMEN

[Ipwv d1ax6G1a YpoOVIR 01 TANPOPOPIES YO
TIG VOOTIMOKEG VANPEGIEC PEXPL TNV EMOTPOPN
Tov mAoiov MTav eAdyloTEG, KAOMS TO HOVOdKO
péco  emkowovieg Nrov n o xepdg
oAnroypaoia. Ta mhiola Paocilotov oTOLS
aE1OUATOVYOVG EMOMTES EPYOOING, TOV EAEYYOV
10 TIS gpyacieg kot Kovoviiav Tov avaAoyolv
vavro. Ov mhowoktiteg xep1iotav ta Cntuaro,
OV aPopovoOY TO TAolo, OGO ekeivo MTOV
HoKpLd Yopig va vIdpyel yvaon yio to ToTE Kot
edv Ba emoTpéyet.

Tov 180 awwva  onovpynonkay
[Mpocomkd Navtihakd Aiktva. ‘Eva  diktvo
TANpoeopLdV Sapopeddnke pe kOplo onpeia
avagopds to Kapeveia. Katd v dudpkela tov
a1Va, To Kopeveia Eyvoy mOAoL EAENS Yo OGOVG
oyetiCoviav pe v voutidia (m.y. TAOOKTNTEG,
alopaTovyol K.0.) UE OMOTEAEGUO VO TAPOLV
o HOpeN «KEVIPOL TANPOQOPLOV» Yo KO
AMpavi.

H eEdmimon TV EVPOTATKOV
OVTOKPOTOPLOY KOl 1 TOYLTAT OVATTLEN TOL
eumopiov amotélece peydAn avaykn n Pektioon
™me emkowvoviag pe Apepwkr] ko Ivéla. Ot
npwteg mpoomdbeieg Eexkivnoav to 1841 pe
TepAoTIEG EMEVOVoElS. Ao to 1841 ¢ to 1897
pecoldfnoayv TOMAEG OTOTUYNUEVEG
npoondbeieg. To 1987 162,000 vovtikd pila
KoA®dimv  eykatactdOnkov, opiloviag Vv
Novtidio. oV ToyKOoU oyopd Kol 1 GUEST
EMKOVOVIQ Y10, TPATT POPA NTOV EQIKTT.

Ta TANPOPOPLUKE, GLOTNHHLOTO
npotoeppavictnkay otov B” Iaykoouio ndrepo,
pe v paydaic. kot avoykoaio oviamtuén Ttovg,
UNYOVIKA 0AAG Kot mAekTpovikd. Ot eQapUOYES
TOV  TANPOPOPLOKADV GUCTNUATOV oTIg
EMUEPNUATIKEG  OPACTNPIOTNTEG GPYICAV  OTIG
apyég g dekaetiog Tov 1950. O vroloyioTtég
PN OUYLOTOLOVVTAV Yo peyéro OYKO
EMOVAAAUPOVOUEVOV GUVOALUKTIKOV EPYUCIOV.
Opyavovay emi g ovoiloag To  aplBuntikd
dedOUEVO, GTOVG TOMEIC TOL Aoylotnpiov, NG
YPNLOTOSOTNOTG KOl TNG dtayeiplong avOpoaivav
mopwv  mov  omv  mopeion  ovopdoTnKov
Yvomuoto Emelepyoaciog Zvvoriayov (TPS -
Transaction Processing Systems). Méypt to 1960
Ol JLYEPIOTEG AVTAAAAGOY TANPOPOPIES LE TO
mMAEYpaPo M 10 TNAépmvo ov&dvovtag To
AE1TOLPYIKO KOGTOG Kot TOPdAANAQ 1 TOYVOTNTO
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TOL UNvOHOTOG Ogv NTav Wtaitepa peydAn. Metd
tov 20 [ayxocmo IMolepo peimbnke 10 k66TOC
emkowvmviog kot ovéndnkav ot ToyvTNTEG
avtoAhayng mAnpoeopidv Kobmg eonAbav o
AEYpapog, To telex, ov Gueces TNAEQPOVIKEC
oLVOL0AEEELG KOt TO Qat,

H dexaetia tov 60 omotéhece otabud
Yy to  mAnpogoplokd  diktva, HE  TOVG
NAEKTPOVIKOVG VLTOAOYIOTEG Vo EEKlvoUv  pia
enavaotaon omnv amofrkevor, olayeipion Kot
npocPaocn g mAnpopopiag. Me n ypnion H/Y
Eexva TOGO 1 AVTOWOTOTTOINGCT) TOV GUGTNUATOV
mnpoedpnong O6co kot M wopoyn online
TANPOPOPLDV.

To 1970 n {qmmon vyia TANpoQopLaKd
GLOTANOTE HEYAA®OVE KAOMDC EMKpUTOLGE OO
KOl TEPIGGOTEPO 1) MAEKTPOVIKT EMKOVOVID, KO
0 VTOAOYIOUOG LEGH SIKTOMV GE EMYELPNOELS KOl
PBounyaviec. Avtd MTav  a@opul Yo TNV
EUPAVIOT] GLOTNUATOV CVTOUOTIGUOD YPAPELO,
ene&epyaoiog kelévov kabdg kol oyedioong Kot
mapoyng Pondetag H/Y. Or dvvatotteg tov H/Y
aLEAVOVTOAY Kol TO KOGTOG OAO £Val KOl LELOVOTOY
pe amotélecpa v eEAmMAmoN Tov Kot 68 GAAOLG
TOMELG.

H unyavoypaenuévn vrootnpi&n oty
MEN amopdcewv MTOV TPOYUATIKOTNTO LE TO
Yvomuoto  YrmootipiEn Anéng  Amopdcewmv
(DSS — Decision Support Systems). To k6c10g
tov  DSS pupswwvéotav  oArd  dev  MTav
IKOVOTIOUTIKG, Y10 TNV EMOYN TMAPAUEVE HEYAAO.
H gpugdvion 1ov pikpobmoAoylot@v v deKaeTio
tov 1980 drla&e to dedopéva. To kdoTOC
petmdnKe Kt GALO ple TOVG VTTOAOYIOTES YPAPEiOV.
H e&éMén opmc tov DSS épepe cav anotéreopa
TNV 0146TaeN Tovg 6TIg €€Nc dvo Katevduveelc:

e Yvomuata YrmootpiEng Ouddov (GSS —
Group Support Systems)

o  Etapwd ITinpogopraxd Xvotuata (EIS —
Enterprise Information Systems).

Y10 péoa g oekaetiag Tov 1980
Eexivnoe 1 ypfon  TPOYPOUUAT®OV,  Omd
EMYEIPNOELG, TOL NTav o€ Béon va exkTeElécovV
P&l GLUPOAIKNC AOYIKNG Yoo TNV €miAvoN
TPOPANUATOV KOl OVOUAGTNKOV TPOYPALLOTO
Teyvntg Nomupoovvng (Al —  Atrtificial
Intelligence). H epappoyn tov tpoypoppdtov Al
oonynoov oty avantoén  tov  Eumepov
Yvotudatov (ES —Expert Systems). Ta ES ftav
GULOTALOTA TOV UTOPOVCAV VO TPOGPEPOLYV TNV
TEYVOYVMOOIO, EUTEIPOYVOUOVOV GTOVG TEAMKOVC




YPNOTEC HE OQMOTELECUO OVTOL Vo pmopoldv v
Aboovv ToAvTAoKe TPOAN AT,

Tn dekoetion tov 90 pe 10 Sradiktvo
(World Wide Web), wc okovopkod, €0KoAo Kot
TayOTato  TPOMO  EMKOW®VIOG, —000nke 1
duvatotnta dwpedv mpOcoPacng o€ peydieg
dwdiktvakég Pacelg dedopévav. H Hiektpoviky
Metadoon ITAnpogopidv  (Electronical Data
Interchange) opiotmke ®g 1 MAEKTpOVIKN
LeTapopd KOSKOTOMUEV®V EUTOPIKADV
TANPOGOPLOY KOl TLTOTOMUEVAOV  UNVOUATOV,
YPNOLOTOIDVTAG GUUPMVNUEVOLG Kovoves. Ot

METAOOCEL  TPOAYUOTOTOOOVIOY — amd  €va
CUCTNUO TMAEKTPOVIKAOV VLTOAOYIOTMOV GE £va
6Aho pe miextpovikd péoa. IIAéov  w¢

amopaiTNTO EPYOAELD, YO, TOVG EMUYYEAUOTIEG
OTO YOPO 1TNG VOUTIMOG, 7oL Tapelye TNV
duvatodTTe.  KOTOYOPNONG — OTOwEiv Kol
mAnpoeopidv otov H/Y kor didbeon avtov oe
OTOLOVONTIOTE XPNOTN YO VO T EMEEEPYAOTEL N
VO T0. GUUTANPADCEL. ZNUAVTIKO TAEOVEKTNLLOL Y10
TOVC TAOIOKTNTEG NTOV 1) UEIOT KOl OTOPVLYN O

AELTOVPYIKA KOOTN i0s ot ™mg
YPOPELOKPOTIOG.
Ané 1o 2000 to TANpoQOplOKA

GUGTILLOITO TEPAGOY GTO EMITESO TOV OLASIKTVOV
LE TNV OAOKANPOUEVT] TANPOPOPLOKT] TAUTOOPLLOL
(IP- Informative Platform). ITAéov o ydpog mov
dpaoTNPIOTOOLVTAL TO GLOTHMATO  &ivol TO
dwdiktvo kot M e€dmimon Mrav paydaio. oE
OAOVG TOVG TOUELG.

3.2 MpopMjpata oty vAomToinon

H avantoén evog [IZ aveEapnta amd to
péyebog kol v molvmAokOTNTA TOL Elvan €va
épyo ovokoro. Ta ocvviOn mpoPfAquota moOV
&yovv dromiotmbel KoTd Kopovg eivar To eENc:

o  Avamtdhocovtal GOVOETO GLGTILLOTO TOV OEV
BonBovv Ady® TNng TOALTAOKOTNTAS TOVG.

e Ot amoutioEL TOV YPNOTIN Elval o€ KATOES
MEPIMTOCEL;  OVOKOAO VO Kabopiotovv
TANPOG GTN G6YESI0OT TOV GLGTHUOTOC.

e H oavopdbuion war m  avartoén  Tov
Aoylopukol omontel peydAn mpocoyn Kot
AemTopepn oyedioom, Yot Ol OTOECONTOTE
UEANOVTIKEG TPOTOTMOMGELS €lval OpKETA
dvokolo  va  vAomombBodv  kau o€
TEPUTTMOEL 7OV  TPAYLOTOTOOVVIOL  TO
K60TOG gival LYNAD.
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3.3 Xoyypoveg avaykes Tov NovTiMoK®@Y
Emyeipricenv

‘Evag and tovg mAéov Pacucodg d&oveg
GTOVG  OmMOIOLG  KWOOVIOL Ol  VOLTIALOKEG
EMYEPNOELG Kol KT eMEKTACN 1 Prounyavio tng
VOUTIMOG 6TO GUVOAO TG, elvar m  ypMyopn,
yopic mpoPAfpata Kot HETOBOAES TANPOPOPTION
Kot gmkowvovia. Téco o 0ykog, 660 kol o puiuog
UETAOOONC TNG TANPOPOPING 7OV omotteital o€
Kafnuepwvy  Pdom, eivor  tepdotiog Ko
eEaxorovBel va av&averon ekbetikd. Avtd 10
yeyovog  kabiotd  amapoitntm T YpNon
TPONYUEVODV  UNYovoypopikav TTAnpogoplakmdv
ZuoTUATeVY, Kaveov va  avtareEEABovy  oTig
GUOYYPOVEG OVAYKES KO OTTOLTY|CELS,

3.4 Mnyavoypaonuéva II/X oty Novtihio

Ta mo onuavikd IIAnpogoprokd
ZVOTAHOTO TTOV YPNCLUOTOOVVIOL GTO YMPO TNG
Noavtthakng Blopnyaviag sivat to, €ng:

I'soypagua Iinpogoproxd Zvetiparte (GIS)

‘Eva l'ewypapiko ITAnpogopiaxod
Tootnuo £el TV duvatdtrTa Vo, GLALEEEL, va
amoOnkevoel, vo duyelplotel, vo enelepyootei,
vo avoADCEL Kol Vo QEPEL GE HOPON EIKOVOG OF
ynowkd  mepPdriov  ta  dedopéva  TOL
YEQYPOPIKOD YDPOV TOV  EVOLLPEPOVY TNV
emyeipnon 1 Tov opyavicuo.

210 eminedo TOV VOLTIAUKOV, Kabdg Kot
TOV OpyavVIoU®V Aluévev kdbe mloio €xel éva
GUYKEKPIUEVO KMOIKO KOL GE TOKTO YPOVIKA
Swotqpota evromileTon n yewypapiky 0éon Tov.
Ov mnpogopieg mov Aaupdvovtar OnAadn o
KOOIKOC, 0 YpOVOC Kol 1 Ye@ypaelkn 0éom
dnuovpyodv o Paon dedopévov. Me ta tpia
AT oTOLYElD TAPAYOVTOL TAT|POPOPIES XPTOLLES
Y. GYEOIOGUO — TPOYPAUUATIONO, TNV €miAvon
TPOPANUATOV Kol GOPDOG TNV ANYT| ATOPACEDV.
Ta dedopéva avtd avtiobviot amd To S1dikTLo,
amd KuPePYNTIKODS OPYAVIGHOVE, Omd 1O1MTIKEG
épeguvec M omd v B Vv emyeipnon. H
dnuovpyia tovg Paciletar oy teXVoroYia TV
Svotuatov Aopvgopikod Evtomiouot (Global
Positioning System — GPS) kat Tov 6uoThudTmV
avoyvoplong pécom  padiocvyvotitov  (Radio
Frequency ldentification — RFID).

To GPS e&ivar éva ocvotua, acHpuaro,
OV HE TNV YpNomn dopuveopwv divel TNV
dvvatotnto. otov  ypnotn  Kabe otiyun  vo
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yvopilet v 0éon tov. Or kvplor ToOpElg
EPOPHOYAG TOL &ivol 1M VOOTIMO Ko 1)
aepovavtidio. H oalomotic tov  avéaveton
ouveyds Kabmg mapatnpeitat 1 epedvicn Tov mg
EPUPLOYT KOO KOl GE OTAEG GUOKEVEG KIVNTIG
miepoviog. Avtn 1 e&€MéEn Kol TopdAinia
YPNON TOV GE GLOKEVEG KA UEPIVIG XPIoMS Elxe
ooV anoTéAecpa Kot TNV peimon tov koctovg. H
e&eMén tov cvotnudatov GPS kot GIS giyav oav
OTOTELECUO TNV GLVEPYAGIO TOVLG Kol TNV
onuovpyio cvotnudtOv o SAPOPOVS TOUEIS.
Ytov Topéa TG vouTidiog £xel edpambel ) yprion
TOVL Yyl TNV gopeon Kot yapaén mopeiag TV
T olwv. Avtd £dmae TNV duvaTOTNTA, GTO TAOIO
KOl OTIS VOUTIMOKEG, VTAPYEL TEPLGCOTEPN
acpdrela ota Taéidlo TV TAoinv Kot TopdAAnAa
Vv peioon tov ¥pdvVov Kol TOL KOGTOVG TG
Stdpoung. Tov  mopomdve  cvvdvacuo
akolovOnoe kol 1 AvtAnon dedopévev  amod
LETEMPOAOYIKOVG oTaflovg Kot 1 dnuovpyia
petemporoykav  yaptdv. O ocvvdvaoudg
avtinong dedopévav and to GPS kot amd touvg
UETEMPOAOYIKOVG YAPTEG KOVEL TIC TOPEIEC TMV
molov mo aceoiels €Wdwd o€ ducuevelg
KOLPIKEG GLUVOTKEG.

Ov mnpogopieg mov avtAovVTOL oo
TOVG TOPATAVEO CLVOVAGHOVG dlvOuV GLVEYN Kot
akpin ewdva oe pio vavtiAlokn yuoo T 0€om,
TNV KOTAGTAGN Kol Yo TNV ToyVTNTO TOV TAOI0L.
To  6edouévo  amewovilovror  pe  EL0KA
TPOYPAULOTO (DOTE Vo €lval €OKOAO YO TOV
¥PNOTN Vo avtinoel TAnpogopiec. To moapamdvod
dedopuévo,  umopel vo Ta AdPer  vwoym 1
VOUTIAMOKT €T01pio oV O TO EYKOTUGTACEL Kol
ocuvdvalovtog Tig TANpoYopieg va Pydiet kpicio
CUUTEPACHOTA KOL VO TPOY®PNCEL 6T ANym
onoPAcEMV.

Mnpogoproxd  Xvormipata
Kvkhogopiog Zxagpav (VTMIS)

Awaygiprong

To mnpogoplakd cdoTNUA dtoyeiptong
KuKAopopiog OKAPOV (Vessel Traffic
Management and Information Systems — VTMIS)
YPNOLLOTOLEITAL OO TOVS YPNOTEG YO VO EXOVV
OMEKOVIO) TV KWV OEQV Kol TV
OAANAETIOPACEDY TOL TAOIOL GE TPUYUOTIKO
xpovo. To VTMIS pumopel kol evomUOT®OVEL
ToKiAa GUOTNHLOTOL TANPOPOPLOV Kot
TNAEUOTIKNG, 7OV €youv ompovpyndel ywo va
EVIoYOCoOVY mv aoQAAELn Ko ™mv
OTOTEAECLLATIKOTNTO ™mg Oordcoog
KukAopopiag. Xpnoiponolgitor mALoV 6€ OAOLG
TOVG EUMOPIKOVG OpOUOVE Kol AUEVEG TNG
venAiov kot 1 ovpPoAn TOv elvor  TOAD
ONUOVTIKT] GTNV OCQAAELD TNG VOVGCITAOTOG KoL
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oty 7pootacia  tov  mepPdriovtog.  To
[MAnpopoprakd Xvotmpo Awyeipiong
Kvrhogopiog TTholov cvykevipovel, a&loloyel
KO OLVEUEL TO OEQOUEVH TV TAOIMV GYETIKA LE
MV KuKAoQoplo KOl TG UETOPOPEG  TOVG
otoyevovTag ot PeAtioon ™G acedAclng Kot
OmOdOTIKOTNTAS TG  VouTiMag Kot oty
mpootacios tov mepdriovioc. To ocvotpa
VTMIS ovvepydleton Pacikd pe tic VTS mov
KOADTITOVV VINPEGIES GYETIKES UUE:

o [Iknpopopieg
Noavtimakr Bonfeio, teptiapfavopévng kot
NG TOPAKTLOG VOUGUTAOTOG

o  Opydvmon Kot dloyeiplon KuKAOPopiog

e Yvuvepyaoio HE TG OYETIKEC VLMNPECIEC
(Muevikég, VINPEGIEG EMELYOVIOV

Ko Topokeipeveg VTS)
® Ymnpeoieg petapopmv

To ovomua VTMIS enontedel ko dwoyepileTon
G€ TPOYUATIKO Ypovo TN BaAdooio kukhogopia,
TAPEXOVTAG TN OLVATOTNTO AUECNC EMKOVOVIOG
Kol aAAnAemidpaong pe ta mhoia, evd givan og
0¢om va divel Moeglg ota TpoPAUaTe AGPAAELNS
7OV OTLLLOVPYOVVTOAL GTNV TEPLOYN €vOHVNG TOV.
O TAnpopopieg cuAAEYOVTOL OO T KOTA TOTOLG
kévipa VTS, enefepydlovior Kevipikd Kot
SLOVELLOVTOL OTOVC EVOLAPEPOLEVOVG GE TOMIKO,
£0viko ko d1e0vég eminedo.

YvotipoTo
nopav (ERP)

OYEOLOHOD  EMUYELPNUATIKAV

To ERP eivor moaxéto Aoyiopkod mwov
EVOOUATOVOLV OLEG TIG ECMOTEPIKES OLAOIKOGIEG
pog emyeipnong o€ pio eviaio SloyEPLoTIKN
mhoteopue. H mhoatedppa avty sivar gvéhkmn
g Tmpoc kGO etoupia, HE TIC ECWOTEPIKEG
Suodkaoies va peTafAAAOVTAL, VO apOIpOVVTOL 1)
va Tpootifeviol GAAeG, ovAAOYN TO OVTIKEILEVO
¢ etapiog. O kOplog okomdg twv ERP givar n
gvomoinon  OA®V TOV TUNUATOV KOl  TOV
AETOVPYIOV  OAOKANPNG NG eToupiag o€ €va
YNELoKO cLGTNUE TOV VO, EELTNPETEL TIC AVAYKES
ooV Tov Tunudtev. To mieovektnuato o€ pio
omotn €pappoyn &vog cvotuatog ERP sivan
Thpo TOALY, KAODG TpoceEpel eveMéin, MG TPOG
TNV TPOGOPLOYN TOV, GTI OPYUVMTIKES OOUES TNG
emyeipnong. To ERP &yel duvatdmta va mapéyet
TANPOPOPIeC GE OTOL0 TUNLLOL TNG EMLYEIPNONG TIC
ypelaletal o€ EMMESO EMYEPNUATIKO, €OVIKO
oAAG kol Tmoykooplo.  Aivel  emumAéov TV
duvaTOTNTO, OTOVG YPNOTEG TOL VO EMAEYOLV
UETOED TOALDV Kot SLOLPOPETIKDV
TANPOPOPLOKAOV  EPOPUOYADV, EVAO TAPAAANAQ
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elvar ocvpPoatd pe TAATEOPUEG  OLOPOPETLKOD
EMIMEIOV TANPOPOPLOKOV EEOTAIGHOD.

YUOTINOTO EMKOVOVING KOl TANPOPOPN OGNS

Koatd ) didpkelo Tov €1KOOTOO cudva 1M
mAemikowvovio. oty  BdAacca €xel  vmootel
pulikés ohhayés, pe v Ponbeid  ng
NAEKTPOVIKY|G emKovmviag. Metd v yprion tov
POSIOPOVOV KOl TOV PASOTNAEYPOENUAT®V, 1)
EMKOWMVIOL £YIVE OLTOUOTOTOINUEVT] KOl OV
ypewlotav mpocomKO vo eivar og  ovveyn
TopoKoAOVONON. o KOOKOG Mopc
YPNOoTOONKE amd TV padloTnAeypagio yio
mv Bohdoco emikotvovia otig apyés Tov 200v
aiova. H emucowvovia petald tov mhoiov pe v
oTepld  mpayuatomoleitar  pe T Ponbew
GUGTNUATOV TOV VTAPYOLV OTO. TAOlo Kot To
omoia LEC® TV OTOOUMV 0T OTEPLY CAAA Kot
HEC® TOV S0PLEOP®Y AVOUETOSIOOVY TO GTUA.
Amd mhoilo oe mhoilo n emikowvovio pmopel va
npoypatoromBel amd VHF pe v ¥nowxm
Emextikn Kinon (DSC), n omoia péow
YNOLOIKOV EVTOADV UETAOIOEL 1] AapuPdvel onpoTo
KIvodUVOUL, EMELYOVTO GNUOTO, GIULOTO OCPOAELNG,
pnvopate  povtivag 1 mpoteporotnrog.  H
emkowmvio mhoiov pe mhoio pmopel emiong - yuo
UEYHUAEC OMOGTAGELG - Vo TTpayLoToTotn el ko pe
T MF (pecaio wdpota) wor HF  (Bpoyéa
kopata). Ov eleyktéc DSC pmopovv mAéov va
evoouatowbodv pe to padidpovo VHF coupava
pe v SOLAS. Ot dopvgopikéc vanpeoieg —
EMIKOIVMVIEG YPTCILOTOIOVV TOVG YEMOTATIKOVS
dopuUPOPOVE  Ylo. TNV UETAd0O0T KoL ANym
onuatov. Ot S0pvEOPOL YPNCLUOTOLOVVTOL OE
TEPLOYEG OV TOL EMIYELL GLOTNLOTO EMKOWVOVIOG
dgv umopovv va Adfovv 1 va oteilovv onua
MOy® amdotaconc. Ot vanpecieg avtéc mapéyovtot
and to Inmarsat kot 1o Cospas — Sarsat. To
ovotnuo Inmarsat-C givor £vo ymetaxod cootnuo
OVTOALOYNC UNVOHATOV KEWEVOL TO Omoio givor
TOyKOoHLO avoyvoptopévo amd tov International
Maritime Organization (IMO) ®g ovotua
ac@aAelag g (oMg Kol g meplovciog otn
Bdlacoo, kaddntovtag Tig amattioglg Tov Global
Maritime Distress and Safety System (GMDSS)
uéc® Tov omoiov &yovv Kobopiotel deBVC ot
dwdkaociec, 0 €£omMoUOg Kol T TPMOTOKOAAY
emKowmviog ®ote va avénbdei n aopdreia Kot va
dlevkoivvlel 1 dlcmon Yoo whoie, oKAEN Kot

oepomAdva. Amotedel TO KOADTEPO YNOPLOKO
oLOTNHO amofnKevonc-Kat- TpomONoNg
unvopdtev  (store-and-forward — messaging),

KaBMG emioNg Kol €QPOPUOYDV TNAEUETPIOG Kot
aviyvevong (tracking) upe e&aipetikd younAod

Acodreio IIinpogpoploxdv Zvotnpdrev otn Novtidio

k6010G. To ovomua Inmarsat-C dev umopet vo
YPMNOILOTONOEL Y10 ETIKOIVOVID POVIG.
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KED®AAAIO 4: AXDPAAEIA
IHAHPO®OPIAKQN XYXTHMATQN

4.1 "Evvowa T Acpaierag IIAnpopoprak®v
Xvotnudtov

41.1 Opropog

Acodiewn. I[TAnpopopidv - kot Kot
eméktaon  IIAnpogopuokdv  Xvommudtov -
ovoudletor  TO GOVOAO TO®V  UNYOVICU®OV,
TOAMTIKAOV, SL0OTKAGLDY KOl OPYOVATIKMOV OOUMYV,
TPOKELEVOLV va dlucpaioTel ot
KOVOTIOOOVTIOL Ol OTOUTHOES acpaieiog &vog
opyavicpuov. H mAnpogopio. ce omotadnmote
popen  (mpo@opikn,  €vtumn, MAEKTPOVIKN)
amotelel évav mOPo, €va MEPLOLGLOKO GTOLYElD
TOL OpyavicUoD Kol ypeldleTar ocvveyn Kot
EMOPKN TPOGTAGIOL.

H oocpdieta evdg  mAnpoopiokon
GLOTNLOITOC VAOTIOLEITOL GE TPELS Ol0OTAGEIS IE
Bdon 1o tpiywvo CIA (Confidentiality - Integrity
- Availability)

e Epmotevtikomyro (Confidentiality):
Epmotevtikétra  onuaivet mog  pdvo
ovykekpléva, - kol  gEovolodotnuéva -
dropo pmopolv va €xovv mPoOcPacn oe
CULYKEKPLUEVEG gvaicOnTeg mANpoopiec.

o Axgparotnra (Integrity): H Axepoatdtnta
aQeopd oTn STPNoN TS UOPPNG KOl TOV
dedopévov  evog  II/Z, v omoeuyn
TPOTOTOIN OGNS TOVG amd [T E£0VGLOS0TNHEVA
dropo KoOMG KAl TNV OmOTPOTH YPNoNS M
TPOGPUCNC TOP®V TOL GULGTAUOTOC o
dropa yopig TNV oYETIKN AdE10.

e AwOsopomro (Availability):
AwBecipomra oe éva /X onuaiver v
e€ao@AAIon OTL Ol TOPOL TOV GULGTHLOTOC
(0edopéva, dikTvo, VTOAOYIOTEG KAT) &lvat
ot Owbeon TV YPNOTOV OMOONTOTE
oTlyun amottnOei.

The CIA Triad

Confidentiality
The state of being
secret

Security

 Availability
Presentand ready
''''''

Integrity
The state or quali

complete

412 Xpnowdtnro - Avaykorotnrao

¢ Acdlerog IIAnpogoprav
H wmpnon tov poviéhov CIA
(Confidentiality - Integrity - Availability) eivou
€EAIPETIKA ONUOVTIKN Yol VOV OPYOVIGUO M [
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emyeipnon oe d1dpopovg Topeic Ommg o KEPON -
£€0000, TO ETOUPIKO TPOQIA, TN GLUUUOPPNOOT LE
To woyvovTo Becpikd Kelpeva kal tn dTpnon
KOOV TAEOVEKTNUAT®OV GULYKPLTIKO HE TOV
OVTOYOVIGUO.

To  7TANPOPOPIOKA  GLOTHUATO TV
0pYOVICU®DV -  EMXEPNOED®V  AVTLUETOTILOVY
KaOnuepwva éva Leydlo PAGLO OTEAMDY Yio TNV
acPAAEd TOVG Ol omoiec pmopel va eivar 1oi,
niextpovikny amdtn, Denial of Service (DoS
attacks), hacking, cracking, PBovdaicpoi,
QUOIKEC  KOTOOTPOPES, KAm. [ivetor evkola
avTIANTTO OTL 1 OmowdNTOTE ducAeltovpyio M
mapdvoun Oieicdvon oe  Eva  TANPOEOPLOKO
o0oTNUO  Umopel  vo  OMNUOVEL  OWKOVOLUKEG
OTOAELEC, HELOUEVT]  OMOOOTIKOTNTO KoL -
avéioyo 1t onuavtikdémmta tov I/E - va
mpokaAéoel Bépa  Tomwng N kol €BvIKNG
AGPAAELOGC.

Elvar emopéveg peilovog omuociog
Ofmpa to va avayvopilovpe Tig gumdbeteg evog
IT/¥ xor Toug KvdOVOUG TTOL EYKLUOVODV OVTEG
€161 OOTE Vo, €ival EVKOAITEPN 1| E0PECT] ADCEMV
YOl TNV OVTILETAOTION TOVG.

4.2 Acopdairera IIinpo@oprok®v ZooTnuaTtov
ko1 Navtihia
4.2.1 Kopepvoamerr -
Kvpepvomorepog -
KvPepvoemOéoerg

H mp60odog mov mapovciosce 1 teyvoroyio
™G TANPOPOPIKNG Kot 1 ekBeTIK) avénon g
¥PNONG Kol TOL UEYEDOLE TOV SLSIKTOOL TIG
TeEAEVTOIEG OVO OEKNETIES, £PEPUV GTO TPOGKNVIO
pilo véo ameiln aceoleiog, Tic emBécelg péow M
gvavtiov OV KvBepvoydpov n
KvPepvoembéoelc. Oleg or ymdpeg ol omoieg
ekaptovror  oe  peydho Pabud  amd Vv
TANPOQOPLOKY]  vmodoun kol ta  dikTva
VTOAOYIOTAV Y100 TN Agrtovpyio TV KpIoU®V
VTOSOUMY TOVG, OTMG O OIKOVOUIKOG TOUENS, M
EVEPYEWN, Ol TNAEMKOW®VIEG, TO  OlKTLO
METPEAOIOL KOl PUGTKOV aepion, Ol LETAPOPES, TO
diktva. VOPELONG TOV TOAEWMV, Ol VTNPECIES
EKTAKTOV  OVOYK®OV KOl 1 TMAEKTPOVIKY|
SakvBépynon, avtipet®mifovy ot TNV OTEN.
lNo wo yopa, or mbavég EMMTOCE TOV
KvPepvoeniBéocemv eivar ocofapéc, omd 1
STapadn g KaBNUEPIVOTNTOS TWV TOALTMV TG
UEXPL TNV VTOVOUELGT TNG KLpLapyiog TNG.

e éva  Gvapyo oOOTHO OT®E O
KvBepvoympocg, o1 dpdoteg ol omoiot emdidovion

13



0€ TOPAVOUES OPACTNPLOTNTES, OLOOOTOIOVVTOL
YEVIK®OG O€ KaTnyopieg, Kupimg pe fdorn to okond
Yo Tov o7oio dpactnplorolovvtol. Ot KaTnyopieg
TOV OPACTAV, KOTA avEavopevo eninedo ameIing,
gtvo:

Xaxep (Hackers)

Axtipiotéc-yaxep (Hactivists)
Opyavopévo ykinua

ApaoTteg Blopnyoviknig KaTaoKomiog
Ecwtepicol dphoteg

E&mtepikol cuvepydreg/coppoviot
TpopokpaTIKéG 0pYOVOGELS

Xopeg

To peyoAvTepPO UEPOG ™mg
dpaCTNPIOTNTOGC TOL TOPATNPEITOL CNLEPO GTOV
KvBepvoydpo mowkilel amd tnv omAn 1GPoAN o€
éva cvoTNnUa Kot Tov €Aeyxd Tov Y AOYyovg
TPOKANONG Kol TEPEPYELNS, PEXPL TNV EIGPOAT GE
éva. ovoTNUO Yo Adyovg €KOIKNomMg, KAOTNG
TANPOQOPIDY,  TPOKANGNG,  TOPEVOYANGCTG,
vre&aipeong ¥PNUAT®V 1] TPOKANONG EGKEUUEVNC
TOmKNG PAAPNG G€ VTOAOYIOTEG 1 KATAGTPOPNC

pueyoAotepng  éktaong o vmodopéc. Ot
EMMTIMCE  TNG  Kotnyopiog  outig 1OV
KvBepvoembéoemwv mov  exdnimvoviar  omd
xoKkep, OokTIPOTEC  YOKEP, TO  OPYAVOUEVO

gykinuo, ™ Propunyovikn KoTtaoKomioo Kol TOvG
E0MTEPIKOVG OPAOTEG, Ol omoieg umopel va givan
Wwitepa  coPfopéc kol dgv  mpémel Vo
vroTiu®vTal, yapokmmpilovior ¢  xAKwvyK,
KuPepvoPrafeg, Khomn, €kdIKNOY, KATOOKOTIA,
opyavoOUEVO  EyKANUO. KOl gUmITTOUV O
dkatodocio ™G emPOANG TOL VOUOL KOl TNG
amovopng dikatoovvng kot dev eEetdlovtal ota
mhaio TG Tapovoog LEAETNG.

Yrdapyovv 600 péGO To ool Lo Ydpa,
o opydvmon 1 kdmoto dtopo Bo pmopovoe va

YPTCYLOTOCEL Yo mv ekONAmon
KvBepvoenbéocemv  evidog M péow®  TOV
KvBepvoydpov: o  vmoloyliotig Kot TO

KaKOBOLA TPOYPOLLLLOTAL. >m Sebvn
Biproypapios kot apBpoypoeia, To pEcO OVLTA
amokaAovvtal KuBepvodmia (Cyber weapons).

Ta KvBepvodmia puropovv vo
YPNOYLOTOIN OO0V GE S1APOPOLG GLVIVAGHOVS Yol
VO DAOTOUGOLV [0 TOWKIAIL — TEXVIKMV
wpooPoing kdamowov otoxov. H emhoyn g
TeXVIKng mov Oa  ypnowwomombel yw TNV
TPocPoln eEapTdtal amd dAPOPOVS TOPAYOVTES,
OT®G 01 HeELOTNTEG KAl 1) EUTELPIO TOL YPNOTY, Ol
duvaTdtTTEG TV OMA®Y, 1 EVOT TOV GTOYOL Kol
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dAAovc. Ot mAéov cuvNOIoUEVES YVOOTEG TEYVIKEG
KvBepvoembioemv gival ot axdAovbeg.

Denial of Service (DoS) Attack
Backdoor

E-mail spoofing

IP Address spoofing

Logic Bomb

Digital manipulation

H yprion tov KvuPepvodmiwv kot ot
TEYVIKEG Y10 TNV TPOGPOAT d1aPOp®V GTOYWV dev
amotelobv  avtookomd. Ov KvfepvoemibBéoeig
die€dyovtor  yioo TV emitevén  KAmOlov
ovykekpipévoy  okomob. O okomdg  owtdHg
SLOQEPEL KOTA TEPIMTMO, YEVIKOG OUMG OVAKEL
o€ pia amd TIc TopakdTm Kotnyopies:

o  Expetrdrievon (exploitation)
Ymv  mepintoon G EKUETAAAELOTG
Baocwodg otodx0g TOL dpdotn elvar M
VTOKAOTI TANPOPOPLDY 0td TO GTOYO 1 TIG

mnYES TANPOPOPLDV OV etvan
GUVOEDEUEVES LE OVTOV.

o Tlapamiévnon (deception)
Ymv mepintoon oavty o dpdaotrng

EMTPENEL GTO GTOYO TOL va eEakoiovBel
va  Aewtovpyel, OoAAG  mopoamolel  TIg
TANPOPOPIEC TIG OTOiEG AVTOC GLAAEYEL,
avoAbel M TOPAYEL, GTOYEVOVTOG
0LCLOOTIKA 61O ocuOTNUO  ARYNG
ATOPAUCEMY TOV AVTITOAOV.
¢ Koataotpoon (destruction)
Xmv mepinTmon NG KOTAGTPOPNG O

emT10épuevog, TELe10) ila YPNONG
TANPOPOPLOKAOY  CUGTNUATOV, KabioTd
adbvatn TN Agltovpyid TOL  GTOYOVL,

KOTOOTPEPOVTAG TOV {010 1] T0 GLOTHUATO
VTOCTNPIENG TTOL Eivol amapaiTNTO Yo T
Aewovpyia. Tov. XTIV TEPIMT®ON  OLTN
TPOTOPYIKOG o©TOY0G dgv  glvar 10
TANPOPOPLOK(E GUGTHLOTA TOV OVTITAAOV,
aAAG 1) KPiGUUT VTOSOUT] TOV.

e Awxkomy Asttovpyiog 1 €EovdeTépron
(denial of service 1 disruption)

Ymv mepintoon embécemv  OUKOTNG
Aertovpyiag (DoS) 71 efovdetépmong o
emTIféUEVOG OEV KOTAOTPEPEL TO GTOYO
aAAG TOV O€tEl ekTOC Agrtovpyiag M TOV
kaO1oTd ovaldmIcTo Yo KOTOW, YPOVIKT
EPi000, OAMAYOPEVOVIONG GTOLG VOULLOVG
xpnoteg v efumnpétnon Tovg N TV
npdoPocn og TYEG TANPOPOPLOV.

4.2.2 Avaivon Kivoovov

M. vovtiMokn  emyeipnorn  omotedel

évov  OUVOETO KOl  TOWTOYPOVO  TOAVTAOKO
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opyOVIoHd KaBD¢G amotel TV cvvomoapEn Kot
oLVEPYOTTIO TOAA®V SLOPOPETIKAOV TUNUATOV Yol
mv emitevén tov otoyewv g [ivetoan Aowmdv
KOTOvonTd OTL KOl TO TANPOPOPLOKE GLGTILOTO
evOC TETOOL OPYOVIGUOD amoteAovV  e&icov
TOADTAOKEG  OVIOTNTEC LE TEPACTIO  €VPOC
epappoyov. To yeyovdg oavtd  dnpovpyel
TPOcPopo £dapog oe Kabe &gidovg "eloPolreic”
(hackers, mewpatéc KAT) o1 embécelg Tov onoimv
éxovv awénbel Kotakdpvea Ta TELELTALN YPOVIQL.

H vavtihmokn dpactnpidtro omoteAel
OTUOVTIKO TOPAYOVTO TG OIKOVOUIKNG CmNE TTov
oyetileTon Kupimg pe TNV €QPOOLNCTIKY OALGIda.
H o6wevkoivvon mov mapéyovv ot mAnpogopieg
éxel avadeifel kol po. ogpd KvdOVoug e
Koplotepo TV acpdAien. To mhoio xot To
Mudvio. 6lo kol TEPLGGOTEPO EEQPTMVTAL OO
VTOAOYIOTEG, POV YPNCLUOTOLOVV TEYVOAOYIES
SOIKTOOL GTNV  KOONUEPIVES OPOoTNPIOTNTES
TOUG KOl Mo o€pd amd ovotnuate {OTIKNAG
onuociog, Ue OmOTELECUA VO OVTIUETOTI OV
Kvovvoug kuPepvoemifécewmv.

Apywcd, Oo mpémer va eetaoTovV 1O
EOIKA YOPAKTNPIOTIKA TOL VOVTIALLKOD TOUEN
Kot koplwg to Packd epyoreio OIKOVOLIKNG
dpaocTnpoTTOC, TOL gival T0 eumoptkd TAoio. Ot
ovo peybreg watnyopleg elvar  To Aol
petamopds @optiov Kot To A0 HETOPOPAS
emPatdv. Ta Thoia vavidvoviol amd Tpitovg Yo
TNV EKTEAECT]  GUYKEKPIUEVOL  UETOPOPLKOD
épyov. IloAAéc @opég, Ol VOLAMTEG OmOLTOVV
E0IKO. TANPOPOPIKA GLUGTAUOT, OTMG YiveTOL
OTNV TEPIMTOCT TOV EUTOPEVUATOKIPOTI®OV OOV
0 TAOLOKTNTNG KOl TO TANPOHO OV EXOLV TOV
T pn éreyyo.

Ta whoia Asrtovpyovv kuping offline, pe
OTOTELECLLO TO EMIMEDO ACPAAELNG VO LNV UTOPEL
va eheyyBel pe omoeuyn dwwovvoeonc, &ite pe
mopoyn Pondelag amd TO Ypagesio. Ymapyouvv
oelpd. amd kpicyo OedOUEVO GYETIKA UE TO
Qoptio TOL TWEPVOOV omd  peydAo apBuo
ocvoTnUaTOV Enpds (Mpavia, EUTOPELHOTIKA
Kévipa K.AT.), 6mov ekel yiveTow evkoAOTEPN M
dieiodvon KaKOBovVAOL AOYIoUIKOD n
VTOKAOTNG/TPOTOTOINGoNG OEdOUEVV.
2y OAN aALGId0 LETOPOPAS VTTAPYOVY VYNANG
aflomoticg  ovotnuote  Omg  ivar Ot
niextpovikoi ydpteg (ECDIS — Electronic Chart
Display Information Systems) kat dopvopikoi
O£KTEG TOV KAVOLV TO TAOIO 7O EVAAMTO GE
KuPepvoemiféoelc.

To mhoilo eivar pio ave&dptntn povada
Kol [o KoPepvoenifeon umopet vo dnpovpynoet
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KIVOOVOLG OTNV 00QAAELd TOV, OTMG 1 EMIOPOCN
G€ GCULOTNUOTO VOVOITAOTOG 1 €VOTADENG, OTO
weplpdAlov  EmMOPOVIOG  OTO  GLOTHLOTA
eCayoyng  amoPAntov/éppatog 1 TélOG,
TPOKAADVTOC ECKEUUEVO aTuYNUO. Agv Ba Tpénet
va Eeyvape otTL o kvPepvoenifeon mpoevel
ONUOVTIKO  TPOPANUO OGNV EMLXEIPTUOTIKY
dpaoTNPOTNTA NG TAOLOKTNTPLNG ETOLPElNG pe
ONUOVTIKEC OIKOVOUIKEG ONMAOAEEG OAAL  TO
KUPLOTEPO, EMPEPEL TAYLA GTNV AEOTIOTIO TG,
OV €ival Kaiplo yio TNV VOUTIAMOKY KOWVOTNTA.

Ocov  agopd 10 TARPOUO  TOV
EMAVOPMOVEL £va TAO10, Ba TPEmEL vau StevKpvioTel
0TL o1 KuPepvoemBéoelg ival po vEo ome Kot

Taporo OV VIAPYOVV Slodikacieg
mpoPremopeveg amd  avtiotoreg  Oebveig
ovpupdoelg TOV Awebvodc  Noavtihokov
Opyovicpod IMO ( International Maritime

Organization), dev avtipetoniloviol amd avTég
oupfavta ovtov Tov gidove. H kuPepvoacpdieia
gvOg MAmTo0 (mAoiov N TAaTEOpuog) e€apTdTol
KOPpLL OO TO TPOCOTIKO TOL YPAPEIOL Kot LOVO
TPOCPOTA EUEAVICTNKE N AVAYKY] ETAVOPOONG
mholov  pe  eEEI0IKELUEVO TPOCHOTIKO  GF
niektporoyikd/miextpovikd ovotiuate (ETO,
Electro technical Officer). Emnpocbeta, vrdpyst
aplOUOg AOYICUIK®V TPOYPOUUAT®V 7oL gival
WOIOTIKA KOl 6 TOAD Uikpd Pabud to mAnpoue
umopei va eméuPer ko 1 uovn di€€odog eivan M
EMKOVOVIN Y10 TOPOYT| 00N YLDV ard TNV ENpa.

Mg yvopova v mopandve Kotdotoo,
VIAPYEL ONUOVTIKT dpacTnpldTnTe. 610 TANICLo
tov IMO, va €k80000v 6 TpdTO GTASI0 00MYiEg
OVTILETOTIONG KLPEPVOETOEGEDY GTNV VAVTIATL
Kol o€ dgvTEPO GTAD10, VO Yivel Tpomomoinon TV
avToToiywv oY KOG mG ey Y
AVTIHETOTIOT ao@aielng ot Novtidio, dote va
nepthapupdvoov kol ta véa dedouéva Kivohvmv
OV  WPOEPYOVTOL amd TOV  KLPEpvOY®pO.

4.2.3 Kopepvoamerris -
KvPepvoembécerc 6to
yopo ¢ Novtidiog

YTIC VOUTIMOKEG EMXEPNOES Kol Kot
EMEKTAOT OTO TAOIO 1O10KTNGIOG TOVG, VTAPYEL
g oepd  ovotnudtowv mov  givor  (OTIKNAG
oNUaciog Yo TN AEtovpyic TOLG Kot TouTdYpOva
ATOTELOVV GTOYOVG KuBepvoemiBécemv:

Yvotipoto EAiéyyov IThoiov ko Ilpéwong:
mepAapPavel Tic KOpLEg HNXOVES TPOWMOTNG TOL
mAolov, TIC MNYOVEG TAPOY®YNS MNAEKTPIKNG
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evépyelng, TOLg Tivokeg OlVOUNG,  OEPA
BonOntikdv pnyovnudTOV Kol To  avtioTolyo
NAEKTPOVIKA KOl MAEKTPIKA GUOTHUATO EAEYYOV.

YuoTHHOTO  VOVGUTAOTOS  TEPIAAUPOVOUEVOY
petald GAA®V TO GUGTNUO TPOGIIOPIGUOV
Béoemwg GPS, (Global Positioning System) to
cOoTNHa aAvoQopOV AlS, (Automatic
Identification System) Hlektpovikovg Xdapteg
ECDIS, avtépato mAdto, obotnupo radar,
yupookomik mu&ida, ocvoTHUATE  SLVOULKOD
apocdlopopod  Bécewg (dynamic positioning,
CUCTNUOTO  KATOYPOENG Oedouévov  (Lowpo
kovti), VDR (Vessel Data Regorder) «.Am.

Buopnyoviké cvotipata gr&yyov mhoiov Onwg
TPOMOoNG, TnoaAlovyiag, olayeipiong Eppatog
(ballast-water management), NAEKTPIKA
GULGTNLOTO, KAUATIOUOG, GUCTHUATO EVOTAOELNG,
popriov, EVTOTIGLOV TLPKAYEG.

Emkowovieg (emiyeieg kot dopu@opikéc) Kot
CUCTNUOTO  TOPOKOAOVONOTG, OmMG KApEPES
OCQPAAELNG, CUGTILOTA E1O0TOINCNGC, EMKIVOLVOV
aepiov kot gléyyov pdmavong mepiPdAiiovtog.

Evdeiktikd  avoeépoviar  mopOKATO
KAmoleg TMEPMTMOOELS KuPepvoemBécemv oTOV
VODTIALOKO TOUEN:

Klom ypnudrov pe koPepvoenifeon: H ¢oon
OVTOV TOVL TUTOL GLUPAVI®V givol NON YVOOTN
Kol 00 GAAOVC TOUEIS Kol aopd TN UETOPOPA
YPNUOTOV amd évo Tpamelikd Aoyoplooud o€
Ao, mov eAéyyetor amd TOVG EmMTIOENEVOLG
YPNOUYLOTOIDVTOG TOPOTACVITIKEG NAEKTPOVIKEG
uebddove. To eidoc avtd g emifeong,
oedopévoy 0Tl mepLEyel Oyt UOVO  TEYVIKEG
owdikaoieg, aAAd eumintel Kot oto TpomelKo
amoppnto,  glvar  opketd  0OOKOAO  val
avtuetoniotel. H ernibeon xuping yivetar pe ™
dlelodvon  evog  tpitov oV emiKowovia
nAekTpovikov  tayvopopeiov, petald  dvo
ETOLPEIDV KAl TNV amocToA punvopdtov. Kade
o and TG eUTAEKOUEVEG eTalpeieg vopilel Ot
EMKOWMVEL [LE TOV AVTIOTOLO ETAIPO, AALAL OTNV
TPAYLATIKOTTO mapeUPArAeTOL Kot o
vrokAonéag. Mo tn dnuovpyio T€T010V TOTOL
embéocenv amotteitor n TPOcSPACT AOYIGUIKOD
OT0. MAEKTPOVIKO GLGTAWOTO LG €K TOV 000
ETOLPEIDV KOL GTN GLVEYELN, TOPAKOAOVONGN TG
NAEKTPOVIKNG oAANAoypapiog. XTI GUVEYELD,
mopokoAovBovvtolr  To.  VOpuo  pnvOpoTo
APNHATIKDV OTTOLTHOEWDV Ko avaroyo
TopeUPaivel 0 ¥PNOTNG TPOTOTOIOVING TNV Pon
Tov  ypnudtov. Tétoww ovuPfdvia  a@opovv

"Eyxovv
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Koplwg oyxéon g etoipeiog pe mpounbevtég
metpelaiov Ko pe vaumnyeio Kot tov Aekéufpilo
tov 2013, odupwva pe OUEPIKOVIKES aPYES
KOGTIGAV TOPAVOUES LETAPOPES YPMUATMV VYOLG
2 exot. doAapiov oe Tpia uoévo ovufdavia.

AaBpeENTOPO  VOPKOTIKAOV Kol  OLoypoQr)
gumopevporokifpotiov andé hpavi: H enifBeon
mov éywve 10 2011 agopd mopéuPacn ota
dedopéva  eumopevpoToKIPOTiov Kot darypaon
OA®V TOV OTOWYEI®V TOV OEOopovV  QopTtio,
nuepounvio.  eoOpT®ONG, opBpd Poptiov Kot
Apéva TPoopIGd. Avtd glxe GOV ATOTELEGUA VO
un yvopilel Koveig ta eUmopevUaTOKIBAOTION TU
MEPLEYOLV, TOV TTPOOPIGUO TOLG Kot T GTotKEl
amootoAéa  mopoinmtn. H  kotdotacn ovty
dnuovpynoce SdkaoTikny SvcAgrtovpyia otV
dwyelpon  tov  gumopevpoToKifotiov  pe
OTOTELEGIO OTUOVTIKEG OIKOVOLIKEG OTMOAELEG.
avopepOel emiong TpooTabeleg
nmapepPoinc ota otoryeio emBewpnoemc, mov

POOVIOL OTd TO MAEKTPOVIKG GLOTHLOTO,
VIOTTOV Yo LETAPOPA VOPKOTIKOV
gumopeLHOTOKIPOTIOV OV eupaviCovral

niekTpovikd OtL avtd Exovv eheyyBel, evd otnv
apaypotikdtre  ovpPaivet 10 avtifeto.

Zombie Zero: H nepintwon avthg g enibeong
udg deiyvel tnv emidpacn TOL VOVTIMOKOD TOUEN
GTNV GUVOMKN €QOSLOCTIKY 0ALGIda. Agopd
KuPepvoenifeon amd Hio MAEKTPOVIKT) GLOKELN
obpwong (barcode scanner) mov ypNGIUOTOLETO
a7to U0 EPOJIOCTIKT ETALPELD Y10, TV KOTAYPUPN
Kol éheyyo TV gumopevpotokifotiov. To
KaKOBOLVAO Aoyiopikd eiye TomoBenbel Tpv v
aYOpa TNG GUGKELNC Kol KATE Tr AELTovpYic, TOV
KOl TN UETOQOPE  Oedopévav,  TETOYOLVE
TPOcPacT OTO  TANPOPOPLOKO GOCTNUO.  TNG
gtoupeiog kot dnmuovpyodoe  oOVOEGT  UE
amopakpvopévo server oty Kiva, émov yivovtav
Suapopeg TopeUPAcelg TPOTOTOINoNG OESOUEVMV.
To ovuPdv, mov ovoudotnke Zombie Zero,
avakoAveOnke 10 2014  ota  GvotHuaTo
TOVAJYIOTOV OKT® OLOPOPETIKAOV ETUIPEIDV KO
Bpétnkav poivopévor 16 and tovg cuvorikd 48

GOPWOTEG KOOIKOV @opTiov oV
XPNOLOTO0VVTAY.

Icefog: H yvoot etapeio  ao@dAielog
NAEKTPOVIKOV GLOTNUATOV Kaspersky

dnuoclomoince TANPOEOpies Yo o exifeon wov
ovoudotke lcefog kot 6tox0 giye 1WmOVIKEG KoL
KOPEATIKEG eTOpeieg ko vovmnyeio. H emibson
£€0ve mpooPoorm backdoor oe ouvykekpipéveg
€TOIPEIEG, L€ OKOTO TNV VTOKAOTN €YYPAP®V, TNV
VIOKAOT] K®OWK®V mpocPfoaone e okomd Tnv
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TpocPaocmn o€ TUALATO TOV ETPLKOV dikTOoL. Ot
embéoelg avtég ovvnbmg etvar povipeg Péyptl va
YIVOUV aVTIANTTEG. TNV TTEPINTOOT, OU®S, TOV
vavmnyelov yivoviav 7yl Alyeg ®peg Ko e
GUYKPLUEVO GTOYO OO LEPOVS TV TOPOVOLWDV.

Awpave g ApPépoag, emiBeon amwd Epnmwopovg
VOPKOTIKAV: 210 TéA0G Tov 2013, 10 Alpdvt NG
Aupépoag avakoivmoe TV mepintmon emibeong
OTO TATPOPOPLOKA TOV GLGTHHOTO doeElpLoNg
eumopevpatokifotiov, oOmov eiye amoktnOel
OTTOUOKPVOUEVT TPOGPACT] OO AYVMDGTOVE GTOVG
TEPUOTIKOVG OTAOUOVG, UE OMOTEAEGUN VO
(QOPTAOVOLY EUTOPELUATOKIPAOTIO. GE JIKA TOLG
QOPTNYA YWPIG TNV EVNUEPOON TOL KEVIPLKOV
otofpod. Emiong, og 0dedtepo  otddo TNV
TOPAKOLYT] MAEKTPOVIKNG KATAYPAPNG EAEYYOV
0CQUAELOG Y dlevkdivvon EUTOP®V
VOPKOTIKAOV. Otav 7 enibeon auTn
amoKoAVEONKE, M oocTuvopic avakdAvye €va
tovo kokaivn, Omia xor 1,5 exor. evpd of
yoptovouicpata. Extég amd avtd, m emibeon
ot evtomle eoptia peydAng owovoukng a&iog
OV yivovtov 610Y0G KAomnc.

Hopdxopyn Tov Avetpaiovav Teloveiov: H
emifeon apopd mpoécPacn oTA  MAEKTPOVIKG
GULOTILLOTO TOV TEAOVEI®V TG AVoTpaAiog LECH
TOV TANPOPOPLAKOD GUGTAUOTOS MIOG OIWTIKNG
etapeiag eoptwong ekpoptmong. H emibeon
avakoloednke 1o 2012 kot aeopd éleyyo kot
€10070INoTM TPIT®V Y10 EUTOPEVUATOKIPMTION TTOV
glyav yopaxtnplotel Hmwomta ond TNV aGTUVOLIN
N 10 telwvelo. Amotélecua ovtov MTav
eumopevpaToKPdT pe too Aabpaic VAIKA va
EYKOTOAEIMOVIOL 1 VO  TPOTOTOLOVVIOL  TO.
Ogdopuéva,  TOVG OOTE Vo Unv  eAEyyovToL.

AIS spoofing: To vovtiokd ocdoThpa
avtopatng  avoyvoplong  (AIS,  Automatic
Identification System) amoteAei Pacikd oot
EVIOMIGUOD ~ TOL  mAolov Ko €yKoupng
gwoonoinong, o€  mepimTOon  ovuPaviov
0CQUAEDG KOPLOL O TEPUITMOCELS OLUTAOL OE
TEPLOYES LYNAOD KIvdOVOoV, OmwG €lval TEPLOyEg
pe  upeydho aplOud  cvuPavrtov  VOUTIKNG
newpateiag. To ovotuo otédvel 6e  TOKTA
YPOVIKA SLOGTNHOTO GEPE TANPOPOPIDY CTNV
Enpd ko og Ao mAoia. To mAfpopa Kot o
TAOLOKTNTNG €lval Ol HOVOL TTOV EMITPEMETOL VL
petafdrlovv To OESOUEVE TOL OTOGTEAAOVTOL.
Tov OktdPpio tov 2013, 1 etapeio Trend Micro
ékave emidelln mog éva T€To10 GUOTNUO UTOPEl
vo mopeuPAndel pe po GLOKELT] TOL KOGTIOE
poig 200 dordpa. ITo cvykekpiuéva, o avTOL
oL €100V¢ TIG eMBECELG UTOPOVoE VO EMITEVYDEL,
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Tpomomoinomn g B€onc, PopTiov, ToYLTNTOG Kot
ovopotog  tov  mholov,  Omuovpyia  €vOg
AVUTTAPKTOV «TAOIOV QOVTAGLOTOC», OTOGTOAN
Yeuddv  UETEMPOLOYIKAV  dedouévev Kot
OTOLKEIMV £PEVLVOG Kol dIU0WMOTG, TPOEDOTOINoT
Yo TOAVO VOUTIKO aTOYNUO, LE ATOTELECUO TNV
aAlayn mopeiog tov mholov kKAm. To Paocukd
peovékmmuo tov  AIS eivor 6t dev  €yet
EVOOUATOUEVO CUGTNO OCQAAELNG, OTOTE OAEG
ol mAnpogopieg mov petadidoviar Bewpovvron
avbeviikés. Xe maykoOcpo emimedo, yiveton
Tpoomabelo 0PAKICNG TOL GLUGTHLOTOC DGTE VA
amopevyfobv TéToloL €id0VG EMBEGELG Ol OTOleg
glvan TAEOV cuvnOopéveg.

To kKowovikd dikTVO ¢ TNYY] TANPOPOPLAV
vy zeaporés: H  peyddn  eamiwon tov
KOW®VIKOV SIKTO®OV NTAV ETOUEVO VO EMNPEACEL
KOl TOV VOOTIMOKO TOWMED, Kol KOPLOL TOUG
VOUTIKOUG 1oL Pplokoviol  pHeydAa  ypoviKd
SwoTpoTe Tve oto mAoio. ATO TNV GAAN, M
eEEMEN TG VOUTIKNG TEPOTEING OTIS TEPLOYES
ueydiov kwdvvov (Koimog Aden) éysr kavet
TOVG TEPATES, EKTOS OO TO Vo emTifevial 6Ta
ocvotiuata AlS, va cviiéyovv mAnpopopieg
uéow tov Facebook kot xvpiog oToygia
(potoypagpieg KAm.) mov apopovv Béoelg
ACPAAELDG O0TO MAOIO, KOTAQUYLO GE TEPIMTOON
TEWPATIKNG emifeong k.G. mpoetodloviag £101
TOVG TEWPATEG VIO UEYOADTEPES TOOVOTNTEG
emuyovg enifeong. Onwg yivetar aviinmtd, n
TOPOTAV® TEPIMTOON OeV  amoTEAEL OKPIPBOC
KuPepvoenifeon, aAAd avapépetol oTo TAAIGLO
NG YEVIKOTEPNG MAEKTPOVIKNG OCQUAENG OTO
mhoio.

AwKom AerTovpyiog TAMTHS TAATYOPNAS 0TTO
Kok6Povrio Aoywopiké: To 2010 avaeépOnke
enibeon oe Oohdoolo mAateopuo.  e&aywyng
netpelaiov oty O1dpkela mhov amd v NoTa
Kiva mpoc Notwa Apepwr). Kpiowa cvotipota
e\Méyyov  emmpeactikay  omd  KokOfovio
AOYIoUIKO pe amoTéleoua Vo akivnTomon el yuo
19 uépec uéypt va omokotootabel TANPOG.
Yoppovo, pe tov Ayyhikd vnoyvopova Lloyds
Register oavtd to meprotatikd givor £va amd to 6
mov £yovv evtomotel oe eEédpeg offshore 1o
terevTaia ypovia.

Koakdépovirog éreyyog vavourroiag: Tov lodvAlo
tov 2013 o gpguvnTik  oudda oo
mavemotnuio tov TéEog améktnoe éleyyo TOL
GULOTAUOTOG VAVCITAOTOG OTNV HEGOYEID €VOG
yot oflog 80 exatoppvpiov  dorapimv
¥PMNOooToldVTag ovokevn aflag poig 3.000
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dolapiwv yo v Kataokevn e H emiBeon
&ywve pe padlo onpato Tov 1o TAoio Ehafe péow
g kepaiag GPS kot édwoe mposPaor amd v
Enpa oT0 oo vavoirAoiog.

HapepPorny GPS: Znuepa, vmdpyovv otnv
ayopd kol TOAOOVIOL TOPAVOUN GUGKEVES
napepPoing GPS mov kootilovv Alyeg ylddeg
doldplo. Me v ovokevn avty eivan duvartni M
napepforn tov GPS omd amoctdoelg mov
eBavouv péypr mepimov 500 pétpa. To GPS
amotelel Pacik) OLOKELY YW TO  TAOIO
OedOUEVOD  OTL Olvel YPOVIGUO Kol OESOUEVA
avagopds oe oePd cuotNUdTOV OTmG gival ot
NAEKTPOVIKOL YAPTEG, TO PavTIap, 1 Yvpomvéida
KAn. Mia tétola mapepfoin ivar ciyovpo 61t Oa
ONUIOVPYNOEL  ONUOVTIKA — TpofAnuato ot
Aeurtovpyio. Tov MAoiov kol Ba KAVEL onpavVTIKA
dVGKOAT TN Ol0YEIPIOT TOVL EOIKE OE TEPLOYES UE
VYNAN VOUTIMOKTY| Kivnon.

Tponomoinon dgdopévarv NAEKTPOVIKAOV
yoptav: To cvotnuo ECDIS — (Electronic Chart
Display and Information System) sivar éva
VIOAOYIOTIKO cvoTnue mov cvvnbog Ppioketon
oTN YEQLPO, EVOC TAOTOV Ko YPTCILOTOLEITOL OTTd
T00G  OEIOUATIKODG  VOUOITAOTOG Yy TNV
TAofynon Tov mAoiov, TopPdAANAC pHE TOVG
TOPOSOCIOKOVE VAVTIKOVS YAPTEC TOVG OTOTIOVC
OVOUEVETOL VO OVTIKOTOGTHGEL GE Adyo ypovia.
To ECDIS 6ivet mhnpopopieg o€ oelpd
GLGTNUATOV TOV TAOIOVL, TO. OmOoio UE TN OEPd
TOVG GLVOEOVTOL GTO OiKTLO ClGONTNP®Y TOL
mhoiov mov &xel TposPaoct oty THAN €£660V TOV
mAoiov oto odladiktvo. Ol EVNUEPOOES TMV
VODTIMOK®V YopTdV Yivetonr cuvhbog eite péom
OldKTOOL €T aMO TO TPOGOMIKO UE POPNTH
péco amobnkevong. Ymapyovv emiong kol pio
oelpd  GAMov Oepdtov  aoceaielng OmOC 1M
duvaroTnTal avayveong, OVTIKOTAGTOOMC,
olypaeng  KAT.  OE  CULOTHUOTO  TOV
YPNOLLOTOIOVVTOL OO TOVG MKENVIKOVS YAPTEC.
Amd 1T oOoTyun WOV  KATOOC  OTOKTNOEL
KakOPBovAN mpdcoPacn oTO0  ovoTNUA, Eivol
TPOPUVEG OTL VTLAPYEL SOLVOTOTNTO VO EMNPEACEL
OMEC TIC GVOKEVEC 7OV SLCLVOLOVTAL WE TOLG
NAEKTPOVIKOVC YOPTEC.

4.3 Xyedwaopdg Acpaieiog
4.3.1

Kataypoon voretapevng
KOTAOTAGNG

¥m odon ovt] Oo  Kotaypagel m
VTOAOYIOTIKT] KOl ETIKOWVOVIOKY VLTOOOUN TNG
emyeipnong, OMAadn OAMV TOV TEPLOVCLOKOV
otoeimv (assets) tng erapeiog. Ta meplovolokd
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otoyeio pog eTanpeiag Umopel va xmplotody GTIG
TOPOKATO Katnyopieg:

e Agdopévo (Data assets): Xtnv koartnyopio
avt ovikovy Kabe €idovg dedopéva, omd
dedopéva TPOGMTIKOD YOPOKTNPO GE i
Béon dedopévav HEXPL KOl Ol KOTOYMPTOELS
o€ évav DNS server.

e Ymnpeoies (End User Services): Xtnv
Katnyopio auT GViKOLV Ol LINPEGIES TTOL
EMTPENMOVV OTOV TEAIKO YpNoTn TpodcPaom
ota dgdopéva. [a mapdderypo 1 vanpecio
npodcPacng oe p Paon dedopévav oV
EMTPENEL GTOVG YPTOTEG VO TPOCTEAAGOVV
TaL 6£S0UEVOL TTOV QVTY] TTEPLEYEL.

e Ylka Xtoyeio: H
meplhapuPdvel Tt VAIKA  oTowgio. OV
amoTeELOV  TO  LWOAOYIOTIKO  GUOTNUA,
dMAadN TOLG VTOAOYIOTEG, TO OIKTLO, LECH
amofnKeLONG KTA.

KaTnyopio o

e TomoBeoics: XZmmv  xomnyopic  owti
meplhapfdvovior Ta  dopdTtia, Ktiplw 1M
OKOULO KO OIKOTTESQ TOL OO AVIKOLY GTOV
opYOVIGUO KOl TEPLEYOLV  UEPT TV
VTOAOYIOTIK®V GUOTNUATOV.

o Aoywouké (software): H xatnyopia ovtr
umopei va ypnolonondel oe opyaviGHovg
7OV TTOPEYOLV AOYIGUIKO Ko ETOUEVOC Eival
VYioTNG onpaciog 1 TPOCTUGIO TOV KMOKO.

Epocov  yivet 1 katoypagn g
VOIGTAUEVNG KOTAGTAONC, EMELTO OvVAADOVTOL Ol
TANPOPOPLOKES SlodKaGiec ot Agttovpyio NG
etopeiog kol poodiopileTor o poAog OAMV TV
APNOTAOV, KOTATAGGOVING TOVG OE KOTIYOopies.
Kotaypagpoviar emiong 6Aeg ot dadkacieg Tng
gtoupelag mov oyetifovion e TNV ACPAAELD TOV
TANPOPOPLOKOY GUGTHLOTOS KOl GTN GULVEXELN
yiveton 1 a&loAdynon OAwV TV ototyEiny Kabdc
Kol 1 aloAdyNon TOV VEIOTAUEVOV UETPOV
acpoAieiog tovg.  Téhog, avaidovtalr ot
WOUTEPOTNTES TOV TANPOPOPLOKOD GLGTHUATOG,
0G0V apopa to evaictnto Tpoocwmikd dedouéva
OV TNPovVTAL OO TNV gTONpEiaL.

4.3.2 Avayvopion TpOTOV
onueiov - sumadardv

21 @don avt) Kol epdsov Exel yivel M
akpifnic  ektiunon kol koBoplopdg  TOV
MEPLOVCLOK®Y oTolyeimv (assets) tng etopeiog
Kol €xel extiun0el n a&io Tovg Tpog TV eToupeia,
Oa mpémet va yivel avaivor e erKvOuvOTNTOG.
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"Eva moAd onuovtikd Prpa yio v xdpoaén g
TOMTIKNG TOL B akoAovdncel N etaipeia yuo v
vAomoinon ¢ aoceoAeiag tov ITAnpopopiakon
g Xvomuatog (ILX). T'e v axpifela, £6d
yvivetor peAétn tov ekbéoemv og  KvOHVOLG
(exposures) Tov GLGTHOTOS, TPOGOLoPILovTag TIg
eum@Oeieg  (vulnerabilities) wot TG omehég

(threats) tov ovotiuotog upe Pdon  Tov
velotauevo reyyo (control).

ITwo GUYKEKPLUEVOD, n avdéivon
EMKIVOLVOTNTOG (Risk Analysis) TOV

TANPOPOPLOKOD GLGTHLOTOC OTOTEAEITOL OO TO
egng Prinata:

e H avayvopion tov ameth@v (threats)
KOT@d TOL TANPOPOPLIKOD GUCTNHNATOS:
lNa «éBe  xommyopio.  TEPLOLGLOKMOV
oTOYEIOV VLIAPYOLY KOl Mo GEPA  amd
ameléc. 1o Pripa avtd avayvopiloviol ot
OmELEG Y10 KGOE OTOLYEID KOl Ol EMTTMGELS
IOV QVTEG EMUPEPOLV.

e H avayvopion tov empépovg gumadeimv
(vulnerabilities): ‘Eva meprovoiaxd otorygio
umopel vo eivar Atydtepo gumadng mpog o
OTE KOl TEPICOOTEPO TPOG M0 GAAT.
Aevkpwiletor M evmdBewr  Tov  KAOe
TEPLOVOLOKOD OTOLYXElOV TIPOg KOOE OmEIAN
EexmploTa.

e H avayvapion tTov mOovov KoTnyopLoOv
anoiewwv  (losses): H xatnyopromoinon
yivetoar Pdoet tov Pabpod Kwddvov mov
vroAoyileTol EExmPoTa Yo KAOe amethn Ko
glvar ovuvaptnon Ol®V TV TOPATAVD,
OMAodN TOV EMATOCEDV UG OTEIANG, TOL
éyovv oyéomn pe v aflo Tov TEPLOVGLOKOV
otoyeiov, ko1 TG  gumdbelag  TOL
TEPLOVOIOKOD GTOXEIOV (OC TPOG TNV OTEIAT).

e H exripnon ™g mOavétyrag va cvppei
o aTOAELR: AQOD TEAEIDMGEL TO GTAS10 TNG
OVTIGTOIYNONG TOV OMEIMDV TOTE TPEMEL VAl
vivet n a&ordoynon ¢ mbavotmrog va
oouPel po ameld oe kdbe TEPLOVGLOKO
oToyelo, kabdg kot 1 evabela, Tov TPOG TNV
OTTEIAT] QVTN.

o IIpocdropiopog TOV 0TOPUITNTOV
TPOPUVAAEE®V YIO TNV CVTIUETAOTICY TOV
KIvovvov: Yndpyovv 3 TPOTOL
OVTILETOTIONG TOV KIVOUVOL 1) OTOPVYT TOL
KWwoOvov e TANPN amOoLPon Amd i
OCULYKEKPIUEVT] OpaoTNPOTNTO, T OmTodoyN
TOV KIvOHVOL KOl 1 UEIMGT TOL KIVOUVOL HE
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xpnon ovtipétpov  (LETpOV  ac@oAsiog).
Kotd 10 Puo ovtd avayvopilovror ta
mOove  OVTIUETPO WOV  UTOPOLV V.
€QOPUOCTOVV KOl EMAEYOVIOL OLTE TOL
GULUPEPOVY TTEPIGCOTEPO GTNV ETOPELQL.

4.3.3 MHohtikég Acpareiog

YKOmOG NG  TMOMTIKNG  OCQAAELNG
TANPOQOPLOV etvar 1 mapoyn kaTevBivoemy Kot
VIOCTHPLENG Yo {nmiuota aoPUAELNG
mnpoeopidv. H moltikn acpdieiog kabopiletot
amo TNV 610iknon Tov opyavicpol Kot Bo mpémet
va vrootpileton éumpaxto omd Ty idw. H
oAtk vt Ba mpémel va pubuilel ntpota
ACQPAAELOG GE OAOL TO EMIMEON TOV OPYOVIGLOV.

Emypappotica n obon oot
TEPIAAUPAVEL TNV KOTAYPOAPT KOl EKTOVIGN TOL
GUVOAOL T®V VOU®V, KOVOVOV KOl TPUKTIKOV
mov puBuilovv mwg ta otoryeion Swayelpilovrat,
TPOGTATEVOVTAL KOl KOTAVELOVTOL LEGO GE EVOV
opyavicud ypnotov. H ekmébvnon Ba yiver pe
Baon 1 Odibxkpion TV vROKEWEVOV (gvepyd
otoyelo TOL oLOTNUATOG OMOG  YPNOTEG,
dlepyacieg Kol TPOYPAUUOTO) KOl OVTIKEWEVOV

(apyeio, KOTAAOYOl, GUOKEVES, VMOOOYEG —
sockets K.0.), oTnplypévl 610 GUOTNUA T®V
polwv  kor  opupodtotntewv  (roles  and

responsibilities). To «kelpevo 1ng mOMTIKNG
acpdrelag Oa mpémel va yivel omodeKTO amd T
dlolknon Ttov opyovicuov. Xtn cuvéxeln Oo
npénel va dnuoctonon el oe GAOVG TOVG YPNOTEG
T0V opyovicHov. Ba TPEMEL VO AVOPEPEL TN

déopevon ¢ doiknong kol TOoV  TPOTO
TPOCEYYIGNG  TOL  opyaviopoy o€ Bépota
acPaAELOg.

H molrtic aceaieiog Bo meprrappdvet
TO, TOPAKATEO GTOLYELDL:

o Ayo0a (Assets): Kabopiopog tov ayobov
TOL OPYOAVIGLOD, OPNPNUEVOV KoL Un.

e Pélovg wor appoorotnteg (Roles and
Responsibilities): Tov opiopd yevikdv kot
€10IKOV KoOnkdvTov yio T dlayeipion g
ACQAAELNG KOL TNV avVOQOPd GLUPBAVTOV.

e XY16y0vg (Security policy objectives): Toug
oTOYOVC TG aoc@aieiog Kot Tov Koboplopod
TMEPLOPICUADV.

o [ledio egpappoyns TS  TOMTIKNG
ac@alreiog (Scope of Security Policy): Tov
0PSO NG AGPULELNG TV TANPOPOPLDYV, TO
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oKOMO NG Kol TN omovdaldTNTd NG ¢
UNYOVICUOD IOV EMTPEMEL TNV OVTOAAAYN
mAnpoeopidv. ['evikd, tov kabopiopd tnv
euPérelag g TOMTIKNG AGPAAELDS.

e Oodnyiec, KatevOuvripieg YPOUNES
(Guidelines): Tnv ene&fynon ¢ TOMTIKNAG
OCQUAENG, TOV apYDV, TOV TPOTHTOV Kol
TOV OTULTHCEMY TOL TPEMEL VO IKAVOTOLEL O
opyavIoHOC, Om®G OYETIKN  vouobecia,
TpooTociet  amd  100¢, EMATOOES — Un
GUUUOPPMOONG LE TNV TOMTIKY OCPAAELNS,
OLOEIPLOT) EMYEPNUATIKNG GUVEYELOG KAT.

o Kovitovpa, Gires moMTikés, vopoBeoia
(Culture, legislation, other policies): To
obvolo  memodnoewv, alldv,  OpYOV
TOMTIKOV, K®OIk®V OgovtoAoyiog Kot
VOU®V oL GLVOETOLV TNV KOVLATOVPO. TOV
OpYOVIGHOV.

e  Yiomoinon kor gpappoyn - Evnpépoon
Kau ooppuopemon (Implementation and
application of the security policy -
Awareness, enforcement, breach):
[Ipdkertar yioo 10 opyavoTikd TAGIGIO Yo
TNV VAOTOINGT Kol TNV EPUPUOYNG NG
TOALTIKNG aGQUAElnG KOOMG Kol EVIIUEPOOT)
TOV TPOGMOTIKOD Kol GUUUOPO®OT HE TIG
evépyeleg mov Aapfdvovial o TEpImTOON
Topafiacng TG TOMTIKNG 0oQUAEiNG.

¢ Emoxkoénnon kol avabsopnon g
noltikng (Review and audit): [Ipokeitan
Yo TV EMOKOMTNGN Kol avalfedpnon g
TOALTIKNG, OVE TAKTUKY YPOVIKE, 06T 0T
avaAoyo Kot [E TIg GUVONKEC, £T01 MOTE VA
KOADTTEL TIG OVAYKEG TOL OPYAVIGLOD.

Ot xavoveg (rules) mov Bo xabopicouvv
mv  moMtiky  aogoAeiag  Ba  exepdlovv
YEVIKOTEPES 0pYEC TNG ETOpEiog, Ba tkavomolohy
TO OPOKTNPIOTIKG amAoTNTOG (Y®pPic TEPLTTONS
TEXVIKOVG Opovg Kol EEEIOIKEVUEVEC AVAPOPES),
NG COPNVELG, TNG EVKOANG EQUPUOYNGS, Oa elval
YEVIKELGIOL KOl EMEKTAGIHOL Kot Bo amortodv
ocvppdpemon  amd OA0 TO  TPOCOTIKO  TNG
etapeiag, oto omoio O sivar dtabécpot.

Ye debtepo eminedo, otn @don avt Oa
oAoKANpmBel 1 EKTOVNON TOV  ORMOLITICE®V
OCQOAEIOG TOL TANPOPOPLOKOD GLGTHUOTOC,
COUPMOVE UE TNV OVOADON ETIKIVOLVOTNTAG KoL
TNV TOMTIKT GQUAEING TOV €xel ekmovnOel. Xt
@don ovt Ba emMAEyOUV KOL TO KATAAANAQ
HOVTEAD  OOQOAElNG  TOL  TANPOPOPLOKOV
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GLOTAUOTOG (TOV EMAAANA®V CTPOUATOV, TOL
KIPOTIGHOD KAT.) wov Ba ypnoipomonfodv g
Baon yw v dnuovpyio TOV LUNYOVICUOV Kol
TOV LETPOV TPOCTAUGIOGS.

4.3.4 TMpétvme IMMomTikdV Acpareiog

H oyedioon - vAomoinon g mOATIKNG
acQOAElOG €VOG TANPOPOPLOKOD  GUGTHUATOS
Baociletar e O1eBvidg avayvopiouéva TpoOTLTO,
€K TOV OTOI®V TO OTILOVTIKOTEPO vl Ta ENG:

ITIL (IT Infrastructure Library)

Otav 10 1982 n Mdapykaper Odtoep
OVTILETOTIGE TNV Kpion Tov vnowwv Doxiovt
dvoavacyétoe (Katd KOPO) HE TNV YOUNAN
amO00CT] TV UNYOVOYPOUPIKOV VITNPECIHV TOV
Bpetavikob kpdrtovg, pe anotéhespa vo dtatdéet
Vv Queon KOTApTIoN TUNUATOS TTPog PeAtioon
¢ katdotoong. To amotélecua ftav 1 Béomion
g peBodov ITIL. Metd and mohvet perétn Ko
Katoypoen onuoctevdnke 1o 1989-96 pe to
ovopa ITIL V1 (ayyA. m Ppiednkn ITIL,
éxdoon A’) mov amotereito amd 30 ot wALov
TOHOVG,.

H pébodoc ITIL avamtoydnke otnv
dexaetio tov 1980 amd v vanpecio Central
Computing and Telecommunications Agency
(CCTA), n omoia péxpt to 2010 ovopdlovrav
Office of Government Commerce (OGC) ko
onuepo. Cabinet Office. Meta&d 1989 xar 1998
ovykevipoOnkov ovvoAwkd 34  Pifiic  mov
apyotepa exd0ONKav vtd TV ovopocio Version
1. AxorovOnoov empueAnuéveg ekdOGEIC 0O TO
1999 w¢ to 2003 mwov ovopdotnkav Version 2,
xo a6 o 2007 n véa ITIL V3.

To ITIL xuxhoeopei ofjuepa (V3, éxdoon ') og
TEVTE TOLOVG:

e Service Strategy

e Service Design

e Service Transition

 Service Operation

e Continual Service Improvement (CSI)

H IT Infrastructure Library amevfbvetan
€ (TOUO KOl ETLXEPNOEIS OV givor vrevbuvva
Y. TOV oxedlaopo, TNV mopoKorovOnon Kot
Sdwyelpton VYNAOV TOOTNTAG VANPECIOV 1TING
mnpogopiknc. H pébodoc meprypdper e va
ouvolo PBifiiov, kuping Tig Sadikacieg Kol TOvg
polovg, kabmg Kol TO TL TPEMEL Vo, Yivel Kot Oyl
g mpénet va yivel. Eivoar xotdAAnin yio
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0pYOVIGHOVG KABe peyéBoug, eite Tov ONUOGLOL
glte 0V WO1OTIKOV TOWEN, KOl YPTOLLOTOlEITOL
oNUePa G€ OLO TOV KOGLO.

To ¢épyo mov
Bprwodnkn ITIL wg

TEPLYPAPETAL  OTNV
«Best Practices», e

emikevtpo v PeAtioon  Aetovpyiog ToV
VINPECIDV  TANPOPOPIKNG Yoo  otobepéc
OWKOVOUIKEG  emdO0EL; oG  Emyeipnong,

OKOTEVEL OFE:

e  Ymoompin yw v avartuén pebodov,
SL0OTKOGIMV KoL 001YIDV EPYOCIAG.

e AVinon Mg  TOPAy®YIKOTNTOG KOl
pLOYAELGN NG YVOONS Kot TNG EUTEPLOg.

e AdEnom g IKavoToinong TV TELUTMV.

e [lowtkd ovotua odayeipiong tov IT
VINPECLDV.

e Belktioon ™mg EMKOWVOVIOG Kot
evnuépmong pUetah Tov TPOSHTIKOD Kol
TOV TELOTMV TOV.

e Av&nom ™mg KOovoToinong TV
epyolopévov Kot peimon Tov  KOKAOL
EPYOCLDY TOV TPOCOTIKOV.

H epoppoyn g pebodov ITIL oamotehei
npobmdOeon o mv TEATOKEVTPIKT
OVTOLOTOTOINON TOV SLUOIKAGIMDY KOl VITNPECLOV
mg mnpoeopikng. H ITIL wailer emiong oe
O1eBvég emimedo yuo v vrooTNPEn eE®TEPIKMV
avafécemv €va 0Aoéva Kol O GNUOVTIKO pOAo,
0OV 01 VINPEGIEG TANPOPOPIKNG OEV TOPAYOVTL
TAEOV OE TOMIKO €TMimedo, OAAG oe évo Olebvig
dlktvo  amd  JPOPETIKEG  eTOIpEleg  ME
OLOPOPETIKEG  KOVATOUPEC KOl IKOVOTNTEG.
Kevtpwd otoyeio Opmg, mov mopopével oe
oAOKANPN TV oAvcida Tov diktHov, ivor M
o®OTH EELANPETNON TOV AVOYK®Y TOV TEAATT.

Q¢ vanpeocio ooppwva pe v pédodo
ITIL evvoeiton n mopoyn mpootiféuevng o&iog
oand toug Ilapodyovg Teyvoroyiog TTAnpopopidv
kot  Emkoweviog yopic o mapoinmng va
emPapdvetar pe emmAéov KOGTOC 1 HE TNV
avé@Anyn  kwdOveov o mEPImTOON U
EKTANPOONG.

COBIT (Control Objectives for Information
and related Technology)

Ta mAeovekTnuaTo TG PEATIOTNG XPNONS
TOV  TANPOPOPLOKDOV  GUOTNUATOV  ylo. TNV
emitevén vyning o&lag mpog €va opyavicoud
€YOVV TOAAUTAMG OVOYVOPLOTEL GTIV ETOYN UOG.
H ONUOVTIKN oAANAETIOpOo UETOED
EMYEPNOLOKDY  OAOIKACIOV KOl GUOTNHATOV
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TANPOPOPIKNG, T OVAYKN  GUUUOPGMONG  HE
VOUKEG / KOVOVIOTIKEG OROITHOEL Kol  TO
TAEOVEKTNLLOLTOL o OTOTEAEGLLOLTIKNG
TPOcEyyons Olayeipong Kwvdiveov omotelohv
YOPOKTNPIOTIKE TV CUYYPOVOV EMLYEPNCEMV.
Xmv mpoomdfeld TOv Vo vTooTNpiEEl  TIC
npokAnoels avtég o ISACA, og cuvepyasia pe to
IT Governance Institute® (ITGI) éyet
dnuovpynoer 1o mpdétvno COBIT®, to omoio
Bpioketar oty €kdoom 4.1.

To mpdétvmo COBIT kolOmter OAec Tig
avayKeg €AEYYOL TANPOPOPLIKAY GLGTNUATMV
OV TEPIEYOVTOL OTO TACICIO TOL GCULGTNHHOTOC
gotepkon eAéyyov COSO kot amoteAel koo
onueio avaopdg Y OTO10VONTIOTE
EMAYYEALATIOL TOV OTTOIOV Ol VIOYPENDCELS Kot Ot
apUOSIOTNTEG ATOITOOV TNV  OVOYVAOPIoN Kol
OVTIHETAOTIOT TOV KVOOVOV TOL amoppEOLY amod
T YPNON TOV TANPOPOPLIK®Y GUCTNUATOV.

Ot J101KNGES TOV ETAPEIDMV aEl0TO100V
t0 mpdétvmo COBIT dote vo  emrdyovv
emmpocetn ol ot emevdboel ot
TANPOPOPLOKAE cLGTH AT, KABMG EMIoNG Kot Yo
va  €€160ppomNoOVY  TOVG  KIVOOVOLG UE  TIG
amotovpeveg OkAeideg acpareiag. Ta avotepa
OTELEYN TOV EMYEPNCEDV KUl TOV OPYOVICUDV
avayvopilovv v avaykn Tng COUUOPPMOONS LE
1o mpoétvno COBIT, dote va dac@aricovy v
OTOOEKTN OLOXEIPIOT KOl TOV EMAPKY] EAEYYO TMV
VINPECSIOV NG TANPOPopknG. Ta oteréym twv
devbivoemy G TANPOPOPIKNG  AELTOVPYOVV
ooppwva pe 10 mpotvmo COBIT, wote va
EYYVOVIOL TIG ATOPAITNTEG VANPEGIES, CUUPOVA
pe TG emyelpnolakég avdykeg. Kabe eleyxrrg
TANPOPOPLOKAOY GCLGTNUATOV 0QEiLeL va Yvopilel
emapk®g to mpotvmo COBIT ywa ™ Stapdpewon
Kol TV TeEKUNPlmon TG EMAyYEAUOTIKNG TOV
YVOUNG G€ GYETIKG, OEpaTaL.

To Pooikd o©LOTATIKA TOL TPOTLITOV
COBIT, ivau to. axdéAovOaL:

CobiT Framework
Control Objectives
Management Guidelines
Maturity Models

ISO 27001

To ISO 27001: 2013 omoteiel 10 poOVO
embewpnuévo  Awbvég  Ilpdétumo vy 1o
Zvotypoto Awyeipiong Acpdielog
[Minpopoprov (ISMS). To mpdéTLRO CLTO amotTel
omd  TIC EMYEPNOES Vo  AE0A0YOVV  TOVG
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KWWOOVOLE Y10 TIG TOAD OMLOVTIKEG TANPOPOPIES
mov  dwbétovv ko va  emAééovv  TOvG
KOTOAANAOVG  eAéyyovg ooc@aieiog Yo  TOV
neplopopd tv kvduvev avtdv. To mpdtumo
avtd TOpEYEL €miong kol p AMoTo UE TOLG
eMéyyovg  acpoAelog  mov  mpémer  va
ypnowomrolovy ot emyepnoes. To ISO 27002
mapéyel ooNyleg OYETIKA LE TNV EPUPUOYN TOV
OL0OIKOCIOV OCQOAEIG 7OV OVOPEPOVIOL GTO
npotuno ISO 27001: 2013. To ISO 27001: 2013
otvel T dLVOTOTNTO OTIS EMYEPNOCELS Vo
EVOOUATOVOLY  OAPOPEG  OMAITNOELS — Omd
ToALOTTAOVG Kavoviepovg (w.y. SOX, HIPAA) o¢
éva gviaio Xoomua Awayeiptong AcQUreog Tmv
[Mmpopopidv (ISMS) ko oyt va dwyepilovron
TOALOTTAG LELOVOUEVA GUGTAILOTAL.

To ISO 27001:2013 pmopel  va
epappootel am’  OAovg TOVG TOMOVG T®V
emyelpnoemy, aveEdpmra and to péyebog, tnv
TOAVTAOKOTNTO KOl TN YEOYPAPIK TOvg 0Eom.
Avto  elvar  WOwitepa  OMUOVTIKO  YlO.  TIG
EMYELPNOEL TTOV OCYOAOVVTOL UE EUMIGTEVTIKES
TANPOPOpiES, cuumepLouPavouévmvy TV
TpamelIKO®V  KOL  TOV  YPNLOTOTICTOTIK®V
EMYELPTOEDV, 0pYOVIGU®OV VYELOVOLIKNG
neplBoAyne, VOLTIMOK®OV — ETLYEPNCEDOY Kot
ETOLPEIDV VATPECIOV TANPOPOPIKNG.

435 Xyeowopog Métpov Acparsiog

H o¢don oavt] apopd v Paociky
vAomoinon Ttov ZXyediov Aocoeoiegiog pe Tov
OYEOLOG O TOV HETPOV TTOV Ba 1KAVOTOIN GOV TIG
OTOTNOELG AGPUAELNG TOV GVGTHUATOG.

Ta pétpo  mov  oyeddlovion  Oa
KOADTITOLV TIG TOPOKATO PACIKEG KATYOPiES:

o Opydvmon Kot dlayeiplon TS 0oPIAELNG
TOV TATPOPOPLAKOD GUCTIHLOTOG

o Aocopdliela avamTLENG KOl GLVTHPTONG TOV
TANPOPOPLOKOD GUGTHLOTOG

e Dvuown aopdieln

o Aocopdlela dedopévev

e Acopdliela TNG VTOAOYIOTIKNG Kot
TNAETIKOWVOVIOKNG VTTOOOUNG

Ta pétpa mov a@opodv TV opydvmon
kot Tt Owyeipon tov ILE. mo cvykekpipéva
aeopolV Tov oyedlaoud g aceaietog tov [LE.,
TOV KMOKO OE0VTOAOYIOG TOV OPYAVIGUOD, UETPQ
WG TPOG TOV €AEYYO KOL TNV EMOMTEID TNG
acpdieag tov [LE. 0AAd Kot ®G TPOg TOLC
POAOVLG KOL TIS OPUOSIOTNTEG Yo TNV Olyeipion
m¢ acpdietoc. Emiong, meptlappdvel kot pérpa

Acodreio IIinpogpoploxdv Zvotnpdrev otn Novtidio

Yo TN EKTOIOEVLOT KOl EVUEPMOT] TV YPNOTOV
yio Tic Swdikooies kol yeEVIKOTEPO Yo TIG
Aertovpyieg oyeTIKd pe TV acedieio Tov I1L.E.

Ta pétpa mov a@oOpovV TNV AGPAAELD

avamtuéng Kot v ovvippnon tov ILE.
mepthappavouv pETpOL avamTuéng Ko
GLVTHPNONG EQAPLOYDV (Application
development and  maintenance), uétpa

dwyelptong kot vrTooTNPENG  VAKOL Kot
Aoyopucod amd mpounBevtég (Vendor support-
contracts  reliability), «kaBdg Ko pétpa
AmOYPOPNC TOL VAIKODL KOU AOYIOUIKOD Kol
dwyeiprong Tov aAlayonv (hardware and software
inventory).

Métpa vy TNV QUK  OCQAAELN
AmOTEAOVV T UETPO. YO TNV OCQAAEWD T®V
KTIPOKOV  EYKOTOCTAGE®DY, TOV  €EOMAMGHOD
TANPOPOPIKNG OAAL KO TNG TNAETIKOIVOVIOKNG
VTOJOUNG OTTMOG Kol PETPO MG TTPOG TIG PUOIKEC
KOTOGTPOPEGS.

AMM o onpovtikn Kotnyopio HETp@V
glval oVt yloL TNV AGPAAELN TOV OESOUEVOV KoL
TePAaUPAVEL TOVG UNYOVICUOVG €EACPAAIONG
NG OKEPALOTNTOG KOl TNG EUTIGTEVTIKOTNTOG TOV
dedopévov  kor Tt pétpo Yoo TNV
KOTYOP107oinoT kot Ta&vouno” TV SE00UEVOV
(Classification of data).

Oocov aQopd mv AoPAAELDL
VTOAOYIOTIKNG KOl TNAETIKOWOVIOKNG VITOOOUNG
€0 ovykatoréyovioar To €€NG: Ol JladIKOGIEG
Suyelpong ePedPIKOV avTlypae®mv 0cQUAEing, Ot
SL0dIKAGIEC AVTIUETMOTIONG 1DV, Ol JOOIKUGIES
dwyelptong  ocvvOnuaTiK®V Kol EAEYYOL
npoonélaong oto [LE. kabmdg kol Kataypoeng
napofrdoewv. Emiong, kot 6Aa ta pétpa yio v
ACQPOAEIL  TOV — EQOPUOYRDV, TOV Pdoemv
dedopévov , TV SIKTVOV KaBdS TG AoPAAELNG
KATA TG CVLVOESTG OTO J1AOIKTVO.

4.3.6 Tpomor Acpareiog 6g YMKO -
Aoyropko - Agdopéva

Kotd kopovg €govv mpotabei didpopa
povtéda  ao@dAElng  eveg  TANPOPOPLOKOD
ovotiuotog. Ta poviéda avtd Yp1oLLoTolovvTIL
0T oLVEXEW ¢ PAcm Y T OMuovpyic TV
UNXOVICUOV KoL TOV UETPOV TPOCTAGING. XTN
GUVEXELNL OVOPEPOVTAL TO MO YVAOOTA Ond To
HOVTELQ QLTAL.

e  Movtého Tov Kifotiopod
e  Movtého Tov Katardyov
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e  Movrtéro tov [livaxa
e  Movtéro tov @iktpov
e  Movtého Tov ETdAnlov Ztpopdtov

To povtého tov KiPoTIcHOD £€xel TO
TAEOVEKTNUO. OTL OTO  OQopa  TEPIPANLOTA
UTOPOVLE VO SMCOVUE SLAPOPO OVOUATO (PLGIKT
0oQAAELD, AOYIKN Oac@OAEWD, K.A.M.), OmdTE
éyovue €va LovTELO pe evpeia epappoyn. Ouwmg
€XEL OVO ONUOVTIKG LLEIOVEKTIILOTOL:

e [hom ™pnon tov pétpov tpo@dAacng
o€ €vo eminedo dlvel TNV EVILT®MOT OTL
pumopel vo ddoeL amOALTN ACPAAEL OE
0AOKANPO TO GOGTN L.

e FEival éva otatikd poviédo, apov Ogv
mpoPAémel Katl, ovte ompileTrol oTIg
VIapyovoes  oxéoels  oAANAeEapTnong
UeTAED TOV GTOYEI®Y TOV GVGTAUATOG,

T660 10 LOVTEAD TOV KATAAGYOL OGO Kol
avtd TOL TivoKa divouv EUQOOT) OTIS TPUKTIKES
TAEVPEG  EQUPUOYNAG TOV HETPOV  OCPAAELOC,
Yopic vo owtilovv Vv oyxéon TOvV HETPO®V Kol
Tov cuvinkov ameidng. To peovéknpa avtd
eaiveror va  appilovetor 010 pOVIEAO  TOV
eiditpov. Oupmg, kou t0 Tplo OLTE pOVTEAQ
e&axoArovBovv va eEetdlovv To GUGTNUO GTATIKA.
To poviého TV eMOAMNAOV CTPOUATOV OEYETOL
OTL 1 ACQAAEID EIVOL TOADTOPAYOVTIKY KoL UE
oAANAemOpaoelg kal avTueTonilel to 0éua pe
plo ovotnuatiky] Stadwkacio, onAadn pe Kold
dlateTayuéva Kol axpif®dg opicupévo,  Pruata
petdfaong ond eminedo o€ eminedo. Ouwg ivar
YVOGTO OTL 1] GUOTNUATIKN TPOGEYYIOT], E101KA
OTNV OVATTLEN TANPOPOPLOKDV CLGTNUAT®V dEV
divel mhvto kovomomTikG oamoteAéopota. H
wpocéyylon ovty Oo mpémel va cuumAnpmbet
®ote vo apPfiuvBodv To HEIOVEKTAUOTO TTOV
ToPoVCldlet.

4.3.7 Yyéo0 avaxkapyng omo
kotactpopég (Disaster Recovery
Plan)

To Zyéd10 Avaxouyng amd Kotaotpopég
CUUTANPOVEL TO oxéd10 aoQaAEiag,
KOTOYPAPOVTOG TIG Sl0OIKAGIES KOl VAOTOIMVTOG
pétpa mov eEacparilovv v etaipeion otV
OVTILETAOTION TETOLNG £KTAOTG KATAGTPOPADV TOV
OVOLHOTIKG gival adOvatn 1 dupeon (1 €0T® evtdg
Myov opodv /Kot NUEPOV) ETAVUAELTOVPYIX TOV
TPOTEVOVTOS  TANPOPOPLOKOD  GUGTILLOTOG.
A@opd 600 Pacucég Kotnyopieg:

0)) TEPIMTAOGELG SVGAELTOVPYIOG
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B) mepumTdoELg OAKNG KOTAGTPOPTG.

To Zyédo Avdaxopyng and Kotaotpopég
0o Tpémel va TepriapPavet:

o Ilpocdopiopd mbBoavdv  Kwddvev Kot
kpunpiov yw evepyomoinom tov oyediov.
[Ipémer vo vrdpyovv cageic Kol YpOmTEg
duadikacieg wov va BEtovy Tov opyavicud oe
Katdotoon  EKTOKTNG  OvAYKNG Kot va
EMTPEMOVY avVAKANGT TOV GYediov.

o [Ipocdopiopd TV GNUOVIIKOV AEITOVPYIDY
KOl TOV OovTioToly®v cvotnuitov (critical
functions and systems) tng etarpeioag,

o  KaBopiopd g otpotnytkig tpootaciog
(protection strategy),

o Iegpdpynon TV  SpACTNPOTHTOV Kol
KoOopIoUOC  MPOTEPAUOTHT®OV YO TNV
EVEPYOTOINGT  TOLG OTO  EVOAAOKTIKO
GUGTNLOL,

e [Ikdvo YAlomoinong HE  OPUOSLOTNTEC
MPOCOTIKOD KOl  YPOVOTPOYPOUUATIGHO
gvePyEI®Y  amokoTdoTaong. To  oyédo

MPEMEL VO TTEPLEXEL 0L KOTACTOOT HE TO
HEAN TOV TPOcOTIKOL TTov B KAnBovv oty
MEPIMTOON  KOTAGTPOPNG KubDg Kol  To,
MAEPOVO TOV TPOUNBELTOYV VAIKOD Kot
AOYIoUIKOD, T®V CNUOVIIKOV GUVEPYUTOV 1|
TEAOTOV, TOV OTOUOV 7oV Ppiokoviol G€
SlOQOPETIKEG  €YKOTOOTACE 7ov  Oa
ypnoorombovv amd v emyeipnon y
GUVEYIOT) TNG AELITOVPYIOG TNG.

To Zyédo Avaxouyng and Kotastpopég
Oo Tpémel Vo TPOYHOTELETOL KO TNV OVOKOWT
MG AELTOLPYIOG NG VWOAOYIGTIKNG KOl
EMIKOIVMVIOKNG VTOOOUNG HETA Om0  PUOIKEG
KATOOTPOQES  (QOTIEG, TANUUOPES, GEICUOVC,
KTA.). EmmAéov, ektog amd tOo AemTOUEPELOKO
oxé0l0  omokatdotoong  AEltovpyiog  TNg
gtoupeiog, Ovvatal vo exkmovnOel éva oyédio
avakapyng and Kataotpoen mov Ba mpoPArémel
Kot epedpikn eykatdotaon (disaster recovery
facility), eved efetdleton wou 1o Bépo g
dudbeonc evardaxtikfg tomobeoiag (alternate
site).

4.4 Ylomoinon Acopoieiog
441 ’Eleyyog Ilpécpaocnc Xpnotav

Xtox0c  elvan  va  efacpaiicbel  m
TPOSTELUGT AT €E0VGL000TNLEVOVG YPNOTEG KoL
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va, TpoAneOet  pn-eEovcsrodotnuévn mpdcfoon
OTO TANPOPOPLOKE cvoTUaTH. G0 TPEmEL va
VIAPYOVY OVOTNPES OladIKaoieg Yio TOV EAEYYO
m¢g TPOGPROCNG TOV YPNOTAOV oTd  ddpopa
TANPOPOPLOKE GLUGTAUOTO Kot TIC VANPEsiec. Ot
dwdkaciec ovtég Oo Tpémel va KOAVTTOLV
oAOKANpPO  TOV KOKAO NG mpdoPaocng ToV
YPNOTAOV, OO TNV OPYIKN ONA®GN TOL YPNOTN
0TO GUOTNUA, UEYPL KOl TN dlypoen TOL amd
avtd. Edwn tpocoyn| anarteiton 6tov Kabopiopo
TOV SIKAIOUATOV TOV YPNOTAV, OGTE VO UV
UTOPOVV VO, TOPAKAUYOLV TOVG UMY OVIGLOVG
aoc@dielng TOL  cvotiuotoc.  Ilpotewvoueva
pétpo:

Awodikacio eyypaeng ypnoTov

e Awyeipion mpovopiov xpnotdv
Awyeipion damiotevtnpiov (credentials)
TOV YPNOTOV

o Embempnon wpovopiov Tov ypnotov

442 TIpoonéraocn - Enetepyacia
ogoopévav

Ykomdg elvar 1 oamotpomn NG U
e€ovclodotpévng TpocPacng otTig TANpoPopies
MOV YPNOLLOTOOVVTIOL  amd TG  OLUPOPESG
epopuoyéc. Oa TPEMEL VA YPTGLLOTOLOVVTOL
E0IKO PECO OGPAAELONG Y10, TOV TEPLOPICUO NG
npocPacng otig epappoyés. H Aoywkn mpdcPaon
o€ AOYIGHIKO KOl TANPoQopiec spapuoydv Oa
mpémer  va  mepropileTon povo GTOVG
gEovoodotnuévoug ypnotes. Ov epappoyés Oa
TPEMEL VOL:

o  EMéyyouv v mpodcPacn TV YpNOTOV OE
SLpopeg TANPOPOpPiEg Kal AELTOVPYieg TV
®  EQUPHOYDV, COUEOVO HE TNV KaBOopIopévn

TOMTIKN er&yyoL mpocPacng  Tov
OPYOVIGLLOV,

o [lapéyouv TPOGTACIN ano un
e€ovclodotnpévn TPOCTELOCT UEC®
OTMOlIGONTOTE  VANPECING,  AOYIGUIKOD

AELTOVPYIKOD GLOTAKOTOS Kol KOKOBOLAOL
Aoylopikod, mov  elvor  wKovd  va
TOPAKAUYOVY TO, UETPO. TPOCTOGING TOV
GUGTNOTOC,

e Mnv OSwkvBedovy TV ao@AAElD GAA®V
GLOTNUATOV, LE Ta, 0TToia, Stapolpalovot
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443 Tpootocio Bacewv Agdopévov

Oocov agopd v acedieln Pdoemv
dedopévav, Ba mpémel va Aoupdvetal v’ oy
o0TL 1 Paon dedouévav givar £vo GUGTNUO TOL
eKTELEITAL OE évav LTOAOYIOTN, TAV® OO Eva
Aeltovpyikd ocvotnuo, Kol £Tol ennpedleton
dupeco amd TOLG UNYOVIGUOVS OGPAAELNS TTOV
TapEYEL 0 ovvovaoUog aVTOGg
vAkov/Aoyicpukoy. Av yio wapddElypo  To
AELTOVPYIKO COOTNUO OEV TAPEXEL EMOAPKEIG
unyoaviopovs dtokpifwong tavtotnrag, n faon
dedopévov Bo mpémel Vo LAOTOWOEL S1KOVG
ms. Emiong, av 1 Paon  dedopéveov
amodnkeveton  oe  apyele  mov  dgv
TPOCTUTEVOVTAL EMAPKADS OO TO AEITOVPYIKO
GUGTNHO, Ol UNYovicpol gAéyyov mpocPacnc
OV VAOTOOVVTOL OO TN Pdon dedopEvev
UTopovV va Topakopedovy, amid dtapdlovrog
N TPOTMOTMOOVTOG TO apyeid o€  emimedo
AELTOVPYIKOV GLGTHUATOG.

Baowol kavoveg yioo v mpootacio
Tov Bdoemv givar 0Tl TOGO KATA TN GACT TNG
eneepyaciog TV TANPOEOPLOY OGO Kot KOTd
™ @4on NG UETAO0ONS TPEMEL APEVOS VO
EKTEAEGTOVV GTO GUVOAO TOLG OAEG Ot
0COANYiES KO OPETEPOL OTL Va. epapprolovTat
OMOL Ol KOVOVEG OKEPALOTNTOS TOL  EYOLV
oplofet yio T Pdomn dedopévov.

Ye  yevikég ypoupés pio  Pdon
dedopévev Bo mpémet v SlPLAGCGCEL TNV
EUMGTEVTIKOTNTA.  TOV ~ TANPOQOPLOV TNV
napéxovia mpdcPacn o€ €£0VGLOOTNUEVOLS
YPNOTEG, TNV OKEPAOTNTO TV TATPOPOPIDV
™G kabdg kot v dwbecipdomta tovg. H
EUMIOTELTIKOTNTA TV TANPOPOPLOV
EMTLYYAVETAL e TOV EAEYYXO TPOCPAONG OTIC
BA, ®ote va dtoamotdveTton av Evag ypMotng
€el to Owoiopo vo,  YPTCLOTOUCEL  TO
ocvotnuo Pdaoewv  dedopévov N Oy T
dwokpifoon ™C TOLTOTNTOC TOV  YPNOTOV
YPMNOLOTOIOVVTOL O1 TOPOKATM TEYVIKEG:

o  Awkpipoon TavtoTnTOS pHE dvopa
APNOTN-6VVON pOTIKG.
H Bdon dedopévov dabétel koatdioyo
HE TIC €YKLPEG OVTIOTOUYIEG OVOUAT®V
YPNOTAOV KOl CUVONUOTIKOV (OGTE VO
amo@acilel Yo TO0 av To TAPOLCLUCHEVTA
dwmotevtipla elvar Eykvpa. H teyvikn
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auT €lvor ypnoun Otav To AEITOLPYIKO
ocvoTNUo  0ev  TOPEYEL  OEOMOTOVG
LUNYOVICHOVG O10KPIP®ONS TANTOTNTOG TMV
YPNOTAOV 1  OTAV  TPAYLATOTOLOVVTOL
ouvoéoel; MHECm  OkTtvov  otn Pdon
dedoUEV@V, OTTOTE 1] TAVTAOTITO TOV YPNOTN
OTO AELTOVPYIKO ovOoTNUO dev  &ivan
dwbéoun 1 a&omoT.

o Awkpipoon TovtéTNTOS OO TO

AELTOVPYIKO GVGTI AL

¥’ aut) TNV mEpintoon 1 mTpoOcPao
otv BA ompiletonr otovg pnyoviopong
TOV AEITOVPYIKOD GUOTAUOTOS Yo TNV
dwkpifoon ToavtdoTNTOC. ATO TN OTIYUN
OV €vag XPNOTNG EXEL AVAYVMOPLOTEL OO
TO AELTOVPYIKO CVOTNUO KOL O ¥PNOTNG
AELTOVPYIKOV GUOTNHOTOG glvan
€€0VG1000TNUEVOC VO YPNOIUOTOlEL T
Baon odedopévav, dev (ntdtal Kovéva
TPOCHETO OTOLYEID YL TNV TPOCTEANCT
Tov ypnotn ot Pdon dedopévev. H
TEYVIKY LT dev pmopel  va
XPNOLOTOE TN ®g OTTOKAELGTIKOG
unyoviopog dakpifmong tavtdtrag oe
CUGTNUOTA OTOV  EMTPEMETOL  OIKTVOKT)
npocPacn ot Pdaon dedopévev, kabdg
ypewdleton  kabe ypnomng  va  €xet
AOYOPLOOUO OTO AELITOVPYIKO GUOTNLO.
Eniong, mpéner va ypnoyomoteiton povov
OTOV  TO  AEITOLPYIKO ovoTNUO  €XEL
EMOPKAC a&10moTovg UNYOVIGLOVG
dwakpifwong TovtdTnTOG.

o Awkpifpoon TavtéTnTOS péCM
KOOOMKOV vANPECIOV KATAAIYOV.

O ypnotg ecdyet Eva dvopa Kot Eva
ovuvOnuatikd Kot yo dakpifwon Tov 10
oLOTNHO  JloLVOEETOL  pe  KOBOAMKES
vnpecieg kotaddyov. H mpocéyyion avt
€Xel TO TAEOVEKTNLOL OTL TPOoWOET TN Yp1on
KEVIPIKOU  onueiov  @OAoEng TtV
dwmotevtnpiov cvvoeonc. Eyxovtag €va
KeEVIPIKO onueio @oAaéng, eivar dvvatov
OAEC Ol EVOTNTEG AOYIGUIKOD TTOV OTONTOUV
motonoinon (Aertovpykd cvotnuo, Pdon
0edoUEVAOV K.AT.) VO GUVOLHAEYOVTOL LIE TO
onueio  owtd, o0Tg ®ote  KABe
YPNOLOTOEL éva povo Cevyog
dwmotevnpiv Yoo  TPOCTEANCT  OE
OAOVG TOVG TOPOLG,.

H axeparotnto tov dedopévov ota
ovotuote  Pacewv  dedopévev  omoTelEl
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Baocwkn mpobmodeon yroo avtd Kot Tor dedopéva
TPENEL VAL S1LGOLOVTOL GE TEPMTMSELS PAAPDV
VAKOV KOl QUGAELTOVPYIDV TOV AOYIGUIKOV, Ol
TPOTOTOMOELS TPEMeEL va yivovtar pdvo amod
€Eo0VG1080TNUEVOLG ¥PNOTEG Ko KADE popd va
EMOTPEPOVTIOL  TO  OEOOUEVOL  TOL  £YOLV
amobnkevtel. Xe mepimtoon mopaPioacng g
aKepalOTNTOG, Ol  EVOLUPEPOUEVOL  YPNOTEG
TPEMEL TOLANYIGTOV VO, EL00TOIOVVTOLL.

H ouvown okepadmra g Pdong
dedopévov ovoyetiCetar pe ™ @Bopd Tov
UmopodV va LTOGTOOV TO HOYVNTIKG HEGO
amofnkevong and dtokomég peduatog, PAAPeg
KUKAOPATOV 1 Quololoyikny  @Bopd. To
ovotnuo Bo mpémel va TOPEYEL UNYOVIGHLOVGS
AVAKOLUYNG OO TO COUALN KO OVAKTNONG TOV
dedopévov. ‘Eva  tpdmog  SapOAaing g
(QULOIKNG  OKepAOTNTAG &lvar 1 TNpNOM
eQEOPIKOV  avtiypapov. o to  epedpikd
avTiypoQo €ivol ONUOVIIKO VO HITOPOVV Vo
Aoppdvovior  evocm n  Paon  dedopévev
Bpioketar ev Aettovpyia.

444 TIlpootacio AtktOmV

Ytoxoc  etvar M omoTtpomn N
g€ovolodotnuévng mpocPacne oTIG  SIKTVOKEG
vanpecies. H mpdoPacn oe ecmtepikés oAMG Kot
o€ eEMTEPKEG OIKTLOKEG LINPETieg Ba mpémet va
glvar  eheyyduevn. Avtd eivar  amapaitnto
TpoKeWEVOL va eEacpolabel OTL o1 YPNOTEC TOV
SIKTLOK®V ~ VANPESIOV  OEV  UTOPOLYV Vo
ATEICOVY TNV ACGPAAELN CVTAOV TOV VIANPECIOV.
Mo avtd Oo pénet vo e&oopoiicbei ot

e Ymdpyouv ol  KATOAANAES  SIEMOQES
(interfaces) peta&h tov  diktHOL  TOL
0pYOVICUOD Kol TV  OIKTO®V  GAA®V
opyovIcU®OV 1 ONUOCIOV SIKTOMV.

e  Ymdpyovv KATOAANAOL pnyovic ot

avbevtikomoinong ypnotav kot e£0mTMo oD,

o EmPdileton eleyyouevn mpocPfocn TV
XPNOTAOV GTIG TPOCPEPOUEVES VTN PEGTLEC.

H yopic npoctacio mapoyn vranpeciodv
EMTPEMEL TNV EKUETAALELOT TOAVOV VTOPKTOV
AdVVOLIDV ato TpiTovg, e oKomd TV Tapafioon
™m¢ acpdiewc. o 1o Adyo avtd, kpiveton
amopoaitnt 1 vAomoinon  eeldikevuévmv
unyovicpmv  aoediewng oOmwg Firewall, Web
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Access Systems, Mail Security Systems, Network
IPS/IDS.

H etoipeia e&acpariler v mpoctacio
TOV OIKTO®V TNG UEC® €VOC OAOKANP®UEVOL
mokétov oogoleiag to End Point  Security
System, to omoio oToyevEL GTNV LAOTOINOM
VANPECIOV AGPAAENG GTNV TOAN TOL OIKTHOL
(Gateway Security) amd kot Tpog T0 d1adiKTLO.
O1 Baotkég vnpecieg aceareiog ivar:

Firewall

Antivirus

Antispyware

Antispam

URL Filtering

DMZ (De Military Zone)

Intrusion Detection / Prevention Systems

4.5 Egappoyn tov wpotomov 1SO 27001 ot
Navtihia

451 IieovekTipoTo TOL TPOTHITOL

1ISO 27001

To I1SO 27001:2013 eivar éva debvag
aVAYVOPICUEVO TPOTLTO TO OTmoio TPocdlopilel
TG TpOdWypaPES Yoo TNV dayglpon g
0CQUAEDNG TV  TANPOQOPIOY. Mmopel va
ypnoyorondetl and groupieg, mov emBovpovv va
EYKOTOGTNOOLY KOl Vo PEATIOGOLV TNV AGOAAN
Slayelplon TV SESOUEVOV TOVG Kol TMV TEAUTMOV
Tovg. Mepikd omd To TAEOVEKTAUOTA Omd TNV
EQOPLOYN KO TNV TOTONOINGCT VOGS GLOTHLOTOG
dlxelplong aoeAielng TANPOPOPIOV Pacel Tov
ISO 27001 etvou:

o Efacearilel couUOpOOCEI; O O, GEPA
OmoutoVEVOV Kavoviopay, Oomwg HIPAA,
FISMA, GLBA, k.Ax.

o  Kabepovel OTTOLTOVUEVOVG YEVIKOUG
EAEYYOLG OV OTOLTOVVTAL Y10, EMOEPNCELS
tomov SOX, SSAEI6.

e Avayvopiletot ToyKooUImG G v TPOTLTO

vyio ™ Awgyeipion  Acpdielng TV
[IAnpogoprv (ISMS).
e Mmopel va e@appootel oam’  OleC TIC

enmyelpnoelg avelapttog ueyébovg, €idovg
1 goong.

e H ovveyng oa&woroynon Ponbd oty
dlTpNoN NG OMOTEAECUATIKOTNTOG TMV
eAEYY®V acpaleiog.

e AvEQvel TNV EUTIGTOGHVI TOV TEAATDV.
[Mopéxet dvvatdmTa.  YpIYOopov
EVIOTIGUOV KOl OTOUOVOGCNG OTOI®MVONTOTE
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mopoflicewv ac@arEiog.

452 Xyeowoopoég ISMS

H vavtihioxn emyeipnon npémet va Kavel
T1g €&N¢ KV oEIc:

e No xafopicel t0 avtikeipevo kot to opla
tov ISMS amd mhevpds YopaKINPISTIKOV
mg emyeipnong, g 0éong g, TOV
otoyelov  teyvoloyiag KkabBdG kol va
ouumePIAapeL TUYOV AemTouéPELEC
eEapéoemv and to oviikeipevo, Tig omoieg
0o attioAoynoet.

e Na kabopicer moirtikn ISMS Paciouévn
OTO. YOPOKTNPIOTIKA NG emyeipnong, ot
0éon g, OTO EvEPYNTIKO 1TNG Kol OGNV
teyxvoloyia g, M omoia:

» Oa meprhapPaver  évo  mhaicilo
KaBopiopon otoywv kot Ba
Kabepovel yevikég KatevBovoelg kot
apyés ywo v oavainym Opdong e
YVOLOVO, TV ACQAAELY, TTAPOPOPLDV.

» Qo Aapfdvel vwoym T SOLAEWN Kol
TIC VOLKEG 1] KOVOVIGTIKES OTOLTIOELG

KOl TG OULUPATIKEC  VTOYPEDGELC
acQaAeiog.
> Oa gvBuypappileron He ™

oTPOTNYIKN Oloyeiptong Kivobvmy NG
emyeipnong, oto TAMIcLo TG omoiog
B0 viomombel m eykatdotacn ToOL
ISMS.

»  Oao xobopilel Ta kpunpla pe Paon ta
omoia Oa yivel a&lordynon kivohvov.

» Ba é&yet AaPet
droiknomnc.

v éyKplomn g

e Na xobopicer v "mpocéyyion extiumong
Kvovvou" e Baon ta e&Ng:

» 0Oa mpocdiopicel o pebodoroyio
alohdynong Kwddvev, KotdAAnAn
v 10 ISMS, yio v acedrelo TV
TANPOPOPLDY, VIO TIG VOUIKEG KOl
KOVOVIOTIKEG OTOLTHGELG.

» Oo opicel kpunpwn  omwodoYNS
Kivdovov kot Bo mpoodlopicel Ta
eMimeda 0modoYNG TOVG.
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Na mpofel 6€ eVTOMGUO TOV KIVOLVOV O
edng:

»  Oa evIoTioEL TO TEPLOVGIAKE GTOLYE LD
TOV  OVTIKEWEVOL  EQOPUOYNG  TOV
ISMS kabmg ka1 Tovg 1G10KTNTEG TOVG.

» Oa mpocdlopicel TG omENEG Yo TO
TMEPLOVGLAKA GTOLYEIN.

» Méow g avdAvong TV aneildv Oa
TPocdlopicel T TpWTE onueio Tov
EVOEYETUL VO TTPOKVYOUV.

» o TPOoOIOPIGEL TIG EMMTMOELS TOV
EVOEYETOL VO €YEL 1] OMMAEL TOV
pryovov  CIA  (Confidentiality -
Integrity -  Availability) ota
TEPLOVOLUKA GTOLYEINL.

No avaivoer kot vo  aEl0AOYHGEL TOLG
Kwdvvoug (Risk Assessment)

» AZoloynon 1oV EMATOCED®V TOL

pmopel  va  WpokVvYOLV  AOY®
amoTUYIOV o1 Jlayeipion NG
0oPAAELNG.

> A&oloynon g PEAAICTIKNG
mBavotntag va cupufovv  amotvyies
o Olayeipion G 0oQUAENG
OEJOUEVOV TOV TPOTMOV oNUeEinv Kot
TOV VLOPYOVCADV ATEILDV.

» No amopaciotel av ot kivduvol givol
0TOOEKTOL 1 OV aTaTovV d10pO@TIKEG
evépyeleg upe Paon to  kpiripu
OTOd0YNG TOVG.

No 7pocdiopicet kot vo  afloloynoel
EVOAMOKTIKEG EMAOYEG YLOL TV OVTULETOTION
TOV KIVOOVOV.

No emiééel otoyovg eAéyyov kabmg Kot
TOUG EAEYYOVG YO TNV OVTIUETOTION TOV
KWOOvVav.
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Na AdPet v €ykpiomn ¢ 010iKNONG GYETIKA
HE TOVG TPOTEWVOUEVOVS EVATOUEIVAVTEG
KIVOUVOLG.

No AdBel v €ykpiomn g dloiknong yio v
vAomoinon kKat Agttovpyia Tov ISMS.

Na cvvtéEer Anlowon Egappocipdtrog.

453 Eg@appoyn tov ISMS

H vavtidioxy emyeipnon tpémet va Kavel

T1G €&Ng KN oEIc:

Noa dtatvndoel oxédlo peimwong Kvohvov, o
omoio, 6Oa mpoodiopilet TV  cLOTN
duyeiptomn, Tovg TOPOLE, TIS ELOHVESG Kt TIC
TPOTEPAOTNTES  Oloyeiplong KwvdOvev Yo
TNV ACOAAELD TV TATPOPOPLDV.

Noa gpapudcel 1o oyédo peimong Kivohvov
TPOKELEVOV vo, emtevyfovv ot
TPOKAOOPIGUEVOL GTOYOL EAEYYDV.

No epapudcel Toug €AEyyovg Tov £Yovv
mpoemikeyel  kou  gykpldel  dote  va
1KovoTon 0oV o1 GTOYOL TOVG,.

No «kofopicet tov Tpdmo pétpnong g
OTOTELEGUATIKOTNTOC TOV EAEYY®V KOl vV
TPOodopicel WG aVTEG Ol pPeTpnoels Oa
ypnoonomfovv legn\Y TOPAYMYY|
GUYKPIGIU®V OTOTEAECUATOV.

Na epappocet Tpoyplppate KatdpTions Kot
gvoicOnronoinonc.

Noa dwyepileton ) Aertovpyio kKabdg Kot
Tovg TOpovg tov ISMS.

No epoapudcel oadtkocieg Kot EAEYYOVG
wavovg  va  emrpéyouvy TN ypRyopn
aviyvevon cvuPdvtov aceaieiog kol ™V
OVTILETAOTOT] TOVG.
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