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Abstract—Telemedicine is the one of the most important developments in the field of engineering science which integrates technology with medicine. And when it comes to shipping, the incorporation of telemedicine technology is the best thing that could happen to the shipping sector in the recent times.

Telemedicine involves using equipments like satellite and internet connectivity to provide medicinal assistance to people who live in isolated areas and are unable to secure immediate physical medical help. In the shipping sector, the use of telemedicine, telemedicine technology and telemedicine equipments like electrocardiogram (ECG) machines connected to satellites and internet are extremely beneficial simply because a ship cannot be expected to dock at a port in case of any situations involving medical emergencies.
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I.  Introduction

    Telemedicine, literally medicine at a distance, is the delivery of health care over long distances using medical knowledge combined with communications and computer technology. Aspects of this field include clinical medicine (diagnosis, treatment, and documentation) and academic medicine (research, education and training). Selected features of telemedicine have been in place since the advent of the telephone and have been effective in limited and unique situations, typically aiding the delivery of health care in remote locations and in circumscribed support of education and training. Costs, reimbursement policies, liability issues, insufficient standards, and technological limitations have constrained its further development and utilization. Only recently have advances in information technology and the potential for global communications positioned telemedicine as a serious force in clinical and academic medicine.
II. What is Telemedicine?
Telemedicine is the use of telecommunication and information technology to provide clinical health care from a distance. It has been used to overcome distance barriers and to improve access to medical services that would often not be consistently available in distant rural communities. It is also used to save lives in critical care and emergency situations.

Telemedicine can be described in many different ways, depending on the level of technology used, main purpose of its use, and transmission timing. At the lowest level, telemedicine could be the exchange of health or medical information via the telephone or facsimile (fax) machine. At the next level, telemedicine could be the exchange of data and image information on a delayed basis. A third level could involve interactive audio-visual consultations between medical provider and patient using high-resolution monitors, cameras, and electronic stethoscopes. This level is currently receiving much attention in literature and demonstrations.

A more comprehensive telemedicine system would integrate all components of technology for clinical, medical education, medical information management (also called informatics), and administrative services within a common infrastructure. The relationship of these components is shown in the next figure.
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III.  Short history of telemedicine
The history of Telemedicine began with the telephony and telegraphy in the end of the 19th century. Until the end of the first quarter of the 20th century, sea voyages were the main means of long-distance and international travel. The 1920s and 1930s saw the introduction of several radio-medical services that continue to develop. In the next years we have to mention the development of television and the various space programs especially by National Aeronautics and Space Administration (NASA) of the United States while telemetry had significant advances in the effects of gravity on blood pressure and the other vital signs. In the 1970s telemedicine had better opportunities with the satellite communications especially for emergency situations. Projects in that period focused on the capabilities of equipment and their clinical applicability. The next decades brought fast development to Telemedicine services because of the augmented role of Personal Computers (PCs) and information technologies that covered more public needs with more speed and quality. From the 1990s we have the explosion of the Internet all over the world not just for tele-education but as the way of providing health care services in a cost effective manner. Since then a large amount of scientific Telemedicine projects were funded in Europe and all over the world. These projects were the basis for the creation of the recent scientific platform of Tele-medicine and a new e-health environment for the 21st century with achievement of common technical protocols and further investigation of clinical and managerial standards. 
IV. Opportunities and barriers of Telemedicine  
The review of Telemedicine applications identifies the needs and opportunities that lead the framework of successful future trials for the European Union (EU) countries:

THE NEED OF ACCESS TO MEDICAL CARE: Health care providers have recognised the benefits to provide healthcare services to those who have limited access to specialized medical care or those who live in rural areas that often are cut off from public transport due to bad weather or other conditions.

THE WIDE RANGE OF MEDICAL SPECIALISTS: The development of Medical Science in all fields brought new demands of further specialization and continuing medical education but at the same time medical care had to deal with the needs of more equitable access in knowledge and fundamental issues such as new standards of care and intellectual property rights.

THE INFORMATION AND COMMUNICATION TECHNOLOGIES (ICT) DEVELOPMENT: The advances in networking and communications infrastructures after 1990’s became available to more people with lower prices, which facilitated the extensive use of computers and the transition from analogue to digital data for medical equipment. The interest of IT suppliers for telemedicine research and development increased in order to promote interactive health care services.

THE MARKET DEVELOPMENT: The augmented demands for better quality in medical services has encouraged some healthcare providers to expand their expertise mostly for commercial reasons to people that cannot have the ability for transportation to tertiary hospitals.

HEALTH CARE FOR TRAVELLERS: In the EU countries a lot of projects were funded because of the need to develop telemedicine services e.g. for navy transportation, and the need of better access of first level medical services for travelers.

HOME TELECARE NEEDS: The ageing population problem in all developed nations as well as the increasing amount of chronic, long term diseases gave the opportunity to health care providers in several countries for telemedicine delivered at home in order to reduce the cost of hospitalization and ameliorate the quality of health care services.

COST-BENEFIT SOLUTIONS IN HEALTHCARE: As the problem of reducing the cost in medical services became crucial to many governments the issue of cost-effectiveness of Telemedicine applications arises and the experience of several countries in this field serves as prototype for further development.

The most common barriers for implementation and further development of Telemedicine and e-health services in various degrees within the EU are the following:

    • Many Telemedicine and e-health projects are lacking coordination and resources in order to be implemented in practice.

    • Procurement procedures are too long (up to 4 years!). That causes delays because of unexpected internal or external changes (governmental, organizational, etc.).

    • The criteria of projects’ selection are too restrictive and too technical and not always functional in different environments.

    • Release of pre-financing is too long (9 to 18 months in some cases) having as a result the projects delay or even their cancelation.

    • Support for the successful implementation of projects is not always provided. Projects are not well advertised and widely known to the main participants in order to be accepted.

    • Telecommunication infrastructure and standards often have to be updated such as the bandwidth of the shared links. Another technical problem is the incompatibility of operating standards or protocols especially between different countries in order to recognize transmitted data.

    • Many countries in Telemedicine and e-health projects are lacking best practice repository and guidance.

    • The implementation procedures of projects sometimes have not been totally identified in each country at the same level, so the projects evaluation has not always given acceptable results. Furthermore, the transparency is not totally ensured.

    • There are issues in Telemedicine practice that are not accepted in the same level from the physicians and healthcare professionals in various countries despite the guidance protocols of several projects. The most important of them are physician’s license and accreditation, reimbursement and intellectual property rights. Recently, the European (56%) and American (50%) regions reported to the world Health Organization (WHO) the absence of legal guidelines on privacy and confidentiality as the two most important barriers for the implementation of mobile and wireless technologies in health (mHealth).

The multi variability of Telemedicine factors in the several countries is enhancing the evaluation of technical and clinical feasibility of projects but make rather difficult the cost benefit analysis. It is interesting to mention that the unknown cost-effectiveness of mHealth initiatives was reported as one of the top four barriers by almost all WHO regions in 2011, particularly the Western Pacific, European, Eastern Mediterranean, and the Americas Regions.
V. Telemedicine Categories

Telemedicine can be broken into three main categories: store-and-forward, remote patient monitoring and real-time interactive services. 

a) Store and forward

Store-and-forward telemedicine surpasses the need for the medical practitioner to meet in person with a patient. Instead, data such as medical images or biosignals can be sent to the specialist as needed when it has been acquired from the patient. This practice is common in the medical fields of dermatology, radiology and pathology.

With proper structure and care, this technique can save time and allow medical practitioners to serve the public with their services more fully. However, it relies on a history report and documented information or images, rather than a physical examination, which has the potential to cause complications such as misdiagnosis.

b) Remote monitoring

Also known as self-monitoring or self-testing, remote monitoring uses a range of technological devices to monitor health and clinical signs of a patient remotely. This is extensively used in the management of chronic diseases such as cardiovascular disease, diabetes mellitus and asthma.

Benefits of remote monitoring include cost effectiveness, more frequent monitoring and greater patient satisfaction. There is some risk that tests conducted by the patients themselves may be inaccurate, but the outcomes are generally thought to be similar to professional-patient tests.

c) Real-time interactive

Interactive services can provide immediate advice to patients who require medical attention. There are several different mediums utilized for this purpose, including phone, online and home visits. A medical history and consultation about presenting symptoms can be undertaken, followed by assessment similar to those usually conducted in face-to-face appointments. 

Teleneuropsychology is an example of this type of telemedicine that includes neuropsychological consultation and assessment over the phone with patients that have, or are suspected to have, a cognitive disorder. Standard evaluation techniques are implemented to assess the patient via video technology. A study from 2014 found that this method provides a feasible and reliable alternative to traditional in-person consultations, although it was noted that quality standards and administration must be upheld.
Telemedicine specialties applied in maritime are:
Telecardiology is a branch of telemedicine where cardiac medical information is transferred through interactive or non interactive audio-visual media for the purpose of getting consultation, second opinion, expert opinion, medical procedure etc. based on the medical information transferred. Telecardiology can be further classified in to:

1. Store and Forward - Medical information is acquired, stored and transmitted for interpretation remotely offline.

2. Remote Monitoring - Monitoring of cardiac health remotely with the help of devised installed in the patient's location. Blood pressure, heart beats, body weight, blood glucose, hemoglobin etc can be monitored.

3. Interactive - Acquired medical data and images are transmitted instantaneously and those are interpreted simultaneously from a remote location.

Teledermatology allows dermatology consultations over a distance using audio, visual and data communication, and has been found to improve efficiency. Applications comprise health care management such as diagnoses, consultation and treatment as well as (continuing medical) education. The dermatologists Perednia and Brown were the first to coin the term "teledermatology" in 1995. In a scientific publication, they described the value of a teledermatologic service in a rural area underserved by dermatologists.
Teleophthalmology is a branch of telemedicine that delivers eye care through digital medical equipment and telecommunications technology. Today, applications of teleophthalmology encompass access to eye specialists for patients in remote areas, ophthalmic disease screening, diagnosis and monitoring; as well as distant learning. Teleophthalmology may help reduce disparities by providing remote, low-cost screening tests such as diabetic retinopathy screening to low-income and uninsured patients. In Mizoram, India, a hilly area with poor roads, between 2011 till 2015, Tele-ophthalmology has provided care to over 10000 patients. These patients were examined by ophthalmic assistants locally but surgery was done on appointment after viewing the patient images online by Eye Surgeons in the hospital 6-12 hours away. Instead of an average 5 trips for say, a cataract procedure, only one was required for surgery alone as even post op care like stitch removal and glasses was done locally. There were huge cost savings in travel etc.
Telepathology is the practice of pathology at a distance. It uses telecommunications technology to facilitate the transfer of image-rich pathology data between distant locations for the purposes of diagnosis, education, and research. Performance of telepathology requires that a pathologist selects the video images for analysis and the rendering diagnoses. The use of "television microscopy", the forerunner of telepathology, did not require that a pathologist have physical or virtual "hands-on" involvement is the selection of microscopic fields-of-view for analysis and diagnosis.
Telepsychiatry allows qualified psychiatrists to provide treatment to patients remotely, expanding access to behavioral health services. Telepsychiatry is incredibly popular, in part because of the nation-wide shortage of available psychiatrists, and because psychiatry often does not require the same physical exams of the medical field.

VI. Naval Telemedicine Importance

The diagnosis of diseases and illnesses, as well as the treatment of patients and injured at sea, is not only difficult to apply but in many cases impossible. This is because healthcare providers on ships are either not doctors, so they do not have the appropriate level of education and experience, or they are doctors, but they rarely have the specialized knowledge and training to deal with all incidents of different medical specialties. Patients removals are costly, since helicopter hire or deflection of the ship is required to disembark the patient or the injured person. Besides, they are often impossible, due to the limitations that may arise either due to bad weather conditions or due to long distances from the coast. 

Worldwide, around 1,500,000 people work on merchant ships. Adding those working on naval bases and those working or moving with passenger ships and cruise ships, the number increases considerably. The profession of seafarer is also one of the professions with a high risk of illness or accident. It is worth noting that the number of telemedicine calls from the sea around the world is estimated to be between 15,000 and 20,000 a year.

Thus, Telemedicine covers the above weaknesses and helps to reduce the gap between the quality and quantity of services at sea compared to those on land where access is easier. With the capabilities of modern telemedicine programs, a quick assessment of the patient's condition or the injured person can be made in order to obtain a timely and valid decision to transship when required, or to stay on board and administer the appropriate treatment, following a doctor's advice from the land. In some cases, the decision to move or not may be critical for the patient, because transplantation alone may be the cause of further medical complications.
VII. Naval Telemedicine Systems

Research programs that have been applied in the field of telemedicine on ships are MEDASHIP, MERMAID, NIVEMES and WETS.
a) Medical Assistance for Ships – MEDASHIP

In MEDASHIP an integrated system for telemedical consultations on board of cruise liners and merchant ships was set up and evaluated. Such a system should allow an improved medical care for passengers and crew members, probably in a more cost-effective way. In case of medical emergency on board of ships the usual procedure is that the medical staff contacts the closest support center via radio and asks for help and advice. However, the medical information that can be transmitted during a radio consultation is clearly too limited for the experts to give valuable advice. Often it is then decided to meet with a rescue team to have the patient transported to an expert center for further diagnosis and therapy. This is often accompanied by a forced deviation from the planned route, causing substantial extra costs. During the pilot phase, the medical centers of three ships have been equipped additionally with an ultrasound medical system and an electro-cardiograph (12 channels), interfaced to a Workstation for Telemedical Applications via Satellite (WoTeSa) using the Wavelet-based interactive Video communication system (WinVicos), as well as a satellite terminal (VSAT) on a stabilised platform (e.g. stabilisation of the antenna with satellite tracking). In the three reference hospitals (RH s) a VSAT-terminal coupled to WoTeSa / WinVicos is used. In the MEDASHIP network every ship can communicate with any RH. The real costs for this 24-hour telemedical service will be evaluated.
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b) Medical emergency aid through telematics - MERMAID
MERMAID attempts to establish a transnational and multilingual health emergency system that improves the effectiveness and ease of delivery of telemedical intervention and also improves the present state of connectivity of the emergency points of care with the providers of telemedical services. Thus MERMAID provides an integrated 24-hour multilingual world-wide medical emergency service and uses telematics for making available high grade medical expertise to sea-borne vessels. 

Satellite (mainly INMARSAT-A but also INMARSAT-C) links for the transfer of images, sound, text (patient anamnesis) and biosignals. ISDN supported Teleconferencing and Telepresence. Multimedia technologies including remote interaction with multimedia data bases. 

Approximately 1.500.000 people are employed on transport ships or fishing boats around the world, while another 4 million people travel on ocean-going cruise vessels each year. Millions more engage in recreational boating activities, often far removed from the nearest medical facility of emergency medical services access. The level care on these vessels varies widely, from the cruise ship physician, to the nurse of paramedic aboard a large ship, to the designated medical officer on smaller vessels. It is essential that the maritime telemedicine physician has an understanding of the unique medical problems encountered at sea, a familiarity with the personnel aboard ship, and an appreciation for the resources available for managing the problem or arranging an emergent evacuation. 
Benefits to the users are:
· Expected benefits for the citizen: MERMAID offers a viable alternative to locally missing medical expertise and is setting up an integrated 24-hour multilingual, telematic, around-the-world, medical emergency service that will serve as a generic model for telemedicine in the EU and as a pilot project within the Global Maritime Distress and Safety System (GMDSS). 

· Expected benefits for the users of the application: Prevention of the deterioration of medical conditions and / or emergencies into unmanageable situations and provision of expert help via different degrees of telepresense. Increasing of the efficiency of telemedical services through the introduction of direct patient-doctor interaction, face-to-face consultation, visual inspection and improvement of local medical skills. 

· Expected benefits for the European Industries: MERMAID solves the acute problem of missing medical expertise for the maritime industry. Also it provides a generic platform for developing remote applications (e.g., tele-inspection) which improves productivity in remote environments by combining use of local resources with teleconsultation. 

The MERMAID service is based on two products:
The INMARSAT based Maritime Telemedical Services software and
The Multimedia Guide for medical treatment on board 

MERMAID is a global telemedicine system providing relief to medical emergencies in the maritime environment. MERMAID involves: 

· INMARSAT A, B C and M links, so that it can accommodate practically every type of user 

· A basic medical communication software module which includes a medical record and a help/guidance system, which can be used with all of the above links. 

· Advanced features such as interactive video, sound, EKG transmissions etc., which can only be used by ships equipped with INMARSAT A or B 

Telemedical interventions are critically dependent on local paramedics. Merchant marine officers are supposed to be trained in first-aid procedures and other basic medical transactions, including supplying medication for most common conditions. However, in practice this training is often inadequate. As a result there is a need for standardised, reliable medical information to exist on board, easily accessible. MERMAID developed a multimedia application that covers the basic medical knowledge necessary to handle medical emergencies and common medical problems on board. This application is based on the WHO "International Medical guide for ships" the relevant guides of the British, US authorities and finally, on Council Directive 92/29. Among the subjects covered by this multimedia application are: 

· First aid instructions, cardiopulmonary resuscitation, haemorrhage, shock, burns, dislocations, head injuries, explosion trauma, internal haemorrhage, drowning, asphyxia, strangulation etc. 

· Poisoning 

· Trauma 

· Infectious diseases 

· Venereal diseases 

· Environmental vessel control 

· On-board administration of pharmaceuticals

c) NIVEMES

NIVEMES has developed an international network of health care and telemedicine providers, which offers consistent and integrated telemedicine/ teleconsultation services to remote, isolated areas or patients on board ships, for both routine and emergency situations. This coherent network consists of medical institutions connected via communication links and provides healthcare services that are either new or dramatically enhance existing ones.

Contemporary telematics, offering a variety of advantages to modern health care, is an increasingly efficient solution to a variety of problems encountered in this sector. NIVEMES offers a powerful Multimedia Health Record where all kinds of patient data (for example medical history, diagnosis, bio-signals, MRIs (Magnetic Resonance Inference), CTs (Computer Tomography) and ultrasound exams) can be stored in an organised and easy-to-retrieve format. 

It is widely accepted that the state-of-the-art of existing services is far behind what is today technologically possible. It is worth mentioning that the NIVEMES results will not propose any technology that is not today widely available, showing that the key to the radical improvement of the relevant services is not new technology, but integration and interoperability of what is available. NIVEMES has developed: 

· A core of integrated healthcare services, support functions and applications used by a network of Telemedicine healthcare providers - medical institutions. 

· A set of integrated healthcare services offered by this network, targeting: 

· mobile user groups, applicable to the maritime industry, with the provision of Telemedicine services to sailors on board ship; 

· remote site populations, applicable to the population of the many isolated small islands.

NIVEMES allows target customers (public and private healthcare service provision organisations, health professionals in remote areas and insurance organisations) to significantly increase their revenue whereas patients can benefit from costs savings. As telemedicine facilities are also available to ships, shipping companies and P & I Clubs (Protection and Indemnity Clubs) could benefit from significant cost reductions as well, due to the elimination of unnecessary re-routings and evacuations. The NIVEMES system is also applicable to more general cases than the ones of vessels and remote populations. Extension is envisaged in both depth and breadth. 

NIVEMES is a holistic system that integrates medical information in the form of actual medical readings and administrative information on the patient. In contrast to other telemedicine applications that are fragmented, have limited scope and can provide only ad hoc support, NIVEMES is a total healthcare provision solution that can be used in everyday routine medical practice and provide ongoing medical and administrative information. The ultimate goal of NIVEMES is the setting up of a healthcare provision network that will enable the provision of high quality medical services to beneficiaries - remote populations and ships. Qualitative benefits deriving from this network are the acquisition of timely expert opinion, the accuracy of remote diagnosis based on actual data and immediately available patient history at the site of expertise. Quantitative benefits for target customers (public and private healthcare service provision organisations, health professionals in remote areas and insurance organisations) derive benefit from increased revenue via the provision of high quality services to an extended number of beneficiaries with a relatively low investment as well as cost savings in administrative overheads. Quantitative benefits to remotely located beneficiaries include significant cost savings due to the reduction of unnecessary journeys for medical reasons. Such benefits for shipping companies and P & I Clubs include significant cost reduction due to the elimination of unnecessary re-routings and evacuations. 

The NIVEMES project has developed a series of applications which are in the process of commercialisation. These applications/products are: 

· The MHR software: offers a powerful multimedia patient record which is, for instance, capable of automatically acquiring data from medical devices (viz. video, images, biosignal, vital signs etc.) and telemedicine. The MHR is a healthcare application which assists Health Care Providers in managing their medical data. 

· The NIVEMES Land Node: PC along with the NIVEMES software and the attached medical devices that is intended for location in a remote, isolated site. 

· The NIVEMES Ship Node: PC along with NIVEMES software and attached medical devices intended for use on board ship. 

· Smart card modules: software subsystem used to interface the NIVEMES Health Care system with a smart card device. 

· Modules for communication with medical devices: several drivers that enable the NIVEMES core system to acquire data automatically from a plethora of medical devices (viz. ECG, MRI, opthalmoscopes, slit lamps, endoscopes, ultrasound devices etc.). 

Link with third party systems - API: the NIVEMES system has realised its openness and its interoperability through the implementation of an API which is commercialised as a separate product and, which has been used within the framework of the project in order to integrate NIVEMES with a number of systems from HIS(Hospital Information System) or other EU projects.

Using the software, a medical centre can store and process all information regarding its patients. Since the network is targeted to users throughout Europe, special international features are added to facilitate communication between different nodes. Codification schemata and simple translation techniques are used. A NIVEMES node, as for example the health centre of a remotely located island, can store the records of local patients. Should an incident occur that the local health-carer cannot adequately handle, the patient file is sent electronically to another NIVEMES node where the necessary experts are found. Their answer can be made available in virtually no time and possible referral to an urban centre might be avoided, if the experts do not consider it necessary. Telemedicine facilities are also available on board ship. Specially designed software allows the health attendant on board to quickly complete an electronic form describing the patient's history and problem, attach all available information (as for example an ECG or some pictures) and send it (via satellite) to any other NIVEMES node for instructions.

The technology used for NIVEMES, due to its design requirements, makes the resulting system applicable to more general cases than the ones of the ship and remote populations that were the project's target. More specifically, this system could offer its services to almost any remote and isolated place (like oil rigs, rural areas, near arctic regions), or in emergency and disaster situations where the usual telecommunications are not functioning and the need of mobility of the medical - rescue teams is high. Extension is envisaged in both depth and breadth. The former focuses on providing more healthcare services from the same network to the same users or user group while the latter refers to the application of this technology and structure to other users or user groups that require similar services, through the same or extended network of Telemedicine.
d) Worldwide Emergency Telemedicine Services - WETS

Delivery of emergency services is a major issue in any industrialized Country. It is widely demonstrated that rapidity and appropriateness of intervention are the parameters having the deepest effect on the final outcome of any intervention. The very few minutes just after the accident are the ones in which very often the positive or negative result is decided. In medical circles the "Golden Hour" refers to the period 1 to 4 hours after the onset of clinical emergency. Medical treatment given during this period greatly enhances prospects for survival and recovery. 

Applicable technologies
Different types of fixed and mobile networks, positioning systems (GPS), satellite links.

Potential users
Hospitals, Emergency Health care centers, Shipowners associations, Airlines Companies, Regional Health care Authorities.

Benefits to the users
Expected benefits for the citizen: Easier access to healthcare services in emergency, continuity of care from emergency to intensive care, to hospitals, to home. Promptness of intervention irrespective of accident spot.
Expected benefits for the users of the application: Emergency healthcare and paramedic professionals: easier access to medical expertise, availability of right number and type of resources.
Expected benefits for the European Industries: Creation of a European market for telematics services, by the definition of a common telematic emergency framework. Decrease the barriers arising from a fragmented market. The demand for development of applications handling electronic communication will increase.
VIII. Design Issues in Telemedicine Systems

Very few papers from the literature provide the reader with sufficient details about the design issues which drove the development of the projects described by the papers themselves. Systems and tools deployed during the project are generally neither described nor mentioned by the literature. Thus, the advantages as well as the pitfalls in using one technology or one product rather than another one, remain not revealed.

Moreover, very few models exist to categorize the systems and the tools that can be profitably deployed in telemedicine projects. The empirical evidence is very limited on the criteria according to which the proper technology would be selected. Rather than selecting the system or the tool according to their main features or to the requirements of the project, design experts apply filters which consider situational factors, technology and target patients, and the empirical evidence. In this way, design experts derive the choices which will then determine the main functionality of the project – as well as its success.

Evaluating the deployed systems and tools, in order to identify some suggestions and recommendations for future similar initiatives in the field of telemedicine and telecounseling, is an extremely challenging task. By this paper, we do not aim at doing such evaluations; we rather provide the reader with a set of features according to which the most proper systems and tools can be classified and, consequently, selected in order to 

have a proper design for the project.

The classification covers both the systems, referring to them as the complete environment for telemedicine, and the tools, referring to them as the components used to design and to build up the systems.

i. Software architecture

Several types of software architecture can be deployed. The most common are:

· Web based: This  architecture  basically  requires  a  Web  browser,  only.  While  major  advantages  include  ease-of-use, non installation required, and multi-platform execution, some limitations apply, such as limited functionality and limited storage possibilities.

· Web app: This  architecture  requires  to  launch  applications,  generally  written  in  Java,  within  a  Web  browser. Most of the limitations of a pure Web based architecture are overridden by this approach: however, full and deep control over the application may lack.

· App: This architecture requires to download an application and the run it directly, typically on most recent mobile systems such as smartphones and tablets. This architecture is providing full control of the processing system, including storage, transmission and vital sign analysis, and may also include advanced control logics.

· Remote app: This  architecture  just  requires  a  dumb  terminal  locally  deployed,  which  connects  to  a  remote  processing system. All the control logics are defined and stored within the remote system.

ii. Connection type

The system can provide users with different types of connection:

· Point-to-point vs. multipoint connection. More simple systems permit one to have a point-to-point connection, only: this means that two locations can be involved in the telemedicine communication at a time, only, and there is no way of simultaneously involving more locations. Typically, if the main telemedicine center in the developed county has to serve requests coming from two remote hospitals, the telemedicine center will first serve one request, then will close the connection with the first requester and finally will open the connection with the second requester. Or, in a complementary situation, if the remote hospital has to discuss a critical case and needs assistance from two telemedicine centers from developed countries, the remote hospital has to connect with one telemedicine center, then has to close that connection, and finally has to open the connection with the second telemedicine center.

· Multipoint connection. Conversely, more powerful systems permit one to have a multipoint connection: this means that users can simultaneously involve different centers for remote counseling, being either one telemedicine center connecting several remote hospitals, or one remote hospital connecting several telemedicine centers.

· Synchronous vs. asynchronous. More simple systems provide users with an asynchronous connection, mainly based on e-mail messages. On the other side, more powerful systems provide users with a synchronous connection, which includes chat and voice.

· Transferred information. Simple information that can be transmitted from the remote hospital to the telemedicine center are alphanumerical (text). More powerful system include voice and sound (e.g., typically sounds from the internal of the body are detected by auscultation), static images and sequences of images and movies. Voice must have a synchronous transmission, preferably.

· Fixed versus mobile. The terminal of the telemedicine system can be a fixed one or a mobile one. Typically, fixed terminals provide users with higher performances (e.g., video resolution of highest frame rates for video rendering), feature low portability (e.g., to move to the place where the patient is for a visual inspection by remote physicians), but require more resources – also in term of power consumption: this requirement can be critical in some situations in developing countries. Mobile terminals, conversely, feature a higher portability: typically, mobile phones mainly help in behavioral health interventions, and fail in real clinical situations.

iii. Storage
More powerful telemedicine systems provide the remote computers with redundant storage, so that failures (typically, hard disk failures) do not wipe all the information stored. In fact, hard working conditions (temperature, humidity, dust) may strongly challenge the computer systems: moreover, spare parts are hardly delivered to remote locations in developing countries, thus a redundant and fault tolerant architecture can permit a safer storage. Preferably, the telemedicine system can also enable the remote system to locally store information from the other corresponding facility/facilities, i.e., the telemedicine center can make local copies of the files from the remote hospital(s) in the developing country, and vice versa. This permits the users 

to have an off-line analysis, too.

IX.  Telemedicine Equipment Components
The equipment of a telemedicine system includes the hardware and software required to capture and display visual images, sounds, and data. There are basic components common to all telemedicine systems: the camera, the microphone, the speaker and monitor, the multiplexer (MUX) and Channel Service Unit/Data Service Unit (CSU/DSU) converter, the Coder/Decoder module (CODEC), and the user interface or keypad. If still diagnostic images are transmitted, they can be captured directly from diagnostic imaging equipment using direct digital capture (DDC) in their original digital form as data files, or they may be scanned in as images from high-resolution scanners. Documents (such as medical records) or objects (such as pathology specimens) can be placed on a light table and imaged by a "camera-on-a-stick" video visualizer or document camera. 

If the telemedicine system utilizes a satellite transmission mode, additional equipment is required to provide the satellite uplink and downlink. The rapidly increasing capabilities of telemedicine equipment components to process and compress digital image data can be attributed to advances in digital electronics, information theory (a branch of mathematics devoted to representing and transmitting information), digital communications and networking, and the study of how the human eye and brain process visual information. 

These technological leaps have driven down the cost of videoconferencing and digital imaging equipment and made it possible to send much more information over existing communications lines, greatly lowering communications costs 

a. Interactive Video Equipment 

Transmission bandwidth is a measure of the information-carrying capacity of a communications channel, usually defined as the difference between the limiting frequencies of a continuous frequency spectrum (for analog signals), or the number of data bits per second (for digital signals). Full motion analog video requires a large amount of information to be transmitted in a very short period of time. Therefore, a large amount of bandwidth is required for full motion video. An uncompressed analog video signal, once digitized, must be transmitted at a rate of approximately 90 million bits per second (Mbps) to achieve real-time video; a bandwidth equal to about 4500 standard phone lines. The heart of the video telemedicine equipment set which enables the transmission of this data in a real-time interactive mode is the CODEC, (an acronym for coder / decoder). The CODEC is the device that digitally codes the analog image from the camera, compresses the image with the sounds from the microphone(s), transmits the compressed digital signal to the far end while it receives the video and audio signals from the far end, decompresses the received signals, and displays them on the monitor. Before the development of CODECs, the only communications modalities capable of transmitting data of this bandwidth were satellite or microwave, both prohibitively expensive technologies for health care. 

In 1982, the early generation of CODECs could compress a video signal to l/300th of its original size while still delivering an acceptable video image. Those CODECs were the size of refrigerators, and cost a quarter of a million dollars. CODECs now cost less than one-tenth that price, are the size of a desktop computer CPU, and can produce a higher-quality video image with a signal l/800th the original size. Most videoconferencing manufacturers' CODECs are capable of effectively "squeezing" the 90 million bits per second video and audio signal through a 128 thousand bits per second (kbps) communication channel. 

Video CODECS perform the following technical functions: 

• Analog-to-Digital conversion of audio, full-motion video, and still graphics video signals. 

• Digital video signal (full-motion and graphics) demodulation. 

• Digital video signal (full-motion and graphics) coding and bandwidth reduction. 

• Digital audio time delay. 

• Multiplexing of the digital audio, full-motion video, still-graphics video, and data samples. 

• Encryption of the multiplexed signal. 

A video signal is composed of a sequence of pictures called frames. Each frame consists of a certain number of lines, with each line containing the basic digital elements of color and brightness called pixels. In order to compress the signal, a data reduction method is required.

b. Camera 

Each telemedicine site requires a video camera to transmit live images. The camera must comply with the Telecommunications Standards Sector (TSS) recommendations specifying that a video signal of 625 lines per frame and 50 fields per second be available. Each frame contains two fields and therefore results in a frame repetition rate of 25 Hertz. A camera with CODEC control of the remote site's camera is highly desirable for clinical applications, especially if the transmission is solely between a physician at one end and a patient at the other. Pan, tilt, and zoom capabilities are needed to enhance the video consultation and to enable the examination of the patient. 

c. Microphone 

Along with a camera, each site requires a microphone to detect speech and other audible information. A standard two-directional microphone connected to the CODEC is adequate. In clinical settings where confidentiality is required, a combination microphone/speaker headset engineered for distance transmission can ensure a private conversation between physician and patient. 

d. Speaker and Monitor 

Each field site and the central site require a speaker and color video monitor. For clinical applications requiring a large number of still image transmissions, a monitor for the live consultation and an additional monitor for the still image presentation may be necessary.  The monitor must also comply with the same TSS recommendations required for the video camera. Monitors should also have a vertical resolution of at least 400 lines, and the screen size used must be maximized in relation to the viewing distance in order to provide proper viewing. 

e. Multiplexer and CSU/DSU Converter 

The multiplexer allows two or more signals to be sent over the same path. The multiplexer performs this function by breaking up the coded message into packets or frames depending on whether Time Division Multiplexing (TDM) or Pulse Code Multiplexing (PCM) is used, and then relays digital signals to the network adapter and out to the distant end. The multiplexer also allows the user to select a fraction of the available bandwidth when combined with digital switching from the telephone companies. The ability to select the transmission speed allows some control over the expense of the transmission. 

f. Satellite Transmission Equipment 

A satellite transmission requires an uplink to the satellite from the sending location as well as a downlink to the receiving location. The number of transponders leased on the satellite depends on whether a system will need multiple 2:2 capability; that is, teleconferences in which users at several different sites can see and hear each other simultaneously. If a KU-Band satellite link is required, a KU-Band satellite dish is required for transmission. If a C-band satellite link is required, a C-Band satellite dish is required 

g. Electronic Graphics Tablet 

The graphics tablet serves as the user interface unit and allows the user to control the camera, sound, and various computer functions of the telemedicine equipment. 

h.  General Peripheral Equipment 

Additional equipment frequently used to augment a basic telemedicine system include a laser printer, a facsimile machine, a document camera, and a videocassette recorder. A laser printer allows a user to print pertinent parts of a patient's medical record, if needed, during a consultation. A facsimile machine is necessary if paper documents, including prescriptions requiring a signature, are sent to a remote location. A document camera is used for rapidly transmitting paper documents, but can also be directed to an x-ray on a view box for radiology review, although the pan/tilt/zoom camera works equally well for viewing. A videocassette recorder enables a telemedicine consultation to be recorded, for documentation or teaching purposes. 

i. Medical Peripheral Input Equipment 

Some CODECs provide standard video jacks that allow for three or four additional camera connections. Depending on the clinical application and the site's requirements, a variety of medical instruments can be added to augment the consultation. For example, a gastroscope, the fiber-optic device that allows the visualization of the stomach lining, normally transmits an image from inside the stomach to an office monitor. Connecting the gastroscope monitor to the CODEC allows the routing of the image to the remote site for viewing by a consulting gastroenterologist.
X. Satellite Communications in Naval Telemedicine

There have been many researches and technology developments on telemedicine on land, but their application at sea has been minimal. In general, when a medical emergency occurs on board a ship, the symptoms are conveyed by voice phone over the satellite phone installed in the ship to the 1339 emergency medical center of university hospitals, etc., and the prescription is received and the patient

is treated. This kind of medical treatment not only incurs economic losses but is also very inefficient. To solve these problems, the INMARSAT maritime satellite mobile communications service was proposed. The Inmarsat satellite mobile communications service that is used mainly in ships uses the global and spot beams of the Inmarsat third-generation satellite, and the telephone uses the existing Inmarsat mini-M resources satellite codec of 4.8 kbps whereas HSD (MISDN) uses the separate fleet channel. It is currently the most widely used terminal in large and medium -sized ships, and it provides a velocity of 64 kbps that allows communications to also be made through a TCP/IP network.
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figure 3
A satellite communications system is made up of the satellite antenna, antenna control unit and satellite modem. In the ship’s telemedicine system, information on the medicines kept in the ship, patient information, medical histories and other necessary information can be extracted. Next Figure shows the linking hardware of the ship’s telemedicine system, which is composed roughly of the satellite communications system, the telemedicine system and the linking equipment. 

To enable provision of medical treatment directions through a video, the communication bandwidth was set to make downloads and uploads more than 512 kb fast, and the telemedicine program for the maritime telemedicine system and a separate web-based education program were developed.
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figure 4
XI. Privacy And Security Issues

Protection of personally identifiable information whether health information, banking records, employment history or credit score, must be ensured.  With the advent of telehealth, e-health and/or telemedicine; a system were application of wireless communications is used in connecting healthcare professionals and patients through ubiquitous and cloud computing over the electronic networks, authentication, integrity and confidentiality of patient's data are often pointed out as key factors to be considered in medical information system. Newer information technology  and telecommunication products offered to patients and healthcare professionals alike are capable of transmitting vital signals. Such as key blood test results for diabetics and blood pressure data. The technology has grown to advanced imaging technologies and gamma cameras with higher data requirements that can be used to transfer  data and images such as CT Scanners, MRIs, PET-CT, C-Arms, Mammography,  X-Rays, Bone Densitometers, Radiographic and urology system e.t.c. 

Telecommunication technologies and information systems are being integrated and adopted in medical field to store patient information in digital format that allows adequate medical assistance delivered to the patient in distinct places and scenarios, called Electronic Patient Records (EPR). Such records are used in conjunction with sensor networks for remote patient monitoring, consulting, training and diagnoses to form a telemedicine system.  In many health care organizations, management of  telemedicine technology has been add. Ineffective management of privacy and security issues in telemedicine may compromise the overall success of the health system. During file-sharing over the networks, intruders may gain access to confidential information and possible alter, steal or even delete patient record. This has led to wrong diagnosis and wrong decision taken on patient, some of which may be a life threatening case. Consequently, it cost some hospitals billions of law suits. A stolen record is even worse because it can lead to Medical Identity Theft (MIDT). MIDT is a specific type of identity theft that occurs when a person uses someone else's personal health identifiable information, such as insurance information, Social Security Number, health care file, or medical records, without the individual's knowledge or consent to obtain medical goods or services, or to submit false claims for medical services. A typical example of MIDT is an electronic health records of the United States which was stolen in 2004 and was found on a computer server in Malaysia. It is controlled by cyber criminals. The stolen files included names of health care providers, security number, birthdates and addresses of the patients.  Criminals may create false billing, which can bring in millions of dollars from stolen health records. The discovery of the stolen records has revealed the vulnerability of electronic medical records, and can cause more damage than the loss of money to false billing. When cyber criminals alter a patient’s medical records, the results could be potentially deadly. MIDT is becoming one of the fastest growing crimes in the USA today, with sophisticated and organised hacking groups stealing patient identities, MIDT used to illegally obtain medical services, prescription drugs, as well as the bank accounts or credit card. Furthermore, due to sharing of Electronic Medical Records (EMR) among business partners and other entities, thus makes the crime to continually increase. Recent incidents of MIDT is when a hacker from Eastern Europe illegally accessed Utah Department of Technology Services (DTS) server containing patients' Social Security numbers and data on children's health plans due to a weak password. The breach involved 780,000 individuals both Medicaid patients as well as recipients of Children's Health Insurance Plan stolen from the server. Cyber attacks on patients’ EMR and health information systems (HIS) can lead to severe consequences like patient identity disclosure, embarrassment, privacy violation and in the worst case, integrity violation resulting in patient’s death. In a recent case,  March 2012, Blue Cross Blue Shield  of Tennessee (BCBST) has agreed to  pay U.S. Department of Health and Human Services (HHS) $1.5 million  for  inadequate security measures which allowed 57 unencrypted hard drives containing private health information to be stolen from its facility. These challenges prompted significant research in developing efficient methods to protect and authenticate digital medical images and information in order to prevent forgery and impersonation. Various measures have been employed to prevent, deter, detect and correct damages caused in telemedicine due to privacy and security threat.  One of such deterrent measure was the creation and enactment of the Health Insurance Portability and Accountability act (HIPAA) in 1996. The aim of  HIPAA act was to  improve the Medicare program and the efficiency and effectiveness of the health care system. This is done by encouraging the development of a health information system through the establishment of standards and requirements for the electronic transmission of certain health information. A similar regulatory body is the creation of Agency for Healthcare Research & Quality (AHRQ), which is a United State of America Federal agency under Health & Human Services working to improve the quality, effectiveness and safety of health care. AHRQ gathers information in surveys, funds research projects, and provide evidence-based practice guidelines for health care practitioners. The AHRQ's Consumer Assessment of Healthcare Providers and Systems (CAHPS) program provides a national benchmarking (health care standards) database. Apart from such regulatory measures, several technological and financial measures have also been taken to reduce the impact of security and privacy breaches on telemedicine networks. One of the oldest and common tools available forms of data protection is by means of encryption. Encryption protects contents particularly during transmission of data from sender to receiver. However, once it reaches a recipient and decrypted, the protection ends and the data can be copied and redistributed without further complications.  This is because the object loses its protection once it is decrypted. Consequently, mishandling of sensitive information cannot be prevented effectively by this traditional means. Figure 5 shows how image is illegally copied after decryption.
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figure 5
As an individual, he/she have right to privacy, that is, having control over personal information such as  name, social security number, medical diagnoses, shopping habits, work history and credit score. Therefore the right to privacy is the ability to limit who has this information, how the information is kept and what can be done with it. For this reason, Electronic Patient Record (EPR), EPR on network requires a systematic content validation to provide quality control such as correctness and reliability of the source. In telemedicine, file sharing may create new security and customer privacy issues. There are numerous potential risks to privacy in any health care activity that requires the exchange of patient information between organizations or individuals. The potential for protected health information to be exposed when organizations or individual cooperate in a telehealth/telemedicine interaction may be greater than face-to-face interactions, particularly when telehealth activities are not integrated into an organization’s usual practice patterns. The security of medical images, derived from strict ethics and legislative rules, gives rights to the patient and duties to the health professionals. This imposes three mandatory characteristics: confidentiality, reliability and availability. Table I shows the security services and their application in telemedicine. 

TABLE I
	Security and their applications to telemedicine

	Security Services
	Description

	Availability 
	It is a timely access to data. Patient information and images needed should be readily available even when there are unpredicted power outages or hardware/software failure. Availability also involves ensuring that data are prevented from disasters such as natural disaster, machine faults, etc. which may cause unavailability of data. 

	Confidentiality 
	Prevention of medical data and images from disclosure, that is, information is only accessed by authorized individuals. 

	Integrity 
	It is the ability of an image and information of patient to be use by authorized personnel in correctness condition of access.  


Other security issues include data access, and storage; this is because eavesdropping and skimming are possible when the sensor data is transmitted wirelessly. Yet another issue is the data mining. When mining on human data, there are unique privacy and security constraints that limit what collection, distribution, and analysis can be done, in which some of this large amounts of medical data is not stored electronically and cannot be mined. While the type of data mining done on this information has security and privacy concerns, the heterogeneity of the databases and the scattering of the data throughout the medical care facilities also contributed to the security issue. Furthermore, the lack of standardized regulatory framework, that is, different state has different law, each state has specialized rules for how health care is handled.
Attacks on security are described based on the function of the computer system as provision of information. Normally, communication is represented as a flow of information from a source to a destination. However, with security threat; it can take a new form such as shown in Figure 6. 
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figure 6

Since telemedicine involves the use of internet to connect patient and the health care givers, it makes it vulnerable to attacks and most of the network attacks are possible on telemedicine data. The attacks can be grouped into two broad categories of active and passive attacks, as shown in Figure 7.
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figure 7

Active attacks involve attacker to engage in modification, interruption or fabrication of patient images and information such as replay or retransmission to produce an unauthorized effect, modification of message as well as Masquerade; pretends to be some other entity and denial of service Passive attacks are mainly where attacker merely eavesdrops and monitors a system performing its tasks and collecting information. This includes interception of information, though not alteration or addition of information. Traffic analysis of information involves observing message patterns service to valid users and release of message content which may be carrying sensitive or confidential data read by an attacker. 

Watermarking, in contrast to encryption, has been used for centuries to prove the authenticity of bank notes, postage stamps and documents.  Recently, Digital Watermarking is a tool use to fight against digital piracy, to authenticate and verify the integrity of digital media. Though watermarking does not prevent copying, but depending on the application, it helps both health care giver and patient to differentiate what content is authentic and what is counterfeit. Digital Watermarking is also used in monitoring and tracking illegal copies of digital media, filtering, communicating copyright message and deter alteration of multimedia content. Medical images such as fund us and mammograms contain diagnostic information which can be used for early detection of Retinopathy, breast cancer diseases/breast abnormality respectively. Protection and authentication of such images are now becoming increasingly important in telemedicine environment. For medical image such as mammogram, it should be sure that embedding watermark does not interfere with the diagnostic information in the mammogram. Digital watermarking has become a matter of more concern over the past few years and preferable to other traditional method of protecting data integrity and authentication of information resources. This is due to digital watermark's crucial features such as; imperceptibility, inseparability of the content from the watermark, and its intrinsic ability to undergo same transformation experienced by the host signal. This preference has been established to provide improved security. Digital watermarking addresses issues related to intellectual property, image authentication, copyright protection, device control, tamper detection, data monitoring/tracking, labeling and ownership or license identiﬁcation. In digital watermarking, the object being communicated is the cover or host signal and watermark provides additional information about the cover. It can be used to hide plain text, serial number, image or encoded information which makes it useful in various applications.
XII. Conclusion

The telemedicine network is a very sensible network as it deals with data with full privacy of a patient. Hence the network architecture of the system should be highly secured and always updated with latest protocols. It should also be mentioned that this type of network needs continuous monitoring and maintenance which should follow an automatic system. The equipments connected to this network always require precise data processing and accurate result. In our future work we are currently working do analysis the current protocols and systems that have been used for this type of service to propose the most efficient network protocol. It should also be noticed that the security concerns are not only limited to the network but also to the physical presence of the person who are involved with the system. Hence a better training and more awareness is also required to get the best result.  
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